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Abstract.  Weintro duce the concept of progressive veri cation for cryp-
tographic primitiv es like messageauthentication codes, signatures and
identi cation. This principle overcomesthe traditional property that the
veri er remains oblivious about the validity of the veri ed instance until
the full veri cation procedure is completed. Progressiwe veri cation ba-
sically says that the more work the veri er invests, the better can the
veri er approximate the decision.

In this work we focus on messageauthentication. We presert a com-
prehensive formal framework and describe seweral constructions of such
messageauthentication codes, called pv-MA Cs (for progressiwely veri -
able MA Cs). Webrie y discussimplications to other areaslik e signatures
and identi cation but leave it asan open problem to nd satisfactory so-
lutions for these primitiv es.

1 Intro duction

Cryptographic primitiv eslik e signatures, messageauthentication codesor iden-
ti cation involve veri cation proceduresthat assurethe veri er of the validity of
the input. This meansthat the veri er performs a certain number of veri cation
stepsand nally outputs a reliable decision;the error probability of this decision
is usually negligible.

Consider the following experiment. We start the veri cation algorithm on
someinstance. After somet steps,e.qg., after half of the full veri cation, we stop
the algorithm and ask for a decisionabout the correctnessof the given instance.
In this case,most veri cation procedurescannot predict the result better than
before the start whent = 0. We call this all-or-nothing veri cation: in order
to give a reliable decisionone must either run the full veri cation procedureor
neednot start at all. The situation is givenin the left part of Figure 1.
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The idea of progressiwe veri cation, asdisplayedin the right part of Figure 1,
is to relate the error probabilit y of the decisionto the running time of the veri er.
Namely, progressiwe veri cation ensuresthat the con dence grows with the work
the veri er invests.Put dierently,

The error probability of the veri er's decisiondecreasesontrivially with
the number of performed steps of the veri cation procedure.

Note that the aim of progressiveveri c ation in geneal is to savetime for both
valid and invalid inputs. Speci cally, the verier can choosea con dence level
at the outset, prematurely terminate the veri cation accordingto this level, and
can nally decide about validity of the given input. Also, the concept is not
limited to messageauthentication (on which we focus here) but rather applies
to veri ¢ ation proceduresin geneal.

Assuming that the verier newver rejects correct inputs we can reconceie
progressiwe veri cation as a method to spot awed inputs prematurely. Specif-
ically, to turn such an error detection procedureinto a progressiwe veri cation
algorithm let the veri er, if asked at somepoint during the veri cation, simply
predict authenticity of the input if no error has been found yet. Viewed this
way the paradigm then says: the likelinessof rejecting fallacious inputs grows
nontrivially with the performed work. Indeed we will usually adopt this more
cornveniert viewpoint.

all-or-nothing verification progressive verification
error probability error probability
of decision 4 of decision A
verification verificatior
_steps — _ steps
end of end of
verification verification

Fig. 1. Idea of Progressiwe Veri cation

In this work we intro ducethe conceptof progressiwe veri cation by virtue of
messageuthentication codes.Nowadays, all popular constructions of MACs rst
divide the messageinto blocks, then apply a pseudorandomor universal hash
function to ead block (possibly inserting the result from one evaluation into
the input of another), and nally combine the result to a short MAC. Examples
include XOR MAC [3], UMAC [5], XCBC MAC [6] and PMAC [7].

In caseof sud block-oriented MACs, veri cation progresscan refer to the
number of messageblocks that have been inspected and for which the block



function has been applied. Progressiwe veri cation then says that it suces to
look at, say, 75% of the blocks, and still be able to detect incorrect inputs
quite often. Here, however, the limitations of progressiwe veri cation show. If
the adversary changesonly a single block then it is likely that the verier will
not be able to notice errors quite early. This is particularly true if the adversary
controls the order of blocks in which the veri er receivesthem (for example, if
the adversary delays the corresponding IP package until all other blocks have
beenreceiwed).

Still, the aim of progressiwe veri cation of MACs is not to spot errors with
overwhelming probabilty instantaneously It su ce to reducethe number of pro-
cessedblocks for an accurate or fallacious input on the average |as long as
the additional e ort for the progressiwe veri abilit y doesnot outweigh this. In
particular, the size of MA Cs should not increasetoo much and the extra work
to compute and verify the progressiwely veri able MAC should not grow signif-
icantly comparedto an ordinary MAC. For example, doubling the number of
block cipher invocations in order to reducethe workload for incorrect inputs by
50%is arguable.

Obviously, the overheadfor progressiwe veri cation doesnot pay o for short
message®f a few blocks only. Therefore progressiwe veri cation aims at applica-
tions where large messagesre involved (lik e for authentication of large les); in
such casesa few additional block ciphers calls merely add neglectableoverhead,
and doubling or tripling the short MAC of a few bits is usually not critical.

Our Results. We provide a formal framework for progressiwely veri able MACs.
This includes stringent de nitions and discussions.Then we presert two con-
structions of progressiwely veri able MACs; a third one has been omitted for
spacereasons.One of these solutions will serve asan exampleto get acquairted
to this eld. The other one providesa reasonablygood solution, allowing to spot
errors after about 50% 55% of the messagewhile increasingthe MAC size by
a factor of roughly three. Note that 50%is a lower bound for such algorithms if
the adversary inserts a singleincorrect block only in a valid message-MAC pair:
the veri er will accesghis block and be able to detect the error only after 50%
on the average.However, if the adversary is supposedto tamper more blocks
then one can go below this bound. We will touch this issueand implications to
other areaslike signaturesat the end.

Related Work. Partially cheding the validity of signaturesor MA Cs hasalready
beenusedin the context of incremenrtal cryptography [1,2]. Although the pri-
mary interest there is the fast computation of signatures and MACs of related
messageslocal cheds turned out to be useful countermeasureagainst so-called
substitution attacks. However, the results in [9,10] indicate that cheding the
local validity of signatures or MACs by accessingonly a few blocks yields im-
practically large cheksums. Indeed, the idea here is similar to the incremertal
case:try to detect errors by inspecting only a part of the messageblocks. Luck-
ily, our aim is to detect message®s soon as possiblewith some(possibly small,



yet) noticeable probability. By this, we can somewhatbypassthe results in [9,
10] which do not give useful lower bounds for such cases.

Interestingly, someidenti cation systemsalready have the property of being
progressiwely veri able. Namely, if the protocol proceedsin sequettial rounds
and in ead round a cheating prover will be caugh with somesmall probabil-
ity, say, 1=2. Then there is somechancethat the verier will not have to run
the whole protocol when communicating with an adversary. For instance, some
identi cation protocolslike [8] usethis technique of repeating atomic protocols
in order to reducethe soundnesserror. However, such protocols are most times
supersededby identi cation schemesrunning in a singleround and providing the
samesoundnesslevel, like [12,14]. Although the latter schemesare not known
to support progressiwe veri cation their superior running time characteristics
certainly beat the bene ts of the progressiwe veri abilit y of the former schemes.

Progressiveveri cation alsoraisesthe issueof timing attacks[13]. That is, the
adversary may submit messagesvith fake MA Cs or signaturesand deduceuseful
information from the veri er's respond time (e.g., how many blocks have been
processed) Such attacks must be treated with care.In fact, we can easily extend
our model such that the adversary actually learnsthe number of accessedlocks
beforerejection. Alternativ ely, onecantry to avoid such attacks completely; i.e.,
by replying to the senderonly after a predeterminedamourt of time, independert
whether an error has beendetected early or not.

Finally, in a related paper [11] we shov how to improve the veri cation
time for hash chains via progressiw veri cation. In that example, the verier
determines a variable security bound at the beginning of the veri cation and
then merely performs a corresponding fraction of the hash function evaluations,
for both valid and input inputs.

Organization. In Section 2 we de ne progressiwe veri able (pv) MACs. In Sec-
tion 3 we presen two constructions of such pv-MA Cs. In Section 4 we discuss
extensionsof our model aswell as applications of the conceptto other areaslike
signature schemes.

2 De nition

The de nition of progressiwe veri cation mimics the one of adaptive chosen-
messageattacks on MAC schemes.The basic di erence is how the veri cation
proceedsand what the adversary's succesgoal is. Before dipping into the tech-
nical details we give a brief overview and then Il in the detalils.

Overview. For the de nition we will modify the well-known adaptive chosen-
messageattacks scenarioon messagewuthentication codes.Let A bean adversary
mounting such a chosen-messagattack, i.e., A hasaccesdo oraclesmac and vf
producing, respectively, verifying MA Cswith somesecretkey. Here we substitute
the oraclevf by a so-calledprogressiwe veri cation step which we specify below.
Upon termination, in classical forgeability attacks the adversary's task is
to come up with a new messageand a valid MAC for this message.As for



progressiwe veri cation, the adversary A now aborts the experimental phaseand
engagesn another nal progressiwe veri cation for a new messageWe call this
the adversary's attempt.

For the attempt we measurethe probability that the veri er accesseat most
m of n blocks of the adversarial messagebefore detecting an error, i.e., after a
fraction p = T of all blocks. We will denote this probability by Qder(p). The
superscript orderindicates the order of accesses,e., if determined by the veri er,
at random or by the adversary. Note that, in this sense,1 Qder(1) denotes
the probability of A forging a MAC for a new message.

For a progressiwely veri able MAC we will demandthat the detection prob-
ability is positive for somep < 1. This should hold for any adversary A bounded
by a certain running time and query complexity. This meansthat for any such
bounded adversary the verifer sometimesspots incorrect inputs before reading
the whole messageNote that this de nition is quite liberal: it su ces for exam-
ple to identify incorrect inputs at the secondto last block with somevery small
probability. However, the higher the probability for small fractions, the better
of course.

Progressive Veri ¢ ation Protocol. We now specify the progressiwe veri cation
procedure. We de ne it as an interactive protocol between A and a veri er
V involving a third party T. This party T is consideredto be trustworthy,
i.e., follows its prescribed program and doesnot cooperate maliciously with the
adversary. We note that T is a virtual party intr oduced for de nitional reasons
only; the actual progressive veri c ation is of course carried out locally at the
veri er's site.

Instructiv ely, one may think of T as the communication channel from the
adversary's output chain to the verier's memory. In particular, the order in
which the veri er is able to processthe messageblocks can depend on:

{ the verier's choice, e.g., if the veri er loads the whole messageinto the
memory and then decideson the order. Here, the veri er's choice may be
xed in advance(nonadaptive) or depend on intermediate results (adaptive).
We denote theseorders by V:nonadand V:adapt, respectively.

{ on random delays, say, depending on the transportation over the Internet.
We denote this order by T:rnd where we presumethat the distribution is
clear from the context. If not stated di erently, then we assumethe uniform
distribution on the set of all orders (although we do not claim that this is
the appropriate description of delays of Internet packages).

{ the adversary'sdecision,e.g.,if the adversarydelays the padkagesmaliciously
accordingto a nonadaptive behavior (A:nonad. Concerningadaptive choices
of the adversary we refer for the discussionfollowing the formal description
of progressiwe veri cation steps.

The fully speci ed progressiwe veri cation protocol is given in Figure 2. At
the beginning of the procedure A commits to a messageM = myjj:::jjm, of
n blocks (eadh block, possibly except for the nal one, consisting of B bits). A
alsosendsa putative MAC  to T who forwards  and the length jM | of the



messagéo V. Then, in ead of the n rounds, T deliversoneof the messagélocks
to the veri er. The order of the blocks is determined accading to the parameter
order, i.e., chosenby the veri er, the adversary or at random by T. At the end
of eadh round V canreturn areject notication to T. Party T then handsthe
nal decisionto the adversary.

Progressiv e Verication for order?2 fV:nonad V:adapt; T:rnd; A:nonady

A submits messageM = myjj:::jjm, of n blocks and putatve MAC to T
T forwards jM jand toV
V may sendreject to T and stop; T then sendsreject to A

e R Watn

{ /Il determine order for nonad aptive and random orders:
if order= V:nonad then V sendsa permutation to T
if order= A:nonad then A sendsa permutation to T
if order= T:rnd then T generatesa random permutation

{ for j=1tondo //let [ ,;=f1:::;ng f (1);::: (G Do

/I determine next block for adaptive order:
if order= V:adapt then V submits (j)2 [ ;toT

T forwards ( (j);m () to V
V may sendreject to T and stop; T then forwards reject to A

{ if V hasnot stopped yet then V sendsaccept to T who sendsaccept to A

Fig. 2. Progressiwe Veri cation Proto col

There are numerousvariations to the progressiwe veri cation protocol (which
we do not investigatein detail in this extendedabstract here). For example,one
could let T not passthe length jM j of the messageto V at the outset. Also
note that one could demandthat V determinesthe order of accessebeforeeven
seeingthe MAC ;indeed,in two of our solutions V actually basesthe order on

. Also, to capture timing attacks, onemay let T forward the decisiontogether
with the round number j to the adversary upon rejection.

Furthermore, in ead loop A could be informed by T about the block number
sert to V. In this case,onecould for examplelet the adversary at the end of eath
round decideto alter messagélocksthat have not beendeliveredyet. Depending
on whether the messagdength is givento V in advanceone could then also let
the adaptive adversary decideto changethe length of the messageduring the
rounds (but sud that the length never drops below a previously delivered block
number). Or, instead of letting the adversary decide maliciously where to put
incorrect messageblocks, those messageblocks can be disturb ed accidertly.



Restrictions on the Attempt. We restrict the input that the adversary can use
in her nal attempt after the experimental phase.Namely, we demand that the
adversary's messageM has not been submitted to mac earlier. This is the
classicalrestriction from unforgeability de nitions of MACs. Here, this allows to
measurehow well the progressiwe verifcation works for tampered inputs.

Detection Prokabilities. Let Qo.1) := Q\ [0; 1]. For p 2 Q[o.1) denoteby  29*'(p)
the probability that V outputs reject after having accessedn = bpnc blocks
in the attempt with adversary A. Obviously $9€"(0) = 0. Moreover, 9(1)
equalsthe probability that the adversary will be cauglt at all. We call ~ 39"(p)
the cumulative detection proability as it describes the probability of nding
errors with a fraction of p or evenlessblocks.

The cumulativ e detection probability 3" is de ned with respect to a spe-
ci c adversary A. To extend this de ntion to setsof adversarieswe parameterize
adversariesby a vector (t; q; b) describingthe running time t of the adversary (in
some xed computational model), the number of queriesq = (Gmac; Qv) to mac
and V, and the maximum number of blocks b = (bmac; by) in ead submission.
Sud an adversary is called (t; q; b)-bounded.

We let ‘(’t’;d;{b)(p) be a function suc that for any (t; g; b)-bounded adversary
A we have

Gam®) &) forall p2 Qpuy.

Note that with O’de’ (p) the function ‘()rdqerb (p)=2 for exampleis also an ap-
propriate functlon Og course, we usually seekthe best security bound. It is
also straightforward to derive a classicalasymptotic de nition relating the ad-
versary's parameters polynomially to a security parameter.

We remark that there are some subtle points in the de nition here. For
example, if we consideran adversary A that always outputs a messageof two
blocks in her attempt, then 9"(p) = 0 for p < 0:5 becausebnpc = 0 for such
valuesn = 2, p < 0:5. Therefore this bound carries over to the set of adversaries
and ?fderb (p) = 0 for p< 0:5. Thus, usually somerestriction on the length
of the messageblocks applies, say, the progressiwe veri cation procedureis only
run on messageof n 100 blocks to provide a su cien t granularity of 1%.
Since our solutions build on top of an ordinary MAC we can simply run the
basicveri cation procedureif n < 100and invoke the progressiwe veri cation for
n 100.

Formally, we can include a lower bound b, of the number of blocks for pro-
gressiwe veri cation runs in the bound (t; g; b) on the adversary. Then we can
\adjust” the small error causedby the granularity by subtracting 1=K; from

i (P)

De ning ProgressivelyVeri able MACs. Each \ordinary" MAC can be consid-
ered as a pv-MA C with ‘(”derb (p) = 0 for p < 1. We thus rule out sud trivial

solutionsin the following de nition; yet, we merely demandthat premature error
detection may happen sometimes:



De nition 1. Let order 2 fV:nonad V:adapt, T:rnd; A:nonady. Then a message
authentication codeis (t; q; b)-progressivelyveri able with respect to orderif there

is a function ?{;dg;fb) with

(()tr:dc(;;rb)(p) >0
for somep< 1

It is again easyto infer an asymptotic de nition.

We sometimescall a MA C which is (t; g; b)-progressiwely veri able with re-
spect to some order simply a pv-MA C, prescinding the bound on the running
time as well as the type of order. Accordingly, we sometimeswrite ~ °9'(p) or
even (p) etc. if the details are irrelevant or clear from the context.

From the cumulativ e detection probability (p) one can deducethe corre-
sponding density function (p) describingthe detection probability after reading
exactly m = pn of n blocks. This also allows to de ne the averagenumber of
blocks the veri er accessesWe provide the formal de nitions in the full version.

3 Constructions of pv-MA Cs

We start with a straightforward approac to warm up. We then move on to a
more sophisticated approad in Section 3.2. Interestingly, our solutions below
do not excludeead other: in fact, all solutions canbe combined easilyto provide
improved detection performance. All solutions work for a nonadaptively chosen
order by the verier.

3.1 Divide-and-Conquer  Construction

The divide-and-conquermethod works asfollows. Assumethat we are givensome
secureMA C scheme.For a messageof n blocks (where we assumefor simplicity
that n is always even), instead of MA Cing all n blocks together, we individually

compute a MAC for the rst n=2 blocks and then for the remaining n=2 blocks
wherewe prependthe xed-length MAC of the rst half to the messagdpossibly
paddedto block length). This is donewith independert keysfor ead part. The
complete MAC is given by the concatenation of both individual MACs.

We assumethat the veri er determinesthe order of block accessesThat is,
the veri er tossesa coin and, depending on the outcome, rst starts to read all
the blocks of the left or right half of the messageThe veri er then cheds the
MAC of this part (by prepending the putative MAC of the left half if the right
half is cheded). If this MAC is valid then the veri er corntinueswith the other
half and veri es the other MAC. V acceptsif and only if both tests succeed.

It is not hard to seethat the verier will detect errors after reading half of
the input with probability 0:5, except if the adversary A managesto forge a
MAC of the underlying scheme which happenswith somesmall probability A
only. We omit a formal proof in this version.



Altogether, the cumulativ e detection function  ¥:"°"ad(p) for this progressie
veri cation with nonadaptively chosenorder is given by:

8

30 if0 p< 05
X:nonad(p) = 05 2, vaL if 05 p<1

"1 2x g dfp=1

Neglecting a and the lower bound bv% on the block number the veri er therefore

readson the average75% of the blocks.

There are seweral drawbacks nestedin the divide-and-conquerapproac. The
main drawbadk is that the expected number of inspected blocks for fallacious
inputs is quite large: about 75%of the input haveto be processedn the average.
Also, the cumulativ e detection function is constart in the intervals [0; 0:5) and
[0:5;1). This is even true if the adversary tampers more than a single block in
a given message-MAC pair. Then the veri er still needsto processat least 50%
of the input |ev enif the adversary submits a random messagewith a random
value as MAC. It is preferrable of courseto be able to detect such completely
faulty inputs earlier.

There are someadvantagesto the divide-and-conquermethod, though. First,
it works with any underlying MAC sctheme. Second, the probabilistic veri er
decidesupon the order at random for ead new progressi\e veri cation run.
Hence, even if the adversary, in a timing attack, gets to know the number of
processedblocks in previous runs, the error in the attempt will be found with
probability approximately 0:5 after half of the blocks.

Certain variations to the basic scheme apply, of course. For instance one
can divide the messageinto three equally large parts and output three MACs
allowing to spot incorrect inputs after 66:66% of the blocks and soon. However,
we are still left with the problem of a mainly constant cumulative detection
probabilit y.

3.2 Partial-In termediate-Result  Construction

In this sectionwe addressa solution wherethe cumulativ e detection probabilit y
is roughly proportional to the work. For this we rst recall some basicsabout
CBC-MA Cs before describing our partial-in termediate-result construction.

Preliminaries. To build a MAC we essetially compute an XCBC-MA C [6] of
the messageusing a block cipher Ex :f0;1g® ! f0;1g® and keysK 2 f0; 1g¥,
K,; K32 f0;1g® for input/output length B. Speci cally, the XCBC-MAC of a
messageM = myjj :::jjmp of B-bit blocks mq;:::;m, (with jm,j B) is given
by:

{ if jmpj =B thenlet K = K3

elseif jm,j < B thenlet K = Kz andpadM with 10 forj = B 1 jm,]
{ setCo= 0% andforj=1ton 1lcomputeCj=Ex(C; 1 m)



{ return C = Ex (K Cn 1 my) wheremy has possibly beenpadded

That is, one padsthe messageonly if necessaryand, depending on this padding,
oneinserts the key K, or K3 in the nal step of the CBC-MA C computations.t

Outline. Instead of starting the XCBC-computation with the rst messagelock
here we start at a random bit position start 2 f0;1;:::;jMj 1g of the (un-
padded) messageM . That is, we run the XCBC-MA C computation for the
rotated messagewith o set start, and we also prepend start (padded to B bits)
to this rotated messageThe value start will later be appendedin encrypted form
to the original MAC as well.

During the MA C computation we write down the least signi cant bits of the
intermediate results Cy; wigin c+1 for width = 5=. We call the corresponding

messageblocks check blacks? By the choice of the value width we get B =2 extra
bits Isb which can then be encrypted as a single block together with the B=2
bits represering the value start. We assumea lower bound of b, 1+ B=2on
the block length of progressiwely veri ed messageso ensurethat all ched blocks
are distinct. Figure 3 shows the computation of the XCBC-MA C in our case.

~—®=—3

least significant bi

Fig. 3. Progressiwely Veri able PIR-X CBC-MA C computation

In addition we compute another (CBC-)MA C  for the XCBC-MA C C, the
encryption e of Isbjjstart and the bit length of the messageln this case,a CBC-
MAC su ces aswe apply this MAC computation only to xed length inputs of
three blocks. Our complete MAC is given by (C;e; ).

To verify the MAC (C;e; ) progressiwely, rst chedk the CBC-MAC .Ifitis
valid then decrypt Ishjjstart and start re-computing the XCBC-MA C beginning

! Weremark that any (reasonable) kind of CBC-MA C works for our construction here;
we usethe XCBC-MA C instead of the CBC-MA C in order to deal with variable input
length right away.

2 The reasonfor taking the blocks with number bj width c+ 1 instead of bj widthc
is that we have prepended the value start asthe new rst block.



at the random position start. Each time after processinga further ched block
comparethe least signi cant bit of this ched block with the decrypted value; if
they match then corntin ue, elsestop with output reject . The formal description
of our construction PIR-X CBC-MA C (for partial intermediate r esults) appears
in Figure 4.

PIR-X CBC-MA C for V:nonad order

{ Key Generation: pick k-bit keys K and B-bit keysK ;K 3;Kenc; K cae

{ Compute MA C for messageM of n blocks:
pick random value start 2 f0;1;:::;jMj 1g, encode with B =2 bits
rotate M by o set start and prepend block 0B =?jjstart to get Mgt of n + 1
blocks
compute XCBC-MA C C of Mgt with keysK;K2; K3
let Isb; be least signi cant bit of intermediate value Cy; widgh c+1
of XCBC-MA C computation, j = 1;2;:::;B=2; let Isb = Isbijj :::jjlsbg =
compute e:= Ex (Kenc C) Ishjjstart
compute CBC-MA C for Cjjejj jM j with function Ex (Kcse ),
where jM j is encaded as B bit string
return (C;e; )

{ Progressiwe Veri cation of M and putative MAC (C;e; ):

verify CBC-MA C  for messageCjjejj jM j with function Ex (Kcee  );

if veri cation fails then return reject

compute Ishjjstart := Ex (Kene C) e

compute Mg from M as for MA C computation, using o set start

verify MAC:
compute XCBC-MA C of Mgt With keysK;K2; K3
if during this computation the least signi cant bit of someintermediate
value Cypj wigh c+1 does not match the previously decrypted value Isb;
then stop and output reject
nally verify that the computed XCBC-MA C matchesthe given one C;
if not then output reject

Fig. 4. Progressiwely veri able XCBC-MA C

Design Principle. The idea of the construction is as follows. Using a CBC-type
of MAC for M ensuresthat, if the adversary tampers a single block for a valid
massage-MAC pair, then after this incorrect block is processedall subsequen
intermediate results will be essetially independert of the previously computed
values. This is also referred to as the error propagation property of CBC-like
MACs. In particular, this meansthat the least signi cant bits of theseinterme-
diate results are likely to be independert from the encaled ones.Hence, soon



after we processa fallacious block we will nd the error with probability 50%,
and with probability 25% after an additional ched block and soon.

Starting at a random position with the computation and veri cation ensures
that the adversary remains oblivious about the order of the blocks and thus
cannot deliberately tamper the block which will be processedast. MA Cing the
length of the messageogether with C and e basically prevents attacks in which
the adversary appends an extra block to messagese.g., if the adversary ap-
pendsa block 11:::1 to the messagem = 11:::1jj:::jj11:::1 such that the
veri er will not accessa truly tampered block during computations. Similarly,
prepending the value start to the rotated messagepreverts that two cyclically
shifted messagegsay, 00:::0jj11:::1 and 11:::1jj00:::0) of the samelength
are accidertly rotated to the samemessagde.g., to 00:::0jj11:::1).

The following theorem says that the cumulativ e detection probability grows
linear with the number of accessedlocks. Hence, the detection probability is
roughly uniformly distributed. Furthermore, the proof of the theorem alsoshows
that the MAC is unforgeablein the classicalsense.

Theorem 1. PIR-XCBC-MAC is a (t; q; b)-progressivelyveri able MAC with
respect to order V:nonad The cumulative detection prokability is given by

: 4
Cam (P =p g bad

wherre

bad Adv i + 185(Cmac + Qv)* + 6(02? + Ov)?(bnac + by + 5)* %

for the advantageAdv (¢ ., of any adversary running in time t°= t+ O(BS)
and making at most g° = gmac(bBnac + 5) + av(by + 5) queriesto distinguish the

black cipher E from a truly random permutation.

The bound z’t;g?g")"d(p) essetially stemsfrom the fact that the adversary is
oblivious about our random start position. Hence,the veri cation algorithm usu-
ally approachesan incorrect block after processinga fraction of ™ blocks. Then
it takesa few more ched blocks to detect the error, namely, 2 on the average
which are processedafter another fraction of % g blocks. The amount
bad originates from the (in)security of the deployed cryptographic schemes.Con-
clusively, the averagenumber of blocks is roughly 50%+ 4=B. The verier thus
readson the averageabout 53% of an invalid submissionfor B 128.

The proof aswell asan alternativ e construction is omitted for spacereasons.

4 Discussion

Our solutions show that progressiwe veri cation can be achieved. We have fo-
cusedon messageauthentication and preseried reasonableconstructions of pv-
MACs. Yet, someopen problems remain, both in the eld of MACs and other
cryptographic primitiv es.In this sectionwe give somepossiblefuture directions.



Improvel Solutions for pv-MACs. We have already obsened that our model of
progressiwe veri cation can be varied, say, by allowing the adversary to adap-
tively decide upon the messagebasedon the veri er's order. Finding good so-
lutions for such casesis still open. Similarly, all our constructions rely on (non-
adaptively) chosenorders by the veri er. Coming up with nontrivial solutions
for random or adversarial ordersis a challenging task.

Another interesting extension is to investigate the relationship betweenthe
number of incorrect and accessedlocks. For example,in our model the quality of
the progressiwe veri cation procedureis measuredagainst adversariesthat need
to tamper only a single block in a given message.This immmediately yields
a lower bound of 50% for the average number of block accesseslt would be
interesting to see

{ how our constructions perform in the casethat there are more incorrect
blocks, possibly distributed over the messageaccordingto somespeci ¢ dis-
tribution, and

{ if better solutions canbe found if the number of fallaciousblocks must exceed
a certain lower bound; this may be especially interesting for parallelizable
computations of MACs where the \avalanche" e ect of CBC-MA Cs disap-
pears.

Progressive Veri ¢ ation for other Primitives. Concerning other cryptographic
primitiv es we remark that one can transfer the solutions to the hash-and-sign
principle. Namely, assumethat an iterated hashfunctions like SHA or RIPEMD
is applied to the message.These hash functions processthe messagesimilarly
to CBC-MA Cs, and we can output the least signi cant bits of ched blocks in
addition the hashvalue. Then we sign the actual hashvalue aswell asthe extra
output, e.g.,with a number-theoretic signature function. The completesignature
is given by the output of the signature function and the additional vector.

What is the advantage of the constructions in this case?Assume that the
messagss large sud that the signing time is dominated by the hash evaluation.
Say that the adversary is supposedto changeone of the rst blocks. Then the
adversarycanin fact biasthe intermediate valuesby choosingthe messagélocks
adaptively. In fact, shewill be ableto nd a messagesuc that the progressiwe
veri cation procedurehasto re-compute at least most parts of the hash compu-
tation. Nevertheless,in order to fool the veri er drastically the adversary hasto
invest somework rst. This leadsto a more balancedworkload betweenthe ad-
versary and the veri er. For example, this may have applications for protection
against denial-of-serviceattacks.

Finally, we remark that it would also be interesting to nd nontrivial sig-
nature schemesin which the underlying number-theoretic function is somewhat
progressiwely veri able.
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