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Abstract. We propose and analyze novel algorithms for finding shortest and closest lattice vectors.
The algorithm NEW ENUM performs the stages of exhaustive enumeration of short / close lattice
vectors in order of decreasing success rate. We analyze this algorithm under GSA which in practice
holds on the average for well reduced bases. A shortest lattice vector is found in polynomial time if
the density of the lattice is not close to maximum. We prove under GSA a worst case time bound
n3 ) for lattices of dimension n. This gives NEW ENUM enormous power in attacking lattice
based cryptographic schemes, in particular the AJTAI-DWORK scheme uses lattices of low density.
The RSA scheme may also be affected. We show under GSA and standard assumptions on the
distribution of smooth integers that integers N can be factored by solving (In N)*** CVP’s for the
prime number lattice. But so far these CVP’s are not easy and useful for factoring at the same time.
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1 Introduction and surview

Previous SVP and CVP algorithms of KANNAN [Ka87] and FINCKE, POHST [FP85]
perform the stages of exhaustive enumeration of short/close lattice vectors in a straight
forward order disregarding the success rate of stages. The algorithm ENUM of [SE94,
SH95] locally performs stages in order of decreasing success rate and often finds short
vectors much faster. Our algorithm NEW ENUM for SVP / CVP, presented in section
3/ 6, performs all stages in order of decreasing success rate, stages with high success
rate are done first. This greatly reduces the number of stages that precede the finding
of a shortest / closest lattice vector.

Section 4 analyzes the new SVP algorithm assuming that all quotients r; ; /711,41
of the lengths r; ; = ||b}|| of the orthogonalized lattice basis coincide. This geometric
series assumption (GSA) of [S03] approximately holds in practice for well reduced
bases. We show under GSA how to find a shortest lattice vector in polynomial time
if the relative density rd(L) of L, defined in section 2, satisfies rd(L) = o(n~?) in a
strong sense. Our worst case SVP time n 31" for lattices of dimension n is much
better than the time bound 73 *°(") of KANNAN’s SVP algorithm proved in [HSO07].
We use from [HSO7] proven bounds for the number of lattice points in spheres.

Section 5 studies the relative density rd(L£) of various cryptographic lattices. The
NTRU-lattices of [HHHWO09] satisfy rd(£) > n~'/2, withstanding the new SVP algo-
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rithm, but rd(L) < n=3t3/ holds for the lattices used by Ajtai, Dwork [AD97]. Under
GSA AIJTAI’s worst case / average case equivalence of n°-unique SVP and SVP [Aj96]
merely covers easy instances of n°-unique SVP’s making this equivalence void.

Section 6 extends NEW ENUM and its analysis to CVP. Cor. 6.1 shows that the CVP
for the target vector t € span(L) is solvable in polynomial time if rd(L£) = n~2~¢ with
e>0and ||£—t]| =O0(\).

Section 7 shows how to factor integers IV by generating relations modulo /V between
smooth integers from CVP solutions for the prime number lattice. These CVP’s would
be solvable in polynomial time under GSA and standard assumptions on the distribu-
tion of smooth integers if rd(L) < n~'/2 holds for the prime number lattice £. Hence
factoring integers would be polynomial time under GSA if we can use prime number
lattices with rd(L) < n~'/? for factoring. However this latter condition is open.

Section 8 shows how to compute the discrete logarithm for the group of units in Zy
by solving CVP’s for the prime number lattice.

2 Lattices

Let B = [by,...,b,] € R™>™ be a basis matrix consisting of n linearly independent
column vectors by,...,b,, € R™. They generate the lattice £L(B) = {Bx|x € 2"}
consisting of all integer linear combinations of by, ..., b, the dimension of L is n. The
determinant of L is det £ = (det B* B)'/? for any basis matrix B and the transpose B
of matrix B. The length of b € R™ is ||b|| = (b'b)!/2,

Let Ay,..., A\, denote the successive minima of £, \; is the minimal real number
such that there are ¢ linearly independent lattice vectors of length at most A;, and A} =
A1(L£) is the length of the shortest non-zero vector of £. The HERMITE constant -,, is
the maximum of A2/ det(£)%/™ over all lattices of dimension n.

Let B = QR € R™*", R = [r; j]i<ij<n € R™*" be the unique Q) R-factorization:
Q € R™*" js isometric and R € R™™ is upper-triangular with positive diagonal
entries. While the () R-factorization is standard in algebra and numerical analysis the
recent literature on lattice basis reduction uses the Gram-Schmidt coefficients y;; =
ri,;/7i,; which are rational for integer matrices B. The orthogonal projection b of b;
in span(by, ..., b;_;)* has length r; ; = ||b}].

LLL-bases. A basis B = QR is LLL-reduced or an LLL-basis for § € (%, 1] if
1 |7 l/rii < % forall j > 1,

2 2 2 —
2. 0ri; <rigg iy fori=1,.,n—1

Obviously, LLL-bases satisfy 77, < ar7,, ., for a := 1/(6 — }). [LLL82] intro-
duced LLL-bases focusing on 6 = 3/4 and o = 2. A famous result of [LLL82] shows
that LLL-bases for § < 1 can be computed in polynomial time and that they nicely
approximate the successive minima :

3.0 < by|PA 2 <an ! fori=1,..,n, 4 |[by|? < a"T (detL)¥/™.

A basis B = QR € R™*" is an HKZ-basis (HERMITE, KORKINE, ZOLOTAREFF) if
|73l /T < % for all j > ¢, and if each diagonal entry r; ; of R = [r; ;] € R"*™ is
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minimal under all transforms of B to BT, T € GL,,(Z) that preserve by, ..., b;_1.

A famous problem is the shortest vector problem (SVP): Given of a basis of £ find
a shortest non-zero vector of £, i.e., a vector of length ;.

Closest vector problem (CVP): Given a basis of £ and a target t € span(£) find a
closest vector b’ € £ such that ||t — b’|| = ||t — L|| =gy min{|[t —b|||b e L}

Previous SVP-algorithms solve SVP by a full exhaustive search, disregard the suc-
cess rate of stages, and prove to have found a shortest non-zero lattice vector.

Our novel SVP-algorithm most likely finds a shortest lattice vector rather fast by
performing the stages in order of decreasing success rate. The efficiency of our new
SVP-algorithm depends on the lattice invariant rd(L) := Ayn 1/2 (det £)~/™ which
we call the relative density of L. Note that rd(£) = A;(£)/ max A;(£’) holds for the
maximum of \;(£’) over the lattices £’ such that dim £ = dim £’ and det £ = det £'.

Clearly 0 < rd(£) < 1 holds for all £, and rd(£) = 1 if and only if £ has maximal
density. Lattices of maximal density and ~,, are known for n = 1,...,8 and n = 24.
The new SVP-algorithm runs in polynomial time under GSA if rd(£) = n=:7¢ for
€ > 0 and if the first basis vector is nearly shortest.

3 A novel enumeration of short lattice vectors

We first describe the design principle and give an outline of the novel SVP-algorithm.
The new algorithm improves the algorithm ENUM of [SE94, SH95]. For its formal
description we recall ENUM and then present NEW ENUM as a modification that es-
sentially performs all stages of ENUM in decreasing order of success rates.

Let B = [by,...,b,] = QR € Z™*", R = [r; jli<i,j<n € R™*™ be the given basis
of L = L(B). Let 7; : span(by, ..., b,,) — span(by,...,b;_;)* fort = 1,...,n denote
the orthogonal projections and let £; = L(by, ..., bi_1).

The success rate of stages. At stage (uy, ..., u,) of ENUM [SH95], b := Y7  u;b; €
L and uy, ..., u, € Z are given. The stage searches exhaustively for all Zz;ll u;b; € L

such that || Y7, u;b;||? < A holds for a given upper bound A > A\}. We have

1327y bl = 116 + 325y wibil 2 + e (b) 2.
where ¢; := b — m(b) = Qv; € spanL; is the orthogonal projection in span L;
of the given b = 7'  w;b; and v; = (v1,...,v,-1,0" ")t for v; = Y0 7y ju;.
Stage (ut,...,u,) exhaustively enumerates B;_1((z, pt) N L;, the intersection of the
lattice £; and the sphere B;_((;, p;) C span L; of dimension ¢ — 1 with radius p; :=
(A — ||m¢(b)]|?)'/? and center ;.

The GAUSSIAN volume heuristics estimates |B;—;(;, pr) N L] for ¢ > 1 to
Bt =des VOl Bi—1(Ct, pe)/ det Ly.

t—1

Here vol B;—1(¢t, pt) = Vt_lpi_l, Viei = WT/(%)' ~ (zﬂ)tz;l/ m(t—1) is

t—1
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the volume of the unit sphere of dimension ¢ — 1, and detL; = 7y - 11 ¢—1. If
¢; mod L; is uniformly distributed over {Zf;ll r;b; |0 <71, ...,re—1 < 1} the expected
size of this intersection satisfies Ec,[ |Bi—1(Ce, pr) N Le] | = B, where E¢, refers to a

random ¢; mod £;. This holds because 1/ det £; is the number of lattice points of £;
per volume in span £;. The formal analysis of NEW ENUM by Theorem 4.1 uses a
proven version of the volume heuristics and does not assume that ¢; mod £, is random.

The success rate 5, has been used in [SH95] to speed up ENUM by cutting stages of
very small success rate. NEW ENUM proceeds differently, it first performs all stages
with 8; > 27 and collects during this process the stages with 8; < 27¢ in the list
L. Thereafter NEW ENUM performs the stages of L, with 3; > 27°~! in order of
increasing ¢ and for fixed ¢ in order of decreasing ;.

We will use that A := 2 (det B!B)*/™ > A? holds for n > 10 as v,, < % forn > 10.

Outline of New Enum

INPUT LLL-basis B = QR € Z™*", R = [r; ;] € R"*", A := Z(det B'B)*/",

OUTPUT a sequence of b € £(B) of decreasing length ||b||?> < A terminating
with |b|| = A;.

1. s:=1, L, :=10, (we call s the level)

2. Perform algorithm ENUM of [SE94, SH95] pruned to stages with B > 27°:
Upon entry of stage (uy, ..., u,) compute B;. If 3; < 27° delay this stage
and store (B¢, us, ..., uy, ) in the list L, of delayed stages. If (3, > 27°
perform stage (u, ..., u,) on level s, and as soon as some non-zero b € £ of
length ||b||?> < A has been found, give out b and set A4 := ||b|> — 1.

3. Lgiy := 0, perform the stages (uy, ..., u,) of Ly with 3; > 275" in
increasing order of ¢ and for fixed ¢ in order of decreasing [3;. Collect the
appearing substages (uy, ..., Ug, ..., U, ) With By < 275"lin Ly, ;.

4, IF Lgy #0 THEN s:=s+1,G0 TO 3 ELSE terminate by exhaustion.

Comments on NEW ENUM. As soon as a vector b € £ of length ¢; = |[b|> < A
has been found b is given out and A is decreased to ||b||> — 1. The last vector b that
occurs as output is a shortest lattice vector, but this is only known after the subsequent
exhaustive search terminates without finding a shorter vector. Such an unsuccessful
exhaustive search takes more time than finding a shortest lattice vector.

Optimal value of A. If \; is known it is best to set the input A to A = A3

Reason of efficiency. For very short lattice vectors b = Y| u;b; the stages (ut, ..., un)
have large values (3;. If b is short then so are the 7;(b) for all ¢, on average ||7;(b)]||> ~
n=ttl | b||2. Then the value p7 = A — ||m;(b)||* is large and so is the corresponding f3;.
New Enum tends to output at stages (uy, ..., u,) very short lattice vectors Z?:l u;b;
first. It tends to output a shortest lattice vector after only a few outputs.

For simplicity consider the case A = A}. Unlike ENUM, NEW ENUM delays most
of the substages (uy, ..., Uy, ..., u, ) Of a passed stage (uy, ..., u,) as their success rate

By is to small. Prior to finding a shortest lattice vector b’ = Y"1, u/b; NEW ENUM
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essentially performs substages (uy, ..., u,) of success rate 3y = Vy,lpgfl/det Ly
for p3, = A} — ||me (X0, uib;)||>. On average p} ~ =LA} holds for [|my (b)[* ~
%/“/\%. While ENUM tries about Vtr,l)\‘il’l/detﬁtz substages (g, ..., u,) NEW
ENUM tries only about a (HT_I)% fraction of them and delays the rest.

NEW ENUM is particularly fast for small )\, the size of its search space is propor-
tional to A\?. Theorem 4.1 shows that NEW ENUM’s search space is polynomial for
moderately small \;. Having found b’ the delaying of stages of small success rate
fades away and NEwW ENUM proves ||b’|| = A\; by a complete exhaustive enumeration.

Running in linear space. Instead of storing the list L one can in step 3 restart NEW
ENUM on the increased level s + 1. This lets NEwW ENUM run in linear space and
increases the running time by at most a factor n Inn as the various stages are repeated
on average % Inn + o(n) times. We will show that NEW ENUM runs in time n§ +°(")

and thus performs only stages with 3, > n~¥+°("). Hence s < % Inn + o(nInn).

Notation. We use the following function ¢; : Z"~*+! - R :

Ct(tpy ooy un) = [l (7, wiba) |2 = 200, (O wyri )

Clearly Ct (Ut, ceny un) = (Z;L:t ’U,j?“t’j)z —+ Ctil (Ut+17 ceey Un>

Algorithm Enum [SH95]
INPUT BKZ-basis B = QR € Z™*", R = [r; ;] € R™*" for block length 20,
OUTPUT b € £(B) such that b # 0 has minimal length.
1. FOR ¢ =1,...,m DO ¢; :=u; :=y; :==0
up =1, t :=tmas := 1, & := c1 := ||by||%.
(¢t = ct(uy, ..., up) holds for the current t, ¢ is the current minimum of cy)
2. WHILE ¢ < n #perform stage (uy,...,uy):
= o + (ur + yt)zrz%,t
IF ¢ < ¢
THEN IF ¢=1 THEN ¢ :=c1, b:=> " ub;
ELSE t:=t—1, y; := f:{‘j] Wit [Tee, Ut 2= [—Y¢]
ELSE [ t:=t+ 1, tymas := max(¢, tmaz)
IF t =tmar THEN w;:=u;+ 1 ELSE wuy := next(us, —yz) 1.

3. output b

Given uyyq, ..., u, ENUM tries the u; € Z close to —y; := — Z?:H] Ty, /Ty 1D
order of increasing distance, recursively as u; := [—y; |, ug := next(us, —yz)
[—yels [=ye) — o6, [—ye) + 00, [—ye) — 200, [—ye] + 204, - -
for oy := sign([—y:] +y) € {£1}, sign(0) := 1, where [r] =g4.¢ [r — 0.5] denotes
the nearest integer to » € R. The iteration u; := next(us, —y;) increases or preserves

lug + y¢| and c;(uy, ..., un ), decreases or preserves p; and (3; so that ENUM performs
the stages (ug,...,u,) for fixed usiq, ..., u, in order of increasing c;(uy, ..., u,) and
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decreasing success rate ;. Note that next(u;, —y;) = nexty, ,, (u;, —y;) is a simple
function of the number v, of iterations of next and the initial sign o;.

The algorithm ENUM of [SH95] performs a full exhaustive search of short lattice
vectors and then outputs a proved shortest vector b € L, ||b|]| = ;. ENUM works
with the upper bound A = ||b;||> of A2, and does not decrease A during execution.
ENUM does not specify the values oy, v;. The BKZ-basis for input is a recommenda-
tion of [SH95]. Various experiments [AEVZ02, NV07] demonstrate the strength of
ENUM. Working with a simple LLL-basis ENUM is often much faster than KANNAN’s
SVP-algorithm that first HKZ-reduces the projected basis m,(by, ..., b,) in an expen-
sive preprocessing. NEW ENUM improves ENUM along its successful design principle.

New Enum for SVP

INPUT LLL-basis B=QR € Z™ ", R=[r;;] e R"*", A:= %

OUTPUT a sequence of b € £(B) of decreasing length ||b||*> < A
terminating with ||b|| = A;.

(det B! B)?/™,

. up =t i =tmae :=8:=1, uy := -y, :=0, ¢ := r%’l,cz = Cpyr =0,
Ly:=0, y;:=1, (ct = ct(ug, ..., upn) always holds for the current t)

2. WHILE ¢ < n #perform stage (u,...,uy):

ct = crpr + (up + yt)zrtz,tv

IF ¢ > A THEN GO TO 20,

pt = (A - Ct)l/zv Bt == Vt_lpﬁ_l/(rU o 'Tt—l,t—l),

IF t=1THEN [ outputb:=>7"  ub;, A:=|b|?*—1, return],

IF (3 >27° THEN [t:=1— 1, g 1= 3070 wire,i/Toe,
ug = [~y ], o := sign(us +y¢), v; ;= 1, return ]
ELSE store (yt, ¢, Vi, Ct, Uty ooy Uy ) 0 L,

2.1. t:=t+1, tmas = max(t, tmaz),

IF t =tee THEN vy = up + 1, Vg 1= 1, Yt ‘= 0
ELSE u; := nexty, u, (ue, —yt), v := vy + 1.

3. Lsy := 0, perform all stages (uy, ..., u,) of L on level s 4 1 in increasing
order of ¢, for fixed ¢ in decreasing order of 3, collect the delayed stages
with 8, < 275" 1in L,y.

IF L,y # 0 THEN s:=s+ 1,60 TO 3 ELSE ferminate by exhaustion.

4 Analysis of New Enum for SVP under GSA

We show under GSA that NEW ENUM runs in exponential time n3*°(™) and in poly-
nomial time for moderately small rd(L£). All our time bounds must be multiplied by
the work load per stage, a modest polynomial factor covering the steps performed at
stage (uy, ..., u, ) before going to a subsequent stage.

GSA Let B = QR = Q[r; ;] satisfy r7;/r; ;| = qfori=2,...,n for some g > 0.
W.lo.g. let ¢ < 1, otherwise the basis B satisfies ||b;|| < 3v/i+3); for all 4.
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The geometrical series assumption GSA of [S03] has been well used in practice [S03,
S07], the security analysis of NTRU in [HO7, [HHHWOQ09] assumes GSA. Our worst
case time bounds under GSA should approximately hold in practice as all quotients
7i,i/Ti+1,i+1 of well reduced bases nearly coincide on the average. GSA idealizes the
practical requirement that the r; ; /7;_1 ;,—; are all nearly equal. It is easier to work with
the idealized assumption, [BLOS] studies a practical definition of ’nearly equal”.

Theorem 4.1 (GSA). Given a lattice basis such that |by| < v2ern® A\ and b > 0,

NEW ENUM runs in time n®1) + (O(n2tbrd(L) )™

NEW ENUM runs in polynomial time if rd(£) < n=27¢and ¢ > b. Note that

rd(L) < n~3=¢ holds if A\, > n3+¢\,. This follows from HERMITE’s second theorem:
[T, A? < ~7(det £)*. In practice one can simply extend the basis B and the lattice by
the required nearly shortest vector b; without solving SVP with approximation factor
v2em n®. For example we extend the prime number lattice in section 7.

LYUBASHEVSKY AND MIcCIANCIO [LMO09, Thms 4.1, 7.1] prove that GAPSVP,,
for v > 24/n/logn is COOK-reducible to unique SVP with A\, > A\v/(24/nlogn).
Combined with Theorem 4.1 this shows that A; can be approximated under GSA in
polynomial time with any approximation factor n!*¢, ¢ > 0.

The LLL-algorithm finds a shortest vector in polynomial time if A\; < 2-"/2),. The

latter condition implies rd(£) <27

—1
2

Proof of Theorem 4.1. NEwW ENUM essentially performs stages in decreasing order
of the success rate 3;. Let b’ = Z?:l u;b; € L denote the unique vector of length A,
found by NEwW ENUM. Let 3; denote the success rate of stage (u}, ..., u,, ). NEW ENUM

performs stage (u}, ..., u},) prior to all stages (u, ..., u,) of success rate B; < 18;.

ey Uy

Simplifying assumption. We assume that NEW ENUM performs (u}, ..., u,,) prior to all

ey Uy
stages of success rate §; < [, i.e., with p, < p}. By definition p}> = A — ||z, (b')||
An elaborate analysis shows that, without this assumption, the time bound of Theorem

4.1 increases at most by the factor 2.
Consider the number M, of stages (u, ..., u,) with |7 (37, u;b;)|| < Ay
Mt = #<Bn7t+l (07 )\1) M 7Tt(£)) .
Under the simplifying assumption M, covers the stages that precede (u}, ..., u,,) and

those that finally prove ||b’|| = A;. Lemma 4.2 gives a proven version of the volume
heuristics, it polishes inequality (2) of [HSO7].

Lemma 4.2, M, < "7 [[1,(1+ 800 )

Proof. We use the method of Lemma 1 of [MO90] and polish the proof of (2) in section
4.1 of [HSO7]. We abbreviate n, = n — t + 1. Consider the ellipsoid
€ = (@1, s wa) € R | (S0, aib) [ < A,

where || (327, @b [P = 320, 200 (ragay)? = 200, 200 (ki) b7 1.
By definition M; < #(& NZ™). We set
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DX =D :LJ@ xj and =) :=x; + [, x],
{2ixp =2 x— 2%,
Foi={(a},oxp)t € R™ | 300 (2 4+ {30, x} )i, < AT
Claim #(& NZ™) < #(F, N Z™).

Proof of the claim. The transformation (z,...,x,) +— (x},...,x}) is injective. In

fact, if ¢+ > ¢ is the least index such that (y;, ..., y,) and (z;, ..., z,,) differ then y} # z].

Moreover (z; 4+ {3_, x})ri,i = >_;_; 7i,j;. This proves the claim. O

Next we cover F; by the simpler ellipsoid & = {x’ e R™ | Y, )’r 7, < 4Nt

Since [{>°;x}| < 3, 2; € Z and |z; + €[> > 27/4 holds for || < § we see that
FeNZ™ C E NZ". So far we have proved M, < #(&/ NZ").
We bound #(&] N Z™) using the method of MAZO, ODLYZKO [MO90, Lemma 1].

Denoting N, := #{(ky,...,kn)" € Z™ | Y1, r? k7 = r} we have for any s > 0
#(gg N Zn‘) — Z Nr es (4)\l r)ng < 634)\fnt Z Nr e ST
0§r§4/\2 r>0
— 634)\%nt . efs i 1nt < es4>\]nt A 1+ VT
1'1;[25 kiZGZ zl;[t( st nl)
since YpepeH = 14250 e TH <142 [ e T de = 1 + /7/T. We get
for s :=1/(8)2) : #Enzr) <TI0+ Yorh ) D

The additive constant 1 in Lemma 4.2 can be decreased close to %, in fact we see
from \/7/T < 3y e % that 3, ., e T is closer to 1 + /7 /T.

We can improve the worst case upper bound of Lemma 4.2 on the average: re-
place in the above proof the lower bound |z; + €|*> > x2/4 by the expected value
E.[|z; +e*] = 27 + & fore €g [-1,+3]. Here we assume that {3°, x} € [—1, +1]
is uniformly distributed. This replaces in Lemma 4.2 /87 by v/27 and shows that

My < e T ail H?:t(% + %)
holds on the average for random r; ;11 /7; ; €r [—%, —i—%]

2
n

The equations riz’l-': ||b1.H2qi_l, A%/(ynrd(ﬁ)z) = (det £L)» = Hb1||2q"T_] from

GSA and v, > 5

Vn—t+1r; <V2errd(L)~'\jg®—n=D/4,
Mt < Hn e\/ﬁrd(ﬁ,) LDV q21 n—1) /4+\/8€‘ﬂ'/\|
— i=t

n—t+1r;;

Hence Lemma 4.2 yields
2

Fori:=2+ /e, t: =5 +1—cm(qc) = [if ¢ > 0 then ¢+ else 1] we get

v 2em n—t+l
My < mlg, o) (R2EA)""  detmy (L), @.1)

1=c? e (24 241 Vn—t+lri;
because m(q,c) = ¢ ¢ = g~ ZioZi=1/4 > H"/ :@; for ¢ > 0.
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(We can nearly half 7 for an average time bound. Compared to the volume heuristics
the bound (4.1) looses the factor 7 ~**!. It remains to be seen how this theoretic loss
is confirmed in practice.)

We see from (4.1) and det m; (L) = ||b; ||”‘”1q2?:11 /2 that

7v2em A n—t+l1 i
M, < m(Q&)(WM) gt (4.2)

The equation A2/(v,, rd(£)%) = |[by|>¢"T" and 5, < 244{ntet) K7 78] imply

2em

em Ay n—l1
wrdCeE S 42 for n > ny. 4.3)

(42), (@.3), Loyt =1 - GO g g7

= \/(Ib|>ynrd(L)?) yield

2(n
RUTEDN =t (/i rd(£) by ||y = S
M < m(q’c)(\/ﬁ%rd( ) (=) e (4.4)
7V2em A _ Vvnrd(L) ||bi]| i
Note that (\/#Twiublu) G(Wll) for ¢ S n(] — E) The difference
of the exponents de(t) = n — % —n+t—1=(>—-1)(1- —) is positive
for t < n and maximal for t,,4, = 5 + 1,de(5 +1—¢) = % + 1/4 < We get for
Ibi]| < V2ernP A, t = S4+1—cwith3(-1+4+¢)<c< 5
gl | 1/4=c2
M < m(q,c) (O(m*brd(ﬁ))) R
2 21 2
Asm(g,c) =g = (M) 0 = (O(n*rd(L)) 5= for ¢ > 0 it follows
that M, = (O(n2"brd(L) )"+ with an O(1) factor bounded by (7jv/2er)!/2. O

A worst case time bound n%°") under GSA. We elaborate the bounds (4.1), (4.4) for

the case rd(£) = n~%,0 <& < 1. Then \/n/27;; < %)\1, where the ex-

145

ponent v(7) decreases for7 =n/ 2+1 ,nfromltoe := . Asv(i) is on average
bounded by (1 + ¢’)/2 = {=3¢ this decreases the exponent 1 of rd(L) in (4.1) from 1
o (1+¢’)/2. This replaces \/mrd( )in (4.4) by vn —t + Lrd(£)(1+<)/2 =
n%/2/\/2, and implies for ||b|| < v2ern®A; and t = 2 + 1 — c that

1/4—c2 1/4—02)

My < mlg,e) (O(n)) 5+ = nel8 50
Consider the case b = 0. Then this bound is maximal for ¢ = —%, hence
M; < @(1)71,/4 nEn/16 < nn/32+o( )

This time bound is much better than the time bound n *°(") of KANNAN’s SVP algo-
rithm proved in [HSO7] but it requires a nearly shortest vector b; and GSA.

Easier than worst cases. If some shortest vector b’ is in £(by, ..., b;_1) = £; then NEW
ENUM finds b’ while working on the sublattice £;. Then SVP is solved in polynomial
time if 7d(L;) is sufficiently small, no matter whether rd(L) is large or small.

Worst case time bound of Kannan’s SVP-algorithm. HANROT, STEHLE [HS07] show
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that Kannan’s SVP-algorithm runs in time n°!) 31" | N, = n#*°®) when given a
quasi-HKZ-basis such that for a substantial part of the short vectors in 7 (L) size-
reduction scarcely increases the length. (4.5) indicates that the worst case time bound
of Kannan’s SVP-algorithm is proportional to rd(L£)™.

Moreover, HANROT, STEHLE prove in [HS08, Cor.1] the existence of HKZ-bases
that require n2 (") time. For these latter worst-case bases the quotients 772, /r?_, .|
decrease with i. Such bases are very rare in practice, they are not typical and do not
represent the average case. They are excluded by GSA.

4.2 Preprocessing. The bound |b|| < v2ern® \; required for Theorem 4.1 does
not hold for LLL-bases. It can be achieved by HKZ-reduction using NEwW ENUM in
dimensions < n. KANNAN’s algorithm for HKZ-reduction [Ka87] first transforms the
basis B = QR € Z*™ into a quasi-HKZ-basis such that R = [r; ;| € R"*" satisfies:

1. 1,1 §27’272 2. |7”172'| < %7”171 fori:2,...,n
3. the basis matrix [r; j]o<; j<n is HKZ-reduced.
In particular, the quasi-HKZ-basis satisfies |b|| < 2 A;.

KANNAN’s algorithm transforms the given basis B = B into a quasi-HKZ-basis by
performing [3 +log, n] SVP-computations on projected bases 7 (B;) € Rm~1x(n=1)
fori = 1,...,[3 + log, n]. Here B, is obtained from B; = [by,...,b,]| by HKZ-
reduction of 7, (B;) into m(B;)U;, with U; € GL,,_(Z), transforming [by, ..., b,] into
[b2, ..., b,]U; and LLL-reduction of the basis vectors by of B; and b, resulting from
[ba, ..., b,]U;.

Let Ty g(n) denote the time bound of NEW ENUM in dimension n, the preprocess-
ing that achieves ||bi|| < 2A; included. During the preprocessing NEW ENUM is
recursively called up to 3 + log, n times in dimension n — 1, see [Ka87, S87, HS07].
This yields

Tng(n) = [3+log,n]Tnp(n — 1) +n¥ o),
and thus Typ(n) =nite® follows by induction on n.

As an immediate consequence HKZ-reduction of a lattice basis of dimension 7 runs in
time 7 ¥ +°("), Moreover, HKZ-reduction runs in polynomial time under GSA if all in-
put lattices £’ for the recursive calls of NEW ENUM satisfy rd(£') = o((dim £")~1/2).
In fact the latter bound holds by Prop. 4.3 for the sublattices £,. Prop. 4.3 shows that
if solving SVP for £ requires to solve SVP for £; then rd(L;) < rd(L). However this
does not hold for m; (L), see Prop. 4.4. Most likely HKZ-reduction is not polynomial
time even if rd(L£) < n~¢ is arbitrarily small.

4.3 Finding an unproved shortest vector b’ is easier than proving |b’|| = A;.
Define (L, ¢, p) € R, for a lattice £ of dim £ = n by the equation
IBn(¢,p) N L(by,....by)| =n(L,(, p)" Vy, p™/ det L.

For random ¢ mod £ the expected value of (L, ¢, p) is 1. Following C.F. GAUSS the
classical volume heuristics estimates |B,,(¢, p) N L] by setting (L, ¢, p) to 1.
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We study the time to find b’ = >"" | u}b; of length \; provided that AA holds:
AA On average ||m(b")||? ~ 2= A2 holds for all .

The number of stages preceding (uj, ...,u,) and their upper bound (4.1) reduces un-
der the average time assumption AA to

M = (n(me(L), 0, [me () )"~ Vompir/(ree -+ Tin)

n— t+l

< (17( OM 2€7r/\2) Ttt"'rn,n)-

Inequality (4.4) translates for Hb] | < V2ernbA; into

—1
> +%+o(1)

M, < (Bme(ELON 2em A%)# (mrdlLr ol yn* -
t >

n [|by]? emA?

200 —1

< 0= o) (2 (£)2)7 5 (o (£),0, M)

The exponent (b + 1)(n® — n?*~1) of n is maximal for a/,,,, = 1 — 22. Note that
al = Qas — g In 21:2(1) holds for a4, of the proof of Theorem 4.1, where 1—a/2

stands for the factor % of n®. Using n=imn =2""/* we get

max, M) < o—2(1+5) max, M, = O(nb+%+0(l)rd(£)3)%

max

Thus finding an unproved shortest vector b’ is by the factor 2-#0+%%) faster than
proving ||b’|| =

4.4 The relative density of £ and some sublattices of L.
For the lattices £ = £L(by, ...,b,) and L; = L(by, ...,b;_) we have

n—t+l

1
Proposition 4.3. Under GSA we have that /\’\] ‘((Lﬁt)) i’g&‘)) ~ (&) 'q @

In fact GSA implies
ML)/ (n/*rd(£)) = (det £)% = [Ibi]lgl) 5 = b g*F
N (£0)/ (3 ird(£2)) = (det £0)77 = b g5
Dividing the first equation by the second and using 7, /v;—1 ~ \/g yields the claim.

Conclusion. If X\{(L;) = A (L) then rd(L,) < rd(L) since in general ¢t < &1
holds for ¢ < 1 — g9 < 1. Then SVP for £, is not harder than SVP for £. This is im-
portant because solving SVP for £ requires to solve SVP for £;. On the other hand if
A1(L) > A\ (L) then possibly rd(L;) > rd(L£) and SVP for £, may be harder than SVP

for L. However, in this case NEW ENUM solves SVP for £ without solving SVP for L;.

As in the proof of Proposition 4.3 we get for the lattice 7;(£) C span (by,...,b;_1)*:
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Loy
Proposition 4.4. Under GSA and AA we have on average Tdﬁg&’c D < (n=tt)s g,

N

4.5 Failings of the volume heuristics. While 7(Z, ¢, p) can deviate from 1 the devia-
tion is negligible for p — oco. [MO90] studies max. n(L, ¢, p) as a function of ¢ and p
for the lattice Z™. Prop. 4.5 shows that (£, 0, ;) is unbounded for very small rd(L).

Proposition 4.5. 7(£,0, ;) > (vV2rd(L))~" holds for n > ny.

Proof. Consider #),(£) =4c5 #{b € L]0 # ||b]| < \;}. We have
#, (L) < Viun(£,0,A)" A7/ det L.
We see from Ay (£)2 = 7, rd(£)*(det £)% and V,, ~ (rn) =} (2)? that

#\, (E) < (287‘” 'Yn) ?W(ﬁ, 0, )\ )n T’d(ﬁ)".
As 2em vy, /n < 2 holds for n > ng and #,, (£) > 2 this proves the claim. O

4.6 The number of nearly shortest vectors of £ is bounded proportional to rd(£)".
This is important as the time bound for SVP increases with the number of nearly short-
est vectors in £. The proof of Prop. 4.3 bounds #,, (£) as follows:

#{be L]0 bl <M} < (37 7n) *0(L,0,M)" rd(L)".

In the same way we see that the number of very short vectors is bounded proportional
to rd(L£)™. Note that the time bound of Theorem 4.1 is proportional to rd(£)"/2. Of
course there exist lattices £ of arbitrarily small rd(L) that have exponentially many
nearly shortest vectors due to small values n(L£, 0, A;). However these are very special
cases, they are irrelevant on the average.

Obviously #,,(Z") = 2n and rd(Z") = 1/,/7, = ©(1//n). Every basis of Z" that
consists of unit vectors satisfies GSA with ¢ = 1. Interestingly rd(Z™) is under GSA
nearly minimal for lattices £ such that #,, (L) > 2:

Proposition 4.6. Let £ have a basis satisfying GSA and ||bi|| = M. If rd(L) <
1/\/An then #,,(L) = 2.

Proof. Under GSA and ||b;|| = A; we have
Ib1]2 = yord(£)X(det £)F = rd(L)?[br |2 "=
hence ¢ = (7, rd(li)z)n;—21 > 1 holds for rd(L) < 1/,/7,, and thus #,, (L) = 2. O

4.7 A relaxation of GSA that does not preserve Theorem 4.1. Every lattice £ =
L(by,...,b,) can easily be extended to £’ such that £ C £/, M\ (L) = X\ (L) and
rd(L') < 1. However, such an extension £ — L’ is easy to invert if rd(£) ~ 1.
Moreover the reduced bases of £’ strongly violate GSA since at least one quotient
ri,i/Ti—1,i—1 deviates exponentially from the others. In fact Theorem 4.1 no more holds
if all r; ;/r;—1 ,—1 nearly coincide with one exception. Consider an extension

L' =L+DbyZ for by LspanL and ||bo| > A\ (L).
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5 The relative density of some cryptographic lattices.

5.1 NTRU. The NTRUEncrypt lattices proposed in [HO7], [HHHWO09] strictly satisfy
rd(L) > n'/2. Let R = Z[z]/(zY — 1,q) denote the ring of polynomials modulo
o — 1 with coefficients in Z, = Z/qZ and the convolution product g = f * h defined
by g¢ = Zi+j€{£,€+N} fih;. We identify f = Zﬁgl fiz® in R with its coefficient
vector (fo, ..., fn—1) € ZY. N is prime, p = 3, ged(p, ¢) = 1; p, ¢, N are public.

The private key (f,g) € R x R and the public key h € R satisfy g = f * h. The

polynomials f, g are of the form f = 1+ pF, g = 1 + G where F,G € R are ran-
dom having dy, d, coefficients 1 and d, d,, coefficients —1, all other coefficients are 0.

Then f(1) = YN, fi=1=g(1) = 2N, g = h(1).

For example we consider the parameters proposed in [HWWWOQ9] that require a
work load 2''2 for the combined lattice and meet-in the-middle attack. Here N = 401,
g = 2048, p = 3, dy = 113, d, = |N/3]. This NTRU-lattice has dimension
Iy 0
H q-In
the circular matrix associated with h € R and I is the N x N identity matrix.
Moreover (det £)!/™ = (2048401)1/802 = 255 and \? = 2p%d; + 2d, + 2 = 2302. By
the MINKOWSKI lower bound v,, > % ~ 47.3. Hence

rd(L) <2735(2302/47.3)!/2 ~ 0.154 > 0.035 ~ nol.

These lattices are not be affected by our new attack even if rd(£) further decreases
when g0, surpasses the MINLOWSKI lower bound.

n = 2401 = 802. The public column basis is B = , H € ZV*N s

5.2 Unique-SVP lattices. These lattices satisfy the unique shortest vector property:
every lattice vector that is linearly independent to a shortest nonzero lattice vector has at
least length n°)\; for a constant ¢ > 1, i.e., A, > A;n. Unique-SVP lattices have been
introduced by AJTAI [Aj96] in its proof of the worst case / average case equivalence.
The original ¢ = 7 [AD97] has been reduced to 3 + § + ¢ [Ca98, Thm 6.1].

Hence Ajtai, Dwork lattices of [AD97] satisfy A\, > n3)\;. MINKOWSKI’s second
theorem implies that A} < n=3 342 det £, and thus A < n*3+3/"'y,1/2(det £yl
This shows that rd(£) < n~=G+e)1=1/7) and that SVP is easy.

5.3 Ajtai’s worst case / average case equivalence. AJTAI [Aj96, Thm 1] reduces
SVP for a specific random lattice to SVP of an arbitrary lattice satisfying A\; < Ay /n¢
for some ¢ > 3 [Ca98, Thm 6.1]. Under GSA the latter SVP can be solved in poly-
nomial time. Hence this does not imply hardness of SVP for the specific random lattice.

5.4 Lattices of high density. MINKOWSKI gave in (1905) a nonconstructive proof
that lattices satisfying 1 log,(A) > —1 exist but no constructions for such lattices
are known. Constructions of lattices satisfying %logz(A) > —2.3 by the methods
of [CS93, ch. 8] are cited in [CS93]. The most efficient constructions of lattices of
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high density use probabilistic algorithms. Deterministic constructions are either less
efficient or provide smaller density.

The difficulty of constructing lattices of high density is a central point in the NP-
hardness proof of SVP under probabilistic reductions. The core of the proof in [MG02]
is a sphere packing construction. This construction uses a probabilistic reduction, so
far no deterministic polynomial time reduction is known, see [MGO02, chapt. 4-6].

6 New Enum for CVP

Given a target vectort = Zl | 7;b; € R™ we minimize ||t —b|| for b € L(B). [Ba86]
solves [[t —b|> < 1 37 in polynomial time for B = QR, R = [r; j].

i=1 z i
Adaptation of NEW ENUM to CVP. We adapt NEW ENUM to solve ||t — b||> < A.
Initially we set A := 15" | l ; so that ||t — £||*> < A. Having found some b € £ such
that ||t — b||> < A NEW ENUM gives out b and decreases A to ||t — b|>.

New Enum for CVP
INPUT LLL-basis B = QR € Z™*", R = [r; ;] € R™*", (1,...,7)" € R",
OUTPUT A sequence of b € £(B) such that ||t — b|| decreases and terminates

with [[t — £].
Lo A=513", . ti=mn, s:=1, Ly:=0,
Yn = Tn, Un = [*ynJa Cp+l = 0,

(¢t = ct(T — gy ey T — uy) always holds for the current t)
2. WHILE t <n #perform stage (uy,...,up):
¢ = crpr A (ue +4)*r7 4
IF ¢, > A THEN GO TO 20,
pri= (A —c)V2, By = thlﬁfl/(ﬁ,l STl g1),
IF t =1 THEN [outputb:= ", u;b;, set A := ||t — b|]%, return ]
IF Bt > 275 THEN [t =1t 1, Yt ‘== Ty + Z?:t+l(7_i — ui)rt,i/rmh
ut = [—ye], or:= sign(us +yt), v := 1, return ]
ELSE store (yt, Tty Vi, Cty Uty ,Un) in LS,
2.1. ti=t+1, u = nexty, ., (ur, —yr), v =14+ L.
3. Lgyi :=0, perform all stages (u¢, ..., u,) of L on level s + 1 in increasing
order of ¢, for fixed ¢ in decreasing order of /3, collect the delayed stages with
Bt <275 lin Lgyg.
4, IF Lgy #0 THEN s:=s+1,G0 TO 3 ELSE terminate by exhaustion.

At stage (ut, ..., u,) NEW ENUM searches to extend the currentb = Y1 u;b; € £
to some b’ = 37" u;b; € £ such that ||t — b’||* < A. The adapted success rate 3; of
stage (ug, ..., uy,) 18

By =Vi1pt™! /det L(by, ..., b,_1) for j, = (A — ||m(t —b)|]>)!/2.
Previously, stage (w41, ..., u,) determines u; to yield the next integer minimum of

Ct(Tt — Uty ooy Tp — Un) = Hﬂ-t<t - b)”z
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= (O (T = uwi)rei)? + et (Tet — Uttty ooy T — Un)-
Clearly, ||, (t — b)||* is minimal for u, = [—7 — >, (7 — wi)re,i /Tee].

Optimal value of A. If the distance ||t — £L]| to the closest vector b € £ is known then
we set initially A := ||t — £||%>. This delays many unnecessary stages.

If NEwW ENUM runs in polynomial time it should solve ||t — £L|| = ||t — b|| faster
than LLL-reduction because the work load per stage is modest.

NEW ENUM solves CVP for £ and t by first solving CVP for 7;(L£) and m;(t). The
time for the latter is under GSA maximal for ¢ = 1, 7 (£) = L.

Corollary 6.1 (GSA). Given by € L such that 0 # ||by|| = O(X\;), NEW ENUM finds
b € L such that ||t — b|| = ||t — L|| in time n®V) + (O(\/nrd(L) || £ — t|\2>\ 2y,
This time bound is polynomial if ||£ — t|| = O(),) and rd(L) < n~2~¢ for e > 0.

Proof. We follow and adapt the proof of Theorem 4.1. Replacing A; in (4.1) by ||[£L—t]|
we estimate the number M, of stages (uy, ..., uy,) that satisfy ||m, (3", u; b; — L) <
|I£ — t|| under GSA to
b= # (Bt (me(t), 1€ = t]]) N e (L))
i2er  ||[L—t] \n—t+] i/
<m(g. o) (B meag) /o=
In particular we extend Lemma 4.2 from the sphere center { = 0 to { = m(t). Here
we define Y, x = 3. % — 7, (By Theorem 2 of [MO90] M, is, up to a factor

I>T i
nP°V") maximal for ¢ = 0.) This transforms (4.4) into

7v2er ||L—t||  \n—t+l//nrd(L)|b]
M <mla,0) (FE5Tram o) (e \/EAI o
1/4

= m(g,¢) (O(Vard(L) £ — t|PA;%)) 0=
This proves the claim, in particular M and the time bound of NEw ENUM are poly-
nomial if \/n || £ — t||>rd(L) = o(A}). O

—2)

2

A worst case time bound. Incaserd(L) = n~1%¢,0 < e < 3. theterm v/n — ¢ + L rd(L)
in the above bound on M transforms, as in the proof of the worst case time bound
subsequent to Theorem 4.1, into v/n — t + 1rd(L£)175)/2 = n3/2/\/2 for ¢’ = 1=k,
This proves fort = 5 +1+¢

1/4—c2

M; < m(q,e) (O(yard(L) 1€ — ]PA; %))t ndi o),

1—c? V/ n—
where m(q,¢) = ¢ = = O(1)™* as ||by|| = O()\), and (%\7;(@) o
n~25(3-9) The exponent 5(i + ]24 lc — 2(% — ¢)) of n is maximal for ¢ = 271,

This yields for ¢t = '21 +1+2 4 ,e< ) 5 the worst case time bound
M, = O(nf||L — tHZ)\TZ)"T“+"I—;1 n—cn/4+en/8
=nsGri=-D) @(1)F % = Q(n)=".
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This time bound is much faster than the fully proven time bound n™/?+°(") of [HS07]
for KANNAN’s CVP-algorithm [Ka87].

7 Factoring integers by CVP solutions for the Prime Number Lattice

Let N be a positive integer that is not a prime power. We show how to factor V in
polynomial time assuming GSA for the prime number lattice. Let p; < --- < p,
enumerate all primes less than (In V). Then n = (InN)*/(aInln N)(1 + o(1)). Let
the prime factors p of N satisfy p > p,,. We let the asymptotic o(1) be for N — co.

A classical method factors N by producing about n independent modular equations
of the form []}", pi* = £ ]}, p;" mod N. Theorem 7.2 shows how to construct such
modular equations from CVP-solutions of small distance for the prime number lattice
L(B). Theorems 7.4, 7.5, show how to guarantee a sufficiently small distance, and

Theorem 7.6 shows that the CVP’s are solvable in polynomial time.

We show how to factor N by solving easy CVP’s for the lattice £(B) with basis

matrix B = [by,...,b,] € R(**D*x" and the target vectors N € R™*!, where either
N’ = N or N’ = Np,; for one of the next n primes p,,+; > pp,j < n:
\/lnpl 0 0 0
B = 0 B 0 , N= ,
0 0 inp, 0
N¢lnp; --- N¢lnp, N¢ln N’

det £(B)? =i, (Inp;)(1 + N>3°7"  Inp;),
det £(B)*>™ = (a— o(1))Inln N - N?¢/™,
We identify the vector b = > | e;b; € £L(B) with the pair (u, v) of integers
u=1l,50p"s v=1L,<op;” €N,
Note that u, v are free of primes larger than p,, and ged(u,v) = 1.

Lemma 7.1. If|u—vN'| = o(N€¢) andv = O(N° ') and ey, ...,e, € {0, %1} then
b~ NI = (2 — 1)In N + In(pus;) + O(fu — wN'2(N/N')2),

Proof. We see from ey, ...,e, € {0+ 1} that ||[b — N[> =Inu + Inv + N?¢|In -4 |2

Clearly, v = @(N 1), |u — vN’'| = o(N€) implies
Inu+Inv=(2c—1)InN +In(N'/N) + O(1).

Moreover — [In | = In (1 4 5355) | = S (14 0(1) = O( 52,

Combining these equations proves the claim. O
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Theorem 7.2. If b € L(B) satisfies |[b — N|?> < (2¢ — 1)InN + 2§1np,, then

1
|U - UN/| <pg +5+0(1).

Proof. The bound on ||b — N||> forb = 37", e;b, implies
S leilnp <300 e2(yvInp)* < b= N> < (2c— 1) InN + 25 Inp,,.

Using the bound on ||b — IN|| for the last coordinate z of of b — N we get

|zIN~¢= |37 eilnp; —InN'| = |In |

< N=¢((2¢ — 1)In N + 28 Inp,)"/2 < N—cpg o0
since (In N)® ~ p,,. This shows for 3 = 1/« the two inequalities required in Theorem
7.3. The claim follows from Theorem 7.3 adjusting v N to v N'. a
Theorem 7.3. [S93, Thm 4.1] The inequality |u—vN| < pa >V holds for 3,6 > 0
if |30 eilnp;—InN| < N=pi ™Y and 37 |e;Inp;| < (2c—1)In N +261Inp,.
Outline of the factoring method. We compute vectors b = 3" e;b; € L(B) close to

N such that |u — vN’| < p,, holds for a small integer multiple N’ of N, and thus the
prime factorizations of u > N and [u — vN'| =[]}, p;* yield a non-trivial relation

Hei>0 pit ==+ H?:I pfi mod N. (7.1
Given n + 1 independent relations (7.1) we write these relations with pg = —1 and
cij el € Nas mopi T = Tmod N forj =1,..n+ 1.
Then any non trivial solution z, ..., z,+1 € {0, 1} of the equations

S zi(eiy —€f ;) =0mod 2 fori=0,...n (7.2)

solves X2 =Y?mod N with
X =TT $30 ! ze 5 _rn szl
=Ili—opi mod N, Y =[[;_,p;

In case that X # +Y mod N this yields a factor gcd(X + Y, N) of N.

The linear system of equations (7.2) can be solved within O(n?) bit operations. This
takes much less time than LLL-reduction of B that is done by arithmetic steps using
large integers. We neglect this minor part of the work load of factoring V.

Theorem 7.2 shows that lattice vectors that are sufficiently close to N provide a re-
lation (7.1). Theorems 7.4 and 7.5 show that such close vectors exist, and Theorem
7.6 shows that the corresponding CVP’s are polynomial time. We get independent re-

lations (7.1) by constructing them for independent integer multiples N’ of N.

mod V.

The existence of lattice vectors b = > | e;b; € £(B) such that ju — vN| = 1.
An integer z is called y-smooth, if all prime factors p of z satisfy p < y. Let N’ be
either N or Np,,; for one of the next n primes p,,; > p,. We denote

u< N¢ Ju—vN'|=1, N“1/2 <v< N} }

My cen = {(u,v) e N?
. u, v are squarefree and (In NV)*—smooth

Theorem 7.4 extends Theorem 5 of [S93] to the additional requirement that u, v are
squarefree. The latter is equivalent to the condition ey, ..., e,, € {0,+1} of Lemma 7.1.
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Theorem 7.4. Assuming that the equation |u — [u/N|N| = 1 is for random u of
order N° nearly statistically independent from the event that u, [u/N | are squarefree

and (In N)*-smooth then Mo, c,n # 0 holds if —55— <c<(InN)Pand o > 23+2.

Proof. Let \P(z,y) denote the number of integers in [1, | that are y—smooth. Then
‘I’(x,;l:l/z) > gzt forz > 1 and 2 > 3

is shown in [CEP83, Thm 3.1]. We adapt this result to the condition that u,v are

squarefree. Let W*(z,y) denote the number of squarefree integers in [1, z] that are y—

smooth. POMERANCE as cited in [Ad95] observed for 2 = Inz/(alnlnz), In®z =
(Inz)* that W (z,In% ) > xz=*to),

Here is a short proof. Note that (Inz)® = z'/. We obviously have for 2’ := | z|
W (2, In% z) > ("7 9) & 7 (In® 2)7 /2!

z

! !’ 7
~ e z 7 — 1=2'+o0(2") _ | z40(2)
~ ‘r(z’alnlnr) / rz! = w2 =Tz °

where we count the number of distinct selections of 2z’ out of 7w(In” z). We use that
7(n) = n/Inn + O(n(Inn)~2) holds by the prime number theorem for the number
7(n) of primes in [2,n] and 2! &~ (2’ /e)* V272’ by STIRLING’s approximation.

Let 7 = In N/aInln N, and thus (In N)® = N!/". By the assumption of the theo-
rem and the lower bound on W*(N¢, In® N) we get

#Ma,c,N Z Nc—l (’I"C _ ,,,)—chrr (TC)—TCJro(r)’
In#Mycn > (c—1)InN — mgf&%&l)) ((c —1)lIn(re—r) + clnrc).
Here N°~! counts the number of u < N¢ such that |u —vN| = 1 holds for v = [u/N ]|,
and (rc—r)~retrro) | (pe)=retor) Jower bound the portions of those v and u that are
(In N')*-smooth and squarefree. Hence for — 5 <c<InNanda>23+2:

ﬁ
In#M, .y >clnN —InN — %(1 +0(1))
_ 2cInN 1)Inl
> —InN +clnN(1 - 222)(1 +o(1 )) > ®(1nN). O

Finding relations (7.1) by CVP-solutions. By Lemma 7.1 the (u,v) € M, . n are
associated with some b = """ | e;b; € L(B) such that ||b — N|*> < (2¢ — 1)InN +
O(|u — vN|?) holds provided that ey, ..., e, € {0, +1}.

Theorem 7.5. The vector b = "'  e;b; € L(B) that is closest to N provides a

3

non-trivial relation (7.1) provided that My, . n 7 0.

Proof. Letb’ = 1"  elb;, € L(B) be the vector corresponding to some (u’,v") €

7 1 [
Myen,u' = He;>op, , v =T, cop; * suchthat [u' — v'N| = 1.
We have N°~1/2 < v/ < N1 and thus v’ = nN°~! with { < 5 < 1. The proof of
Lemma 7.1 shows
b’ = N[> < (2c—1)InN + 772+ O(1).
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Then the lattice vector b € £(B) that is closest to N also satisfies
b —NJ|? < (2¢—1)InN 4772+ 0(1).

Consider the (u,v) € N? corresponding to b. Theorem 7.2 shows |u —vN| < p§+o<l).
Hence b =31, e;b; € £L(B) provides a relation (7.1). O

Factoring N reduces by Theorem 7.5 to solving about n CVP’s for £(B) for which
Mg e n # 0. These CVP’s minimize || £(B) — N|| for various N’ = N, Np,,;.

Theorem 7.6 (GSA ). If Moon # 0 and |by|> = O(2¢In N) holds for ¢ = n =
dim L then we can minimize ||L(B) — N|| in polynomial time.

Proof. It follows from M, .y # 0 for N € {N, Np,;} that
I£—N|2<(2c—1)InN'+0O(1) = (2 — 1+ o(1)) In N,

Lemma 5.3 of [MG02] proves that A7 > 2cIn N — ©(1) (with ©(1) = 0 if the prime 2

is excluded from the prime basis). Hence ||£ — N|| = A;(1 + o(1)).

Claim : X\j = 2cIn N + O(1) holds if ;—f5— < ¢ < (InN)” and @ > 253 + 2.
[ The proof of M, . n # 0 by Theorem 7.4 also shows that there exist u = [[,,, p{’
and v = [[,.,p\ with e;,¢} € {0,1} such that u = O(N°), [u — o = O(1),

K2

gcd(u,v) = 1. As in the proof of Lemma 7.1 we have
1> i<n(ei = e)bi||?> =2cIn N 4+ O(1) + N*¢In(u/v)?
=2cIn N + O(Ju — v|)?,

where In(u/v) = In(1 4 “=*) = O(ju — v|N~°). ]
Next we bound rd(L£). Wesetc:=n = (InN)*/(alnln N)(1 + o(1)) and get

'yn(detﬁ)% > (1f12N)“ (azo))InIn N~ npoe/n o NZ( ) (1+o(1)).

em alnln N
1
Hence rd(£) = M/(yAn(det£)7) S (2pZhN)* /N

= O(\f/N) (InN)(1=2)/2 = O(In N /N).
Moreover, we have for e =  — 1 /a > 0 that
n~1 = p~ Ve & (aInln N)'=Ve(In N)'=o > rd(L). O

A gap towards polynomial time factoring. Theorem 7.6 holds for ¢ = n ~ (In N)*
but M, . x # 0 holds by Theorem 7.4 merely for smaller ¢ = (In N)?, 8 < a/2 — 1.

The extended basis B providing a nearly shortest vector. We extend the prime base by
a prime P, of order N¢ such that |u — p,,+1| = O(1) holds for a squarefree (In V)*-
smooth integer u = [, p{*. Then || 3, e;b; — bys1||> = 2¢ln N + O(1) holds for the
additional basis vector b,, | corresponding to p,, 1. Hence ) . e;b; — b, is a nearly
shortest vector of £(B), B = [by, ..., b,1]. This construction is efficient, we generate
u at random and test the nearby p for primality. If the density of primes near the «
is not exceptionally small B and a nearly shortest vector b of £(B) can be found in
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probabilistic polynomial time. A single (B, b) can be used to solve all CVP’s for the
factorization of all integers of the order of N. Other extensions B can be computed in
deterministic polynomial time. So we can factor integers without using random bits.

An integer prime number lattice. The real basis vectors by, ..., b,,, N must in practice be
replaced by short finite vectors such that Lemma 7.1 and Theorem 7.2 still hold under
the replacement. Simply replace N¢Inp;, N¢In N by their nearest integers | N¢1np; |,
|N¢In N|. Moreover, replace the diagonal entries v/Inp; of B by [2¢y/Inp;] for a
suitable constant ¢, e.g., ¢ = 100. Then the whole CVP computation is done for an
integer basis matrix B’ with entries of bit length [log, (N¢(In N)*)] in the last column
and [¢ + § log,(In V)] in the diagonal. See also [S93], [Ad95].

History of the prime number lattice L(B). [S93] uses a different lattice £(B’), where
the diagonal elements /In p; of the basis matrix B are replaced by Inp;. ADLEMAN
[Ad95] proposed the diagonal elements /Inp; of B to translate the method of [S93]
from the || ||;-norm used in [S93] to the square norm.

8 Computing discrete logarithms for Z%,, N prime, via CVP solutions

We reduce the problem of computing discrete logarithms for Z}, with N prime to
solving (In N)®, o > 4, CVP’s for the prime number lattice of section 7. We follow
the discrete logarithm algorithm of [S93, section 5].

Let g € Z% be a generator of the cyclic group of units Z%, = (g). As |Z}| =N —1
the logarithm log, y of y € Z}; to base g is the integer x € Zy_; such that y = g°.

We adapt the target vector N for factoring N to the DL-problem of computing z =
log, y. Consider the extended basis B = [by, ..., bp11] € R(+2)xn+1 of section 7 and
the target vector N = (0,--- , N¢In(N))* with N = N p,+;/(9y). Again p,;; runs
over the next n primes > (In V)* and g, y are represented by integers less than N.

As in section 7 we identify vectors b = 27" e;b; € £(B) withu = [l.,5opi* andv =

[1.,.op; " € Z. Adapting Theorems 7.2, 7.3 from B, N to B, N shows the following

Listo _ .
Lemma8.1. Letc=InN+2then [ugy—vN pus| < pi """ holds if |b—N|| =
|£ — N|| and if there exists b’ = Z;jll e;b; € L(B) with e € {0, +1} such that the
corresponding u',v' satisfy v’ gy — v'N ppyj| = Land |[b' = N|?> = (2¢— 1)In N +
201np, —In(gy/pnij) + O(1).

Following the proof of Theorem 7.4 we see that the vector b’ required in Lemma 8.1
exists for ¢ = 2+In N and a > 4 under the assumption of Theorem 7.4. The increment
of ¢ by 2, compared to Thm. 7.4, makes sure that v’ is of order N'V and ranges over
at least NV integers. The CVP to minimize ||b — N|| for b € £(B) is polynomial
time under GSA given a nearly shortest vector of £(B).

Computing the discrete logarithm from CVP-solutions. Let the CVP-solution b =
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St eib; of [|b — N|| = [|£(B) — N| solve [ugy — vN ppi;| < p,. Taking log,-
values on both sides of the prime factorization ugy — vN pp4; = H?jol p;’, with
po = —landlog, —1 = (N —1)/2, yields the linear equation

1+1log,y + 07 (e; — €f) log, p; = ejlog, (—1) mod (N — 1) (8.1)

i=1
in n + 2 unknowns log, p;, log, y. Note that log, : Z}§ — Zy_; is a group homomor-
phism, and the multiples of N like vN p,+; disappear under log,. Most likely we can
determine log, y from n + 2 linearly independent equations (8.1).

Conclusion. The discrete logarithm log y of y € Z}, N prime, can be computed
under GSA in probabilistic polynomial time by solving n + 2 polynomial time CVP’s
for £(B) and various N, N = Np,;;/(gy) forn+ 1 =dim£(B) and o > 4.
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