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Preface

The presen t thesis put an end to m y PhD whic h b egan in Octob er 2004 at

the F rankfurt Univ ersit y , under the direction of Pr. Dr. Claus Sc hnorr.

It is made of t w o parts whic h corresp ond to t w o di�eren t articles that I

wrote, in t w o di�eren t �elds.

The �rst part presen ts m y cryptanalysis of a cryptosystem called �Double-

Round Quadratic� (or simply �2R�). The related article [47] w as published

in the pro ceeding of the ICISC ' 07 conference (In ternational Conference on

Information Securit y and Cryptology).

In order to understand the cryptanalysis, w e �rst giv e an in tro duction to

the �eld of Multiv ariate Cryptograph y . It allo ws not only to understand ho w

the �Double-Round Quadratic Cryptosystem� w orks but also the paradigms

whic h led the �eld to b e one of the most fruitful in cryptograph y , in the last

�fteen y ears.

Our cryptanalysis is based on another attac k (of another sc heme) whic h w e

explain. W e also presen t another cryptanalysis of the �2R� cipher whic h w as

published in ' 99, but con tains mistak es and whose heuristic is unclear.

Finally w e giv e our cryptanalysis whic h is v ery general and uses a w ell kno wn

heuristic.

The second part of this thesis is dev oted to �zero-kno wledge pro of of

kno wledge�. In suc h proto cols a p erson called the pro v er, con vinces someone

that he kno ws a secret v alue, without giving an y information ab out this v a-

lue.

In man y cryptographic proto cols (suc h as electronic v oting, publicly v ery�a-

ble secret sharing, etc..) the pro v er needs also to sho w that the secret v alue

lies in a sp eci�c in terv al. Suc h pro ofs are called �Commitmen t Range Pro of �.

After the necessary in tro duction to the theory , w e sho w ho w to substan tially

impro v e the most e�cien t �Commitmen t Range Pro of � kno wn so far. Our

related article �Impro v ed Commitmen t Range Pro of � is not y et published.

T o �nish, I w ould lik e to thank Pr. Dr. Sc hnorr, for ha ving giv en me the

opp ortunit y to do m y PhD here in F rankfurt. A t the b eginning it w as not

easy , b ecause I didn't sp eak German, but as I learned the language and the

p eople here, I b ecame v ery attac hed to this b eautiful coun try .

I w ould lik e to thank Ali Akha vi and Brigitte V allee, who help ed me and

trusted me at the b eginning of m y �crypto journey�. Without them, I w ould

not b e here to da y .

I also thank the p eople who help ed me reading and correcting the thesis :

Claus Sc hnorr, Marc Stopp elb ein and F ritz Förk el.

Finally , all the p eople who con tributed directly or inderectly to m y rese-

3



arc h and m y life during this p erio d, among others : m y family , Yi-jin, Jean-

loup, Christine, Marc and Xiaokun, Uhlric h and Florina, Cordian, F ritz, all

the studen ts I w ork ed with, the unkno wn referees, and all the p eople I forgot

to men tion !
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T eil I

Multiv ariate Cryptograph y
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1
In tro duction to Multiv ariate Cryptograph y

1.1 Multiva riate Cryptography: De�nition

In order to dev elop cryptographic primitiv es, hard mathematical problems

are to b e used. The most famous one is to factor in tegers, whic h leads to

sev eral cryptographic primitiv es suc h as RSA/Rabin (encryption and signa-

ture), P aillier sc heme [43 ] etc..

The purp ose of the �rst part of this thesis is to presen t m y w ork on the

feasabilit y of designing cryptographic primitiv es with another sp eci�c (hard)

problem, namely the MQ ( M ultiv ariate Q uadratic) problem. This �eld of

researc h is kno wn in the comm unit y as Multiv ariate Cryptograph y .

Multiv ariate Cryptograph y refers to all the cryptographic primitiv es

whic h are based on the MQ problem, de�ned as follo w :

� Given a �nite �eld Fq, n; m 2 Z and p olynomials Pi 2
Fq[X 1; � � � ; X n ] for 1 � i � m , of total de gr e e 2.

� �nd (x1; � � � ; xn ) in (Fq)n
, such that :

8
><

>:

P1(x1; � � � ; xn ) = 0
.

.

.

Pm (x1; � � � ; xn ) = 0

R emark. W e sa y that a cryptosystem is �based on� a problem, if a cryp-

tanalyst can break this cryptosystem b y solving (in p olynomial time) a cor-

resp onding instance of the problem.
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1.2 Multiva riate Cryptography: An Overview

1.2.1 Some Historical Elemen ts

The �rst attempt to create cryptosystems based on the MQ problem w as

made b y Imai and Matsumoto in 1986 [28]. Surprisingly , at that time, the

three new sc hemes that they presen ted didn't seem to ha v e caugh t m uc h

atten tion from the comm unit y , despite their elegance and simplicit y .

One reason for this ma y b e that in the

080's RSA and the cryptosys-

tems based on the discrete logarithm problem

1

w ere still v ery recen t, so the

comm unit y dev oted most of its atten tion on studying the securit y of these

sc hemes, b ecause it w as a more urgen t matter.

T o the b est of our kno wledge, no articles related to the one of Imai and

Matsumoto w as published un til Jacques P atarin et al. in 1995 ga v e a new

life to the �eld in a series of articles [45 , 46, 44, 26 , 32].

F rom P atarin's w ork it w as realised that, along the line of Imai and Mat-

sumoto's cryptosystem, a lot of new sc hemes can b e built.

F rom then on, m ultiv ariate cryptograph y b ecame a hot topic, with con tri-

bution to the �eld in most of the ma jor conferences.

Bet w een 1996 and 2003 man y cryptosystems and signatures sc hemes w e-

re designed. Most of them w ere also cryptanalyzed, whic h ev en tually lo w ered

the con�dence in cryptographic sc hemes based on MQ problem.

Despite this fact, some constructions generated m uc h en th usiasm, particu-

larly SFLASH , a signature sc heme designed b y P atarin whic h w as selected

b y the NESSIE consortium in 2003.

F ounded in 2000, this consortium had to select a p ortfolio of strong cyp-

tographic primitiv es of v arious t yp es to b e used as a standard within the

Europ ean Union.

After a 3 y ear pro cess, SFLASH w as considered to b e among the 3 most

robust and e�cien t signature sc hemes, and w as selected for standardization.

Unfortunately , in 2007 Dub ois et al. [18] brok e SFLASH . This con vinced

man y p eople that building new sc hemes in m ultiv ariate cryptograph y w as no

longer w orth trying.

On the other hand, some systems are still un brok en, in particular, a signature

sc heme named QUAR TZ still seems v ery attractiv e.

Whether or not the �eld will die ma y b e link ed with the future of QUAR TZ .

1

Giv en N , g and y . Find x suc h that gx = y mod N



1.2.2 Motiv ations

F or some time, m ultiv ariate cryptograph y has b een considered one of the

b est alternativ e to RSA and discrete logarithm sc hemes.

The reasons are the follo wing :

� The sc hemes are v ery fast for man y cryptographic op erations. They

outp erform RSA in some cases, and are v ery w ell suited to b e imple-

men ted on lo w w eigh t devices suc h as smartcards.

� It has b een kno wn since 1994 that factorization and the discrete lo-

garithm problem can b e solv ed in p olynomial time with the help of a

quan tum computers [49 ]. A t presen t, quan tum computer already exist,

a priv ate compan y ev en sell some (see D-w a v e, h ttp://www.dw a v esys.com).

But they are capable of w orking only with a few (qu)bits. No one can

predict if quan tum computers will break practical instances of RSA in

the near future. The optimists think it will b ecome a realit y within

the decade, others think it will nev er happ en. Nev ertheless, it is im-

p ortan t to dev elop cryptographic sc hemes whic h will resist quan tum

computers. A t this early stage, no sc heme is pro v ably secure against

quan tum computers, but some are not (y et) brok en, in particular m ul-

tiv ariate cryptographic sc hemes are in this category .

1.3 Thesis P a rt I: Organisation

In this part of the thesis, w e will presen t the w ork done in the area of Multi-

v ariate Cryptograph y through a cryptanalysis of a sc heme named 2R , whic h

w as published at the ICISC

007 conference [47].

First w e will in tro duce the necessary mathematical bac kground and the ge-

neral �design principles� to create m ultiv ariate sc hemes. As an example w e

will explain ho w the original sc heme of Imai and Matsumoto w orks, and ho w

it w as cryptanalyzed. In a second step, w e will in tro duce all the materials

required to understand the 2R sc heme and its cryptanalysis.

The c hapters are organised as follo w:

� The presen t c hapter consists of an in tro duction to the MQ problem

with emphasis on its complexit y from b oth the theoretical and the

practical p ersp ectiv e.

Then w e describ e the main ideas to build cryptographic sc hemes based

on the MQ problem.

� In c hapter 2, w e will presen t one of the �rst three sc hemes of Imai and

Matsumoto [28 ] along with P atarin's cryptanalysis [45 ]. The signature

v ersion of this sc heme is SFLASH .
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� Chapter 3 studies a generalisation of the original Imai-Matsumoto sc he-

me called HFE [46 ]. A cryptanalysis of HFE b y Kipnis and Shamir

[3 ] will also b e explained.

� The 2R sc heme will b e in tro duced in Chapter 4, along with a �rst

cryptanalysis b y Ding and F eng. Then, based on the attac k against

HFE , w e will explain our cryptanalysis and its adv an tages o v er the

one b y Ding and F eng.

1.4 Multiva riate Cryptography: Mathematical Back-

ground and General Ideas

1.4.1 A F ew Mathematical Notations

� K = Fqn
denotes the �eld of qn

elemen ts.

� Let � 1; � � � ; � n b e a basis of the Fq -v ector space K .

� W e will use b oth v ector and �eld represen tations to refer to x 2 K .

W e denote x = x1� 1 + � � � + xn � n 2 K to refer to the �eld elemen t,

whereas �x = ( x1; � � � ; xn ) corresp onds to the v ector notation.

1.4.2 The (Hard) Problem

In this section w e study the hard problem underlying m ultiv ariate crypto-

graph y .

� Given a �nite �eld Fq , n; m 2 Z and p olynomials Pi 2
Fq[X 1; � � � ; X n ] for 1 � i � m , of total de gr e e 2.

� Find (x1; � � � ; xn ) in Fn
q , such that:

8
><

>:

P1(x1; � � � ; xn ) = 0
.

.

.

Pm (x1; � � � ; xn ) = 0

In the de�nition of the problem, instead of ha ving quadratic p olynomials

Pi , w e could ha v e required the total degree to b e more than (or equal to) 2.

Ho w ev er, a n-ary p olynomial of degree d has O(nd) terms. T o k eep the in-

stance's length as small as p ossible, d will b e 2 most of the time.



As it is usually the case in cryptograph y , when w orking with a new pro-

blem, w e w ould lik e to �nd some argumen ts that this problem is �di�cult�

to solv e.

Theoretical Hardness of the MQ Problem

A �rst argumen t that the MQ Problem is di�cult to solv e comes from com-

plexit y theory :

Theorem 1.4.1 The MQ Pr oblem is NP-har d.

A pro of of this theorem can b e found in [26 ].

On the (un)imp ortance of NP-hardness in Cryptograph y .

NP-hard problem are di�cult in the w orst case. If P 6= NP , there are no

p olynomial algorithms whic h solv e all the instances of an y NP -hard problem.

Ho w ev er, it ma y b e p ossible that a p olynomial time algorithm solv es

man y of the instances. If a cryptosystem uses easy instances, the sc heme can

b e brok en.

Th us, to ensure securit y of a cryptosystem, one has to pro v e that there is

no p olynomial time algorithm whic h solv es the problem on a non-negligible

fraction of the instances whic h app ear with the cryptosystem.

Suc h a pro of do es not exist for sc hemes in m ultiv ariate cryptograph y .

So, the hardness result from theorem 1.4.1 do es not guaran tee securit y of

the sc hemes.

Solving the MQ Problem in Practice

What matters for the cryptanalyst is that the b est algorithm can solv e (in

a reasonable amoun t of time) a non-negligible fraction of the instances.

F or this reason, it is imp ortan t to kno w the b est tec hniques at our disp osal

to solv e the MQ problem.

Gröbner Basis Algorithms. No w ada ys, the b est w a y to solv e �random�

instances of the MQ problem is to use Gröbner basis algorithms (see [39]

for a general in tro duction on Gröbner bases).

The theory of Gröbner basis w as in v en ted in 1976 b y Buc h b erger and is

dedicated to the study of p olynomial systems o v er a general ring.

In the framew ork of his theory , Buc h b erger designed an algorithm whic h,

from a set of p olynomials, computes a so-called �Gröbner basis�. This basis

directly leads to the common zero of the p olynomial system.

Although it made it p ossible to solv e problems in man y �elds of mathematics
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and engineering, Gröbner basis computation w as still highly time consuming

in practice.

A breakthrough o ccured in 1999 with the algorithm F 4 of J-C F augere [21 ]

and later with the F 5 algorithm [20 ]. Both F 4 and F 5 are v ery e�cien t

re�nemen t of Buc h b erger original algorithm. They enable us to solv e a m uc h

wider range of problems in practice.

In 2003, F augere et al. used the F 4 algorithm to successfully cryptanalyzed

a c hallenge of the HFE cryptosystem b y solving a system of 80 equations

with 80 v ariables, see [29 ].

Other Metho ds. There are sev eral other metho ds to �nd the common

ro ots of systems of p olynomials. They ma y not b e as e�ectiv e as the Gröbner

algorithm in general, but ma y b e adv an tageous in some sp ecial cases. The

follo wing list is not exhaustiv e:

� X(S)L Algorithms

The algorithms XL [12] and XSL [41 ] w ere in v en ted in 2000 and 2002.

They are b y nature v ery similar to the F 4=F5 algorithms of F augere,

but seem to b e somewhat slo w er (see [38, 42 ]).

� Zh uang-Zi Algorithms

In [31 ], the author used results from Kipnis and Shamir (that are pre-

sen ted in c hapter 3) to transfom a system of m ultiv ariate p olynomials

o v er a small �nite �eld in to a sparse univ ariate p olynomial o v er a big

extension �eld. In some sp ecial cases, the p olynomial has a sp ecial

shap e, whic h mak es it easy to solv e.

� Resultan t Algorithms

In [52], the authors prop ose to use resultan t computations to solv e

system of m ultiv ariates p olynomial equations. They also sho w some

exp erimen ts (with less than a dozen v ariables) where their metho d is

faster than F 4. Nev ertheless, it is unclear if their metho d can b e of

an y help in cryptograph y .

� SA T Solv er Algorithms

The authors of [24], inspired b y the reduction b et w een the MQ and

the 3-SA T , transform the p olynomial system in a SA T instance on

whic h they apply kno wn SA T -solv er algorithms.

This metho d seems somewhat �exotic�, but the authors claim that it is

e�cien t (esp ecially for sparse systems).

1.4.3 General Construction

The (hard) problem has b een presen ted. No w, the question is: ho w to mak e

a cryptosystem out of it ?



Ho w to build a cryptosystem

A hard problem is not enough to build cryptographic primitiv es.

In addition, one m ust em b ed a trap do or that allo ws to solv e the hard pro-

blem using secret information.

An y one p ossessing the trap do or can solv e the instance of the problem. On

the other hand, without it, the problem m ust remain hard to solv e.

Note that b y using instances on whic h a trap do or is em b edded, w e ma y

exclude other instances of the problem. The problem migh t not remains NP-

hard on the trap do or em b edded instances. Th us, the di�cult y of solving in

practice, the problem on these instances, without the trap do or, can only b e

assumed.

In our case the hard problem is MQ . Let us write the set of p olynomials

Pi as a function S suc h that :

S : Fqn �! Fqn

(x01; � � � ; x0n ) �! (P1(x01; � � � ; x0n ); � � � ; (Pn (x01; � � � ; x0n ))

The most ob vious trap do or w ould b e a (secret) w a y to in v ert the function

S.

First, supp ose that one kno ws ho w to create instances in whic h this trap-

do or is em b edded.

A cryptosystem can b e de�ned the follo wing w a y:

Public Priv ate

Fq; n

S

8
><

>:

P1(x1; � � � ; xn )
.

.

.

Pn (x1; � � � ; xn )

A w a y to in v ert the function S

Encryption

L et �m = ( m1; � � � ; mn ) 2 (Fq)n
b e the plaintext.

The ciphertext is

�c = ( c1; � � � ; cn ) = ( P1(m1; � � � ; mn ); � � � ; Pn (m1; � � � ; mn )) = S( �m) .

Decryption

�m = ( m1; � � � ; mn ) = S� 1(�c) .
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R emarks.

� If the system S is one to one, the encryption and decryption w ork.

Moreo v er, an attac k er who w an ts to decrypt a ciphertext without the

secret k ey has to solv e an instance of the MQ problem.

� The public k ey size is O(n2) b ecause the Pi 's are quadratic.

� Increasing the total degree d of the p olynomials migh t mak e the MQ
problem harder to solv e in practice. Ho w ev er if d = 2 the problem

is already in tractable for small v alues of n . Th us one tak es d = 2 to

minimize the size of the public k ey .

The T rap do or

It is easy to design in v ertible quadratic functions S
0

whic h do not ha v e a

trap do or. W e will see sev eral examples in this thesis.

The problem is : ho w to em b ed the trap do or ?

In m ultiv ariate cryptograph y the metho d is alw a ys the same :

1. Cho ose an easily in v ertible quadratic system of equations. This system

will b e public, an y one is able to in v ert it.

2. Apply a linear transformation to the v ariables of this quadratic system,

and k eep this transformation secret.

Publish the resulting quadratic system of equations as the public k ey .

Kno wing the public k ey do es not enable us to reco v er the original easily

in v ertible system of p olynomials, unless the secret linear transformation is

also kno wn.

Designers of the sc heme hop e that the only w a y to in v ert the public sys-

tem of p olynomials is b y �nding the linear transformation, b ecause without

kno wing it, the quadratic system seems �random� and solving the MQ pro-

blem on �random instance� is a v ery hard task in practice.



Generic construction of the k ey pair

�x = ( x1; � � � ; xn )

�x
0
= A�x linear with matrix A (Priv ate)

�x
0

= (
P n

j =1 a1j x j ; � � � ;
P n

j =1 anj x j )
+

�x
00

= S
0
(�x

0
) nonlinear in v ertible (Public)

�x
00

= (
P n

i;j =1 r1ij x i x j ; � � � ;
P n

j =1 rnj x i x j ) e.g. quadratic

+

�y = B �x
00

linear with matrix B (Priv ate)

�y = ( y1 =
P n

i;j =1 s1ij x i x j ; � � � ; yn =
P n

j =1 snj x i x j )
+

S

8
<

:

y1 = P1(x1; � � � ; xn)
.

.

. Public
yn = Pn(x1; � � � ; xn)

This means S(x) =
P n

i =1 yi � i

Abbildung 1.1: Generic Construction of a Multiv ariate Cryptosystems

In the follo wing w e explain wh y t w o matrices are to b e used:

� Supp ose that someone constructs the public k ey using only the linear

transformation B but not A . In this case it is easy to reco v er the (pri-

v ate) matrix B = ( bi;j )1� i;j � n .

Starting from an y plain text w e compute the corresp onding ciphertext

with the help of the public k ey . Because the function S
0

is public, eac h

plain text/ciphertext pair leads to linear equations in the bi;j 's. F rom

su�cien tly man y suc h pairs (and equations) the bi;j 's can b e reco v ered.

� If the public k ey w as build without B , the same metho d as in the last

paragraph enables us to reco v er the priv ate k ey A .

Notice that an attac k er who kno ws one of the t w o matrices, can compute

the second with this tec hnique.
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General Construction of a Multiv ariate Cryptosystem

The next frames sho w the general construction of a m ultiv ariate cyptosystem.

Note that S
0

is not sp eci�ed b ecause it is the comp onen t whic h will c hange

from one particular cryptosystem to another.

Keys of the cryptosystem

Public Private

n; q 2 N , Matrices A; B 2 M n (Fq)
S

0
quadratic (in v ertible), nonsingular

S

8
><

>:

P1(x1; � � � ; xn )
.

.

.

Pn (x1; � � � ; xn )

Encryption/Decryption:

Encryption

L et �m = ( m1; � � � ; mn ) 2 (Fq)n
b e the plaintext.

The ciphertext is

�c = ( c1; � � � ; cn ) = ( P1(m1; � � � ; mn ); � � � ; Pn (m1; � � � ; mn )) = S( �m) .

De cryption

�m = ( m1; � � � ; mn ) = A � 1 �S0� 1B � 1�c.

These frames sho w the general w a y to create m ultiv ariate cryptosystems.

The cryptosystem of Imai and Matsumoto [28 ] in the next c hapter follo ws

this general approac h.

On the other hand, some systems whic h will later b e presen ted in this thesis,

suc h as 2R or the SFLASH signature sc heme, are tin y v ariations of this

general sc heme.

General Remarks on Multiv ariate Sc heme



� Dep ending on the sp eci�c system the �eld Fq will t ypically ha v e 2 to

100 elemen ts, whereas the v alue of n is b et w een a few dozens and up

to 200.

� Encryption consists only of computing the image of a v ector of (Fq)n
via

the system of quadratic p olynomials o v er Fq. Since only small n um b ers

are used, and the computation is v ery fast. These computations are also

w ell suited for implemen tation on (v ery) lo w-w eigh t devices.

� Decryption sp eed dep ends on the time required to in v ert the public

quadratic in v ertible system. F or some systems it is done v ery fast, but

for others it can b ecome quite slo w.

� The public k ey is the system of quadratic p olynomials and has size

O(n3) , whereas the priv ate k ey ( A and B ) is in O(n2) . Theoretically

it is w orse than RSA for whic h the k eylength is O(log(N )) . Keep in

mind that in practice n is a few bits long whereas in RSA the public

mo dulus N is thousand bits long.

� Signature sc hemes can b e pro duced in the same w a y . Let the signature

�s of a message �m corresp ond to the decryption of �m . T o v erify the

v alidit y of �s one tests if S(�s) = �m .

� An y attac k succeeds in a giv en amoun t of time whic h is a function of

the length of the public k ey parameters.

In general the length of one of those parameters pla ys a dominen t role

in the running time of the attac k, increasing it sligh tly substan tially

increases the running time of the attac ks.

This parameter is called a securit y parameter, it is the one whic h is

enlarge in order to increase the w orkload of the attac ks.

Minimal size of n when no sp eci�c attac ks are kno wn

T w o attac ks can break the cryptosystem presen ted ab o v e : either via solving

the MQ problem or b y doing an exhaustiv e searc h. The securit y parameter

n has to b e large enough to prev en t these attac ks.

A ttac k via MQ solv er.

This attac k tries to solv e the quadratic system giv en b y the public k ey . ie

giv en a ciphertext, to reco v er the plain text as a solution of a set of quadratic

equations o v er Fq.

In 1.4.2, di�eren t metho ds to solv e systems of quadratic p olynomials (o v er a

�nite �eld) w ere listed. Amongs the most e�cien t seems to b e the Gröbner

basis metho d. But un til the breakthrough of F augere in 2002 [20 ], Gröbner
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basis algorithms w ere only capable of solving systems with v ery lo w n um b er

of equations and unkno wns. Hence this attac k w as not a threat, and n w as

rather c hosen to resist brute force attac ks.

Brute F orce A ttac k/Exhaustiv e Searc h

Giv en a ciphertext, brute force attac ks consist in exhausting all plain texts,

encrypt them, and c hec k w ether it leads to the giv en ciphertext. Ob viously ,

there are qn
p ossible plain texts, hence n has to b e c hosen so that qn

trials

are out of reac h b y computers.

2

2

Brute force attac k can b e applied on the k ey as w ell, but here the n um b er of trials

with regards to the k ey w ould b e 2qn 2
so it is less e�cien t than an exhaustiv e searc h of

the plain text.



2
The Imai-Matsumoto Cryptosystem

W e presen t the Imai-Matsumoto sc heme, the �rst m ultiv ariate cryptosys-

tem, whic h w as published in 1986 in [28 ] (along with 2 other sc hemes that

w e w on't discuss in this thesis).

Apart from b eing of historical in terest, the Imai-Matsumoto cryptosystem

is the basis up on whic h w ere constructed the 2R and HFE cryptosystems.

Understanding this cryp otsystem is a �rst step to w ard the understanding of

the other sc hemes, whic h are the topic the follo wing c hapters.

First a simpli�ed v ersion of the sc heme will b e presen ted (as in [36]),

then its cryptanalysis due to P atarin [45]. Afterw ards, w e will describ e the

general sc heme and ho w P atarin's cryptanalysis naturally adapts to it.

The cryptanalysis consists in �nding hidden linear relations b et w een the

plain text and the ciphertext. T ransforming the non linear problem p osed b y

the public k ey to a linear one is �the w a y� to attac k m ultiv ariate sc hemes.

In this thesis, all the attac ks are di�eren t tec hniques to ac hiev e this goal.

The Imai-Matsumoto cryptosystem strictly follo ws the general construc-

tion presen ted in the last c hapter. Th us only the (in v ertible quadratic) func-

tion S
0

has to b e de�ned.

In the follo wing, S
0

will b e giv en as a function o v er the �eld Fqn
(instead of

the v ector space (Fq)n
). Th us, b efore discussing the Imai-Matsumoto sc heme,

w e shall men tion some notations and basic facts from �nite �eld theory .

2.0.4 Notations and Mathematical Bac kground

� K = Fqn
denotes the �eld with qn

elemen ts, where q is a prime p o w er.

� (� 1; � � � ; � n ) denotes a basis of the Fq -v ector space K = Fqn
.

W e use for the elemen ts of K = Fqn
the notations for v ector spaces as

w ell as those for �nite �elds.
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� W e denote x = x1� 1 + � � � + xn � n 2 K and �x = ( x1; � � � ; xn ) 2 (Fq)n
.

W e will often mo v e from �eld notations to v ector space notations. It is

con v enien t to de�ne a function for this purp ose.

Giv en a basis (� 1; � � � ; � n ) of Fqn
(as Fq-v ector space), let � b e the follo wing

group isomorphism :

� : (Fq)n �! Fqn

�x = ( x1; x2; � � � ; xn ) �! x = x1� 1 + � � � + xn � n

The follo wing lemmas are used in the construction of S
0

.

Lemma 1 F or al l a; b in Fqn
, and i 2 [0; n � 1]: (a + b)qi

= aqi
+ bqi

.

Lemma 2 F or al l x in Fq , xq = x holds.

2.0.5 The Quadratic Bijection S
0

Imai and Matsumoto c hose the follo wing quadratic function:

S
0

: Fqn �! Fqn

x �! xq� +1 , gcd(q� + 1 ; qn � 1) = 1

Notic e that the c ondition gcd(q� +1 ; qn � 1) = 1 r e quir es that q is a p ower

of 2.

� First let us explain wh y this function leads to a system of n quadratic

p olynomial in n v ariables.

Let x = x1� 1 + � � � + xn � n , x i 2 Fq . W e write S
0
(x) as a linear com bi-

nation of the basis � 1; � � � ; � n whose co e�cien ts are quadratic p olyno-

mials in x1; � � � ; xn . Th us � � 1(x) is a v ector whose n co ordinates are

quadratic p olynomials.

� F rom Lemma 1 and 2: xq�
=

P n
i =1 x i �

q�

i

� Eac h � q�

i is an elemen t of Fqn
,

it exist l1;i ; � � � ; ln;i 2 Fq suc h that � q�

i =
P n

t=0 l t;i � t .

So xq�
= (

P n
k=1 l1;kxk)� 1 + � � � + (

P n
k=1 ln;k xk )� n .

� Hence

xq� +1 = [ x1� 1 + � � � + xn � n ][(
nX

k=1

l1;kxk )� 1 + � � � + (
nX

k=1

ln;k xk )� j ]



xq� +1 =
nX

i;j =1

[x i (
nX

k=1

l j;k xk)]� i � j

No w for ev ery 1 � i; j � n , � i � j is an elemen t of Fn
q , so there

exists r i;j;t 2 Fq suc h that � i � j =
P n

t=1 r i;j;t � t .

xq� +1 =
nX

i;j =1

[x i (
nX

k=1

l j;k xk )](
nX

t=1

r i;j;t � t )

� Whic h leads to the �nal equation:

xq� +1 =
nX

t=1

[
nX

i;k

(
nX

j =1

l j;k r i;j;t )x i xk ]� t

�
�

�
�2.1

xq� +1 =
nX

t=1

Pt (x1; � � � ; xn )� t

�
�

�
�2.2

Th us eac h co ordinate Pt of � � 1S
0
� is a quadratic p olynomial in

x1; � � � ; xn .

� No w w e sho w that S
0

is a bijection.

Since gcd(q� + 1 ; qn � 1) = 1 there exist h; h
0

suc h that h(q� + 1) +
h

0
(qn � 1) = 1 .

Hence (S
0
(x))h = xh(q� +1) = x1� h

0
(qn � 1) = x , holds for x 2 F�

qn , since

jF�
qn j = qn � 1.

2.1 A simpli�ed version of the Imai-Matsumoto Cryp-

tosystem

W e �rst presen t a simpli�ed v ersion of the Imai-Matsumoto sc heme, for whic h

the cryptanalysis is easier to understand.

2.1.1 Pro ducing the k ey pair

1. Cho ose in tegers n; q; � , suc h that q is a p o w er of 2 and gcd (qn � 1; q� + 1) =
1. Construct the �eld Fq = F2l (ie. c ho ose an irreducible univ ariate p o-

lynomial Q of degree l o v er F2 ), then the �eld Fqn
. Cho ose (� 1; � � � ; � n )

a basis of Fqn
(for instance (1; X; X 2; � � � ; X n� 1) ).

Cho ose random matrices A; B 2 M n (Fq) , suc h that det(A) 6= 0 and

det(B ) 6= 0 .
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Compute the l j;k and r i;j;t from equation 2.1.

2. In the last section, the follo wing equation w as established:

S
0
(x) = xq� +1 =

nX

t=1

[
nX

i;k

(
nX

j =1

mj;k r i;j;t )x i xk ]� t

Ho w ev er, in the cryptosystem, the public k ey is B� � 1[S
0
(� (A �x))] .

Using the last equation :

B� (� � 1(A �x))q� +1 = (
P n

t=1 bl;t [
P n

u;v=1 (
P n

i;k ai;u ak;v (
P n

j =1 mj;k r i;j;t ))xuxv ])1� l � n

w e get the n formal p olynomials:

(
nX

t;u;v;i;j;k =1

bl;t ai;u ak;v mj;k r i;j;t xuxv)1� l � n = ( Pl (x1; � � � ; xn ))1� l � n

�
�

�
�2.3

3. Ev en tually , replacing ai;j ; bi;j ; r i;j;t ; mi;j with their c hosen v alues giv es

rise to the public k ey .

R emark.

Note that the equation 2.3 is established once and for all, the only

computations required when one w an ts to pro duce a new k ey pair, is

to c ho ose the new ai;j ; bi;j ; r i;j;t ; mi;j v alues.

2.1.2 Using the cryptosystem.

Encrypting a plain text �m
�m = ( m1; � � � ; mn ) with mi 2 Fq .

In the public k ey , replace the x i with mi to obtain a ciphertext v ector

�c = ( P1(m1; � � � ; mn ); � � � ; Pn (m1; � � � ; mn )) 2 (Fq)n
.

Decrypting a ciphertext �c
�c = ( c1; � � � ; cn ) with ci 2 Fq.

Compute

�c0 = B � 1�c.

Compute m
0

= c
0h

2 Fqn
.

The exp onent h is the inverse of q� + 1 in Zqn � 1 . cf, last p ar agr aph.

Compute �m = A � 1 �m0
.



2.2 Cryptanalysis of the (simpli�ed version of ) Imai-

Matsumoto Cryptosystem

P atarin [45] found a w eakness in the quadratic function S
0

. Indeed, he found

out that the plain text/ciphertext pairs satisfy not only the quadratic equa-

tions giv en b y the public k ey , but also some linear equations.

Once these linear relations (b et w een eac h plain text and its corresp onding

ciphertext) are kno wn, they can b e used to reduce the searc h space of the

p ossible plain text during a brute force attac k of a giv en ciphertext.

2.2.1 General Strategy

In the sc heme, the plain text �m = ( m1; � � � ; mn ) and ciphertext �c = ( c1; � � � ; cn )
satisfy the follo wing equation:

�c = B� � 1[� (A �m)]
q� +1

W e in tro duce some con v enien t notations.

Let cB = � (B � 1�c) 2 Fqn
b e the new �ciphertext� and m A = � (A �m) =

mA 1� 1 + � � � + mA n � n 2 Fqn
b e the new �plain text�.

cB = m A
q� +1

�
�

�
�2.4

Note that the left p art of e quation 2.4 is line ar in the ci 's

1

, and the right

p art is quadr atic in the mi 's (as a pr o duct of two line ar tr ansformations).

P atarin's tric k is to linearize equation 2.4 b y shifting one of the linear

transformations in the mi 's to the left hand side of the equation.

Indeed, let us raise equation 2.4 to the (q� � 1)-th p o w er :

cB
q� � 1 = m A

q2� � 1

No w m ultiply b oth sides with cB m A :

m A cB
q�

= m A
q2�

cB

�
�

�
�2.5

� � 1(m A
q2�

) is linear in the (mA ) i 's. Hence (mA 1� 1 + � � � + mA n � n )q2�
=

mA 1� q2�

1 + � � � mA n � q2�

n and � q2�

i =
P n

k=1 r l;k � k .

It follo ws that m A
q2�

=
P n

k=1 (
P n

i =1 mA i r i;k )� k .

Eac h mA i is linear in the mi , so � � 1(m A
q2�

) is also linear in the mi 's.

The same argumen t applies to � � 1(cB
q�

) .

Th us b oth sides of equation 2.5 are linear in b oth the mi 's and the ci 's.

1

W e consider the v ectorized v ersion of this equation
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Hence, there exist co e�cien ts � i;j;k 2 Fq suc h that for ev ery plain-

text/ciphertext pair :

P
1� i<j � n � i;j;k mi cj = 0 81 � k � n

�
�

�
�2.6

A t the b eginning, these n3
co e�cien ts � i;j;k are not kno wn, but an y one

can use the public k ey and generate for a c hosen plain text �m = ( m1; � � � ; mn )
the corresp onding ciphertext �c = ( c1; � � � ; cn ) . Eq. 2.6 m ust hold for all �m=�c
pairs. Th us, if one compute man y suc h pairs, the � i;j;k can then b e found

using the Gaussian algorithm.

Ev en tually , w e get the v ectors (� 1;1;k ; � � � ; � n;n;k ) . Note that the n um b er of

these indep enden t v ectors is unkno wn.

Indeed, sev eral equations of 2.6 can b ecome linearly dep endan t, for a sp e-

ci�c plain text/ciphertext pair, this tends to decrease the n um b er of linear

indep enden t equations.

Let L b e the n um b er of linear indep endan t v ectors (� 1;1;k ; � � � ; � n;n;k )
found b y the Gaussian algorithm.

Kno wing the (� 1;1;k ; � � � ; � n;n;k )1� k� L means kno wing linear relations

b et w een an y ciphertext and its corresp onding plain text. Th us, giv en a ci-

phertext, replacing its v alue in eq. 2.6 leads to a linear system, whic h the

plain text m ust satisfy .

Note that this system ma y ha v e less than L linearly indep enden t equations.

Because, when replacing the ci , some of the equations ma y b ecome linearly

dep endan t. Let � �c denote the n um b er of linear indep enden t equations from

eq. 2.6 for the ciphertext �c.

Ev en tually , one �nds the plain text accordingly:

� Construct a basis of the k ernel of the matrix from eq. 2.6.

� Searc h the plain text in this k ernel. Do an exhaustiv e searc h among the

qn� � �c
elemen ts of the k ernel.

The running time of this attac k dep ends on the running time of the

exhaustiv e searc h. So our next goal is to in v estigate ho w close to n can � �c

b e.

2.2.2 Ev aluating � �c

Recall that, giv en a ciphertext �c, the size of the k ernel n � � �c corresp onds to

the n um b er of di�eren t plain text m i A , for whic h equation 2.5 holds:

m i A cB
q�

= m i
q2�

A cB



Moreo v er, this equation came from raising equation 2.4 ( cB = m A
q� +1

)

to the (q� � 1)-th p o w er, and then m ultipliying with cB m A .

Equation 2.4 corresp onds to the in v ertible quadratic function S
0

, hence for

a giv en ciphertext cB there is unique m A whic h satis�es this equation. So

the di�eren t solutions for m A in equation 2.5 app eared during the pro cess

of raising eq. 2.5 to the (q� � 1)-th p o w er.

Supp ose that for a giv en �ciphertext�, there exist 2 di�eren t �plain texts�

m 0A and m 1A . The follo wing equations hold :

cB
q � � 1 = m 0A

(q� � 1)(q� +1)

cB
q � � 1 = m 1A

(q� � 1)(q� +1)

Therefore :

m 0A
(q� � 1)(q� +1) = m 1A

(q� � 1)(q� +1)
�
�

�
�2.7

R e c al l that � satis�es gcd(q� + 1 ; qn � 1) = 1 , so ther e exists h; h
0

such that

h(q� + 1) + h
0
(qn � 1) = 1 .

Raising equation 2.8 to the p o w er h leads to :

m 0A
(q� � 1) = m 1A

(q� � 1)

can b e rewritten as:

�
m 0A

m 1A

� (q� � 1)

= 1
�
�

�
�2.8

Hence for ev ery t w o p ossible �plain texts� from equation 2.8, the quotien t

of those t w o �plain texts� m ust b e a (q� � 1) ro ot of unit y in Fqn
.

Th us �nding the maxim um n um b er of (q� � 1) -ro ot of unit y in Fqn
leads

to the maxim um n um b er of solutions of eq. 2.8 and to an upp er b ound for

n � � �c .

The next theorem is classical, a pro of can b e found in [36 ].

Theorem 2.2.1 Ther e ar e gcd(q� � 1; qn � 1) (q� � 1) -r o ot of unity in Fqn
.

Mor e over gcd(q� � 1; qn � 1) = qt � 1, wher e t = gcd(�; n ) .

The theorem pro v es that there are (at most) qgcd(�;n ) � 1 p ossible (non-

trivial) plain text solutions to the equation 2.5. So n � � �c � gcd(�; n ) .
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No w the question is : What is the biggest p ossible v alue for gcd(�; n ) ?

Lemma 3 n � � �c � n
3 and ther e exists �c such that n � � �c = n

3 .

Pro of.

� gcd(�; n ) = n is not p ossible.

Otherwise � = kn ( k 2 Z ) and then 8x , xq�
= x (b ecause (F�

qn ; � ) has

order qn � 1). So S
0
(x) = xq� +1 = x2

.

Moreo v er q is a p o w er of 2, so Fq has c haracteristic 2, th us S
0
(x) = x2

is a linear function, whic h is imp ossible.

� gcd(�; n ) = n
2 is not p ossible.

Otherwise � = k2n + n
2 for k2 2 Z .

Let d = gcd(q� + 1 ; qn � 1) = gcd(qk2 n+ n
2 + 1 ; qn � 1).

F or all k 2 Z , d = gcd(qk2n+ n
2 + 1 � k(qn � 1); qn � 1).

Setting k = q(k2 � 1)n+ n
2

leads to d = gcd(q(k2 � 1)n+ n
2 + 1 ; qn � 1).

Then setting k = ( k2 � 2)n + n
2 leads to d = gcd(q(k2 � 2)n+ n

2 +1 ; qn � 1).

Rep eating this pro cess w e get d = gcd(q
n
2 + 1 ; qn � 1).

T o conclude, notice that d = gcd(q
n
2 +1 ; (q

n
2 )2 � 1) = gcd(q

n
2 +1 ; (q

n
2 �

1)(q
n
2 +1)) = ( q

n
2 +1) > 1. But � and n are to b e c hosen so that d = 1

(cf. 2.0.5).

� gcd(�; n ) = n
3 is p ossible.

W e pro v e that if q is ev en and n is an o dd m ultiple of � then gcd(q� +
1; qn � 1) = 1 .

Indeed if n = k� , the same tric k as in the last paragraph giv es :

gcd(q� + 1 ; qn � 1) = gcd(q� + 1 ; (qn � 1) mod (q� + 1)) .

And (qn � 1) mod (q� +1) = ( q� )k � 1 mod (q� +1) = (( q� +1) � 1)k � 1
mod (q� + 1) = ( � 1)k � 1 mod (q� + 1) .

So if k is o dd and q is ev en : gcd(q� + 1 ; qn � 1) = gcd(q� + 1 ; � 2) = 1 .

This means that n and � can b e c hosen in order to satisfy gcd(�; n ) = n
3 .

Conclusion. The last lemma implies that (for an y parameters v alues) gi-

v en a ciphertext, it is p ossible to reco v er the plain text in time at most O(q
n
3 ) .

The previously b est attac k against this sc heme w as exhaustiv e searc h, whic h

runs in time O(qn ) . Th us, to prev en t it, Imai and Matsumoto c hose q; n,

suc h that qn � 280
. In order to prev en t the new attac k, one needs to ha v e

q
n
3 � 280

. Th us the v alues n and q ha v e to b e increased, whic h will mak e the



cryptosystem less e�cien t.

More imp ortan tly , q
n
3

is just an upp er b ound. In practice it is p ossible that

for most of the ciphertexts the v alue n � � �c is actually m uc h smaller than

gcd(�; n ) . F or these reasons the system has to b e considered brok en.

Other A ttac ks. There are other attac ks against this sc heme. In [45 ], the

author describ es another �linearization attac k�, v ery similar to the one pre-

sen ted here. The idea is to �nd another system of equations relating plain text

and ciphertext, whic h are linear in the plain text.

F rom cB = m A
q� +1

, one can get cB
h = m A (remem b er that h is the

in v erse of (q� + 1) mo dulo (qn � 1)). This last equation is linear in the

plain text, as required. But is not exploitable b ecause h is to o big, there are

to o man y terms to �nd during Gaussian reduction.

Indeed, the system obtained from cB
h = m A is :

X

t 1 ; ��� ;t n
t 1+ �+ t n = h

nY

i =1

c0i
t i �

0

t1 ;��� ;tn ;i =
nX

i =1

mi � i

�
�

�
�2.9

The n um b er of unkno wns ( �
0

) to �nd is roughly h � qn
whic h is ob vious-

ly out of reac h.

This direct approac h do esn't w ork. Ho w ev er, in some cases, the n um b er

of unkno wn �
0

ma y b e less. F or instance, if h =
P � log qn

i =0 hi 2i
, hi 2 f 0; 1g

con tains v ery few nonzero hi . Then, cB
h =

Q � log qn

i =0 (cB
2i

)h i
, moreo v er, ev ery

cB
2i

is linear in the �ciphertext�, b ecause Fq has c haracteristic 2. Th us the

�ciphertext� terms app ear in eq. 2.9 only with lo w degree, so the n um b er of

unkno wns �
0

is also lo w.

Note that the metho d w e will use to break the 2R cryptosystem also

breaks the Imai-Matsumoto sc heme. A ctually , it is ev en more p o w erful than

the attac k presen ted here. Hence, it allo ws to �nd the priv ate k eys from the

public ones, whereas P atarin's attac k enables us to decrypt a giv en cipher-

text, eac h time using an exhaustiv e searc h phase.

2.3 The (full) Imai-Matsumoto Cryptosystem

W e will describ e the cryptosystem as it w as presen ted b y its in v en tors in

[28], then w e will explain wh y the attac k on the simpli�ed v ersion w orks also
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on the full v ersion.

T o understand the mo di�cations of the simpli�ed sc heme, whic h lead to

the full v ersion, it is con v enien t to ha v e a lo ok at the generic mo del of �gure

1.1.

The simpli�ed v ersion follo ws the generic mo del. W e refer to the di�eren t

steps of this mo del, in order to explain the t w o mo di�cations whic h lead to

the full Imai-Matsumoto sc heme.

� The �rst mo di�cation o ccurs in step 1 and 3. The linear transformati-

ons A; B are exc hanged for a�nes transformations.

Th us, additionnally to A , a (priv ate) v ector C 2 M n (Fq) has to b e

c hosen. Step 1 b ecomes

�x0 = A �x + C . Step 3 is mo di�ed in the same

w a y (with a priv ate v ector D 2 M n (Fq) ).

� The second mo di�cation tak es place in step 2.

Instead of the transformation S
0
(x) = xq� +1

, whic h tak es place in

an extension of degree n of Fq , w e write n = n1 + � � � + nd and

use the d extensions Fqn 1 ; � � � ; Fqn d . In eac h of these extensions, the

function to b e p erformed is Si
0
(x) = xq� i +1

for a c hosen � i (with

gcd(q� i + 1 ; qn i � 1) = 1 ).

Concretely , the v ector x in Fqn
is split in to d blo c ks of n i comp onen ts.

Eac h of these blo c ks is regarded as an elemen t in Fqn i and transformed

using the quadratic function Si
0

. Once the Si
0

's ha v e b een applied, the

blo c ks are concatenated to form the n -dimensionnal input v ector of

step 3.

The follo wing picture describ es step 2 in the full cryptosystem :

�x
0

= (
nX

j =1

a1j x j

| {z }
x0

1

;
nX

j =1

a1j x j

| {z }
x0

2

; � � � ;
nX

j =1

an1 j x j

| {z }
x0

n 1| {z }
�x �

1 =( x0
1 ;��� ;x0

n p )

; ;
nX

j =1

and� 1 j x j

| {z }
x0

1

; � � � ;
nX

j =1

and j x j

| {z }
x0

n d| {z }
�x �

d =( x0
1 ;��� ;x0

n d
)

)

+ +

S
0

1(x �
1) = x � q� 1 +1

1 o v er Fqn 1 S
0

d (x �
d ) = x � q� d +1

d o v er Fqn d

+ +
n1 Quad. P ol. in x

0

1; � � � ; x
0

n1
n2 Quad. P ol. in x

0

1; � � � ; x
0

nd

+ +
(
P n

i;j =1 r1ij x i x j ; � � � ;
P n

j =1 rn1 j x i x j ) (
P n

i;j =1 rn1 ij x i x j ; � � � ;
P n

i;j =1 rn2 j x i x j )
n1 Quad. P ol in x1; � � � ; xn nd Quad. P ol in x1; � � � ; xn



Commen ts on the Mo di�cations.

The �rst mo di�cation is usual, it o ccurs in man y m ultiv ariates sc hemes.

Indeed, it is normal to think of replacing a linear function b y an a�ne one,

b ecause it can not w orsen the o v erall securit y , and migh t enhance it.

On the other hand, it enlarges the priv ate k ey and, at least in tuitiv ely , do esn't

mak e the problem (on whic h relies the securit y of the sc heme) an y harder.

A ctually , all the attac ks of m ultiv ariate sc hemes w ork against b oth linear

and a�ne v ersions

Concerning the second mo di�cation, it is not clear wh y the authors ha v e

decided to use di�eren t �small� �elds instead of one �big� �eld.

The authors certainly didn't ha v e the generic construction in mind. Ne-

v ertheless, their construction with small �elds seems somewhat �arti�cial�,

whereas it seems v ery natural to w ork in one big �eld.

The authors migh t ha v e though t to enhance the o v erall securit y of the sc he-

me b y in tro ducing other priv ate parameters (the n i ; � i ), whic h �certainly�

w ould ha v e to b e found in order to break the system. Ov erall, it is dubious

to add a �la y er� of securit y , whic h has nothing to do with the hard problem

the cryptosystem is relying on.

2.4 Crp ytanalysis of the (full) Imai-Matsumoto Cryp-

tosystem

The attac k of 2.2 w orks for the full v ersion as w ell.

Indeed, the v alue m A (resp. cB ) from section 2.2.1 no w satis�es m A =
� (A �m + C) (resp. cB = � (B � 1(�c � D )) ). So it is still linear in the plain text

(resp. the ciphertext), but with additional constan t terms.

Instead of ha ving the single equation 2.5 o v er the �big� �eld Fqn
, w e ha v e

no w p equations:

m �
A i

c�
B i

q� i = m �
A i

q2� i c�
B i

2 Fqn i for all i , 1 � i � d

where

�m�
A i

= ( mA n i +1 ; � � � ; mA n i +1
) and

�c�
B i

= ( mB n i +1 ; � � � ; mB n i +1
) .

Th us for all i 2 [1; p], the last equation giv es rise to n i equations of the

same form as equation 2.6, plus some additional linear and constan t v alues:

X

1� k<l � n

� k;l;r mkcl +
X

1� k� n


 k;r mk+
X

1� k� n

� k;r ck+ dr = 0 8r , n i + 1 � r � n i +1
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These equations can b e found in the v ery same w a y as equations 2.6.

Therefor the attac k is exactly the same as the one against the simpli�ed

sc heme.



3
The HFE Cryptosystem

One y ear afer breaking the Imai-Matsumoto cryptosystem, P atarin dev elop-

p ed sev eral v arian ts [46, 44] imm une against the latter attac k.

The most straigh tforw ard v arian t is to c hange the exp onen t in the qua-

dratic function S
0

. This led to the so-called Dragon sc hemes, whic h w ere

quic kly and clev erly cryptanalysed b y Copp ersmith and P atarin.

Another v arian t, or rather generalisation, is the so-called HFE ( H idden

F ield E quation) sc heme [46 ]. This cryptosystem attracted considerable at-

ten tion within the comm unit y .

In this c hapter, HFE is presen ted in detail, follo w ed b y a failed attac k

b y Kipnis and Shamir [35]. Our cryptanalysis of the 2R sc heme strongly

relies on the ideas dev elopp ed in this attac k. Note also that the signature

v ersion of HFE , named QUAR TZ , is a v ery attractiv e and (still) secure

sc heme in the �eld.

3.1 HFE: Ho w do es it w o rk ?

Lik e the Imai-Matsumoto sc heme, HFE follo ws the generic construction of

�gure 1.1. Th us only the quadratic in v ertible function S
0

has to b e giv en.

Let q b e a prime p o w er, Fqn
is the �nite �eld with qn

elemen ts. (� 1; � � � ; � n )
is a basis of Fqn

seen as a Fq-v ector space.
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3.1.1 The function S
0

S
0

: Fqn �! Fqn

x �!
P

i;j u i ;j xq� i;j + q� i;j +
P

i v i xq� i + w0

with q� i;j + q� i;j ; q� i � d

Remarks.

� S
0

con tains a sum of sev eral quadratic terms (instead of a single one

in Imai-Matsumoto). This protects HFE against the attac k describ ed

in the last c hapter.

� Unlik e the Imai-Matsumoto's sc heme, the function S
0

is not alw a ys a

p erm utation of Fqn
. Ho w ev er, the function S

0
is surjectiv e on the set

corresp onding to the encrypted plain texts.

� Let p b e a p olynomial of degree d (o v er Fqn
) and let y b e an elemen t of

Fqn
, there exist p olynomial time algorithms (in d; logqn

) whic h com-

pute x , suc h that p(x) = y . The most famous one is probably Berle-

k amp's algorithm whose complexit y is of O(nd logd logq) op erations in

the �eld. The asymptotically fastest algorithm is due to V on Zur Ga-

then and Shoup [33 ] with complexit y O(d2 + d logqn )(log d)O(1)
�eld

op erations.

In practice, if d is v ery small, the algorithm �nds the preimages v ery

quic kly . Ho w ev er, if the p olynomial is �randomly c hosen�, the degree d
of the p olynomials is around qn

. F or suc h a p olynomial the algorithms

previously men tioned need more than O(qn ) �eld op erations, whic h is

out of reac h

1

.

� In the generic construction S
0

is public. In HFE , it is not clear whether

or not the quadratic function should b e publicly a v ailable, or part of

the secret k ey .

In the o�cial draft, the authors suggested to k eep S
0

secret b ecause

one do es not �need� it to p erform encryption. On the other hand, the

sc heme is supp osed to rely on the MQ problem. It w ould b e b etter to

assume that the p olynomial S
0

is kno wn to the attac k ers, b ecause the

securit y �should� not rely on an y other problem than MQ .

1

Recall that qn
m ust b e c hosen to prev en t exhaustiv e searc h attac ks, so qn � 280

.



3.1.2 HFE: A complete description

W e giv e the complete description of HFE , in the framew ork w e devised in

the c hapter 1.

Keys of the cryptosystem

Public Private

n; q 2 N , Matrices A; B 2 M n (Fq)
nonsingular

S

8
><

>:

P1(x1; � � � ; xn )
.

.

.

Pn (x1; � � � ; xn )

S
0
(x) =

P
i;j u i ;j xq� i;j + q� i;j +

P
i v i xq� i + w0

with q� i;j + q� i;j ; q� i � d

Encryption/Decryption:

Encryption

L et �m = ( m1; � � � ; mn ) 2 (Fq)n
b e the plaintext.

The ciphertext is

�c = ( c1; � � � ; cn ) = ( P1(m1; � � � ; mn ); � � � ; Pn (m1; � � � ; mn )) = S( �m) .

De cryption

�m = ( m1; � � � ; mn ) = A � 1� � 1S
0� 1

�B � 1�c.

Practical Asp ects.

As noticed ab o v e, the computation of a preimage of a p olynomial (de�-

ned o v er a �nite �eld) is not a hard task, as long as the degree d is lo w.

In practice, 2 questions arise :

1. First, the quadratic function is randomly c hosen, so it ma y not b e a

p erm utation. An image ma y ha v e sev eral preimages. In this case, to
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decrypt, one has to compute all the preimages, and see whic h of the

corresp onding plain texts mak e sense.

A ccording to the authors, in practice there will alw a ys b e at most 2 or

3 preimages.

2. The second question is : �ho w fast can w e compute the preimage in

practice ?�. T o answ er this, w e need practical b enc hmarks to ha v e an

idea of the computational time needed to decrypt in �real life�.

The follo wing table is tak en from [29 ], it sho ws the computational time

to reco v er a preimage, dep ending on the degree �d� of the p olynomial

and the size of the �eld. It w as obtained using the NTL library of Vic-

tor Shoup [50 ] (here q = 2 ):

(n; d) (80; 129) (80; 257) (80; 513) (128; 129) (128; 257)
NTL (CPU time) 0:6 sec 2:5 sec 6:4 sec 1:25 sec 3:1 sec

Notice that if the degree is around 100, then decryption is �relativ ely�

e�cien t, although less e�cien t than RSA. The �rst c hallenge prop osed

b y P atarin (and brok en b y F augere in 2003) w as q = 2 , n = 80 and

r = 96 .

An e�ciency dra wbac k app ears. Unlik e the Imai-Matsumoto crypto-

system, HFE is clearly less e�cien t than RSA for decryption. Nev ert-

heless, the encryption sta ys m uc h faster, and in man y smart card app-

lications, only encryption is done on the smart card, while decryption

is done b y a �normal� computer. Th us, despite the w eak p erformances

of decryption, HFE is still v ery attractiv e, b ecause more �smart card

friendly� than RSA.

3. P atarin prop osed a padding sc heme [46 ] whic h enables the decrypter

to kno w (automatically) whic h pre-image of S
0

leads to the original

plain text. Ho w ev er, w e will not detail padding sc hemes here b ecause

the attac k in the next section w orks whether padding is used or not.

3.2 The A ttack of Kipnis and Shamir

In 1999, Kipnis and Shamir [35 ] found an attac k against HFE .

A clev er rewriting pro cess com bined with a heuristical linearization tec hni-

que allo ws to �nd the priv ate k ey from the public one.



P atarin replied in a revised v ersion of [46 ] that the attac k w as not fatal.

On the one hand, one can c ho ose the parameters so that the attac k b ecomes

exp onen tial time. On the other hand, their attac k w as not able, in practice,

to break HFE with �reasonable parameters (length)� (quote from [46]).

Surprisingly , in 2007, Jiang et al. [51] found a �a w in the analysis of the

attac k. It app ears that nob o dy sa w a problem in the metho d used b y Kipnis

and Shamir, whic h mak es their attac k run in exp onen tial time.

Ho w ev er, in the mean time, the �rst HFE c hallenge had b een solv ed with

the Gröbner basis algorithm of F augere and Joux [29 ]. Later, the same aut-

hors presen ted heuristic argumen ts wh y the Gröbner basis algorithm should

run m uc h faster on HFE instances than in general [37 ].

Curren tly , it is not kno wn ho w to c hange the parameters size, to get se-

curit y against impro v ed Gröbner basis algorithms. The consequence is that

v ery few p eople still ha v e con�dence in the securit y of this sc heme.

The Kipnis-Shamir attac k presen ted in this c hapter ma y not break HFE .

Ho w ev er, it sev erely w eak ens m ultiv ariate cryptograph y in general. Indeed,

it shifts the di�cult y of breaking the m ultiv ariate sc hemes from the MQ

problem, to problems whic h are in man y sc hemes m uc h easier to solv e. This

is what will happ en to the 2R sc hemes.

3.2.1 Description of the attac k

The attac k pro ceeds in t w o steps. The �rst one is a rewriting phase whic h

sheds new ligh t on the MQ problem. Indeed, one pro v es that a system of

p olynomial equations in n v ariables o v er Fq is �equiv alen t� to a single univ a-

riate p olynomial (of a sp ecial form) in an extension of degree n of Fq.

In a second step, w e lo ok at HFE in this framew ork. W e notice that the

condition on S
0

to ha v e a lo w degree, translates in to a system of quadratic

equations where the priv ate k ey parameters are the unkno wns.

The last phase is to use a linearization tec hnique to �nd the solution of this

system.

The imp ortan t p oin t is that, in this new quadratic system, there are man y

more equations than unkno wns. Suc h a system is often called �o v erde�ned�

and is m uc h easier to solv e than MQ instances, in whic h there are as man y

equations as unkno wns.
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A small c hange (in HFE) to simplify the analysis of the attac k

F or clarit y reasons, w e �rst assume that the function S
0

do es not con tain

linear and constan t terms. Hence, from no w on :

S
0
(x) =

P
i;j u i ;j xq� i;j + q� i;j

It is the quadratic part of S
0

whic h mak es the MQ problem di�cult.

In tuitiv ely , the linear and constan t part neither decrease nor increase the

o v erall securit y . An yw a y , the attac k applies, whether linear and constan t

terms are used or not.

3.2.2 First Step: Changing the F ramew ork

F rom the b eginning of this thesis, in the description of the cryptosystems, w e

alternate b et w een transformations on elemen ts of (Fq)n
and transformations

in Fqn
. This use of di�eren t framew orks mak es it di�cult to analyse and to

attac k the cryptosystems.

Kipnis and Shamir sho w ed that HFE can b e describ ed in a uni�ed frame-

w ork, where all the transformations o ccur in Fqn
.

The next t w o theorems are tak en directly from [35].

Theorem 3.2.1 (Kipnis, Shamir 99) L et M b e a line ar mapping fr om n -

tuples to n -tuples of values in Fq . Then ther e ar e c o e�cients a1; � � � ; an in

Fqn
such that for any two n -tuples over Fq, (x1; � � � ; xn ) (which r epr esents

x =
P n� 1

i =0 x i � i in Fqn
) and (y1; � � � ; yn ) (which r epr esents y =

P n� 1
i =0 yi � i in

Fqn
), (y1; � � � ; yn ) = M (x1; � � � ; xn ) if and only if y =

P n
i =1 ai xqi

.

Pro of

It is w ell kno wn that F(x) = xqi
is an Fq-linear function in Fqn

(seen as

a Fq -v ector space). Hence, ev ery p olynomial P(x) =
P n� 1

i =0 ai xqi
2 Fqn [X ] is

also a Fq� linear.

It follo ws that there exists a matrix M in M n (Fq) suc h that for an y t w o

n -tuples (o v er Fq ) (x1; � � � ; xn ) (to whic h corresp onds x =
P n

i =1 x i � i in Fqn
)

and (y1; � � � ; yn ) (to whic h corresp onds y =
P n

i =1 yi � i in Fqn
), (y1; � � � ; yn ) =

M (x1; � � � ; xn ) if y =
P n

i =1 ai xqi
.

This means that eac h p olynomial of the latter form is �equiv alen t� to a

sp eci�c matrix, moreo v er distinct p olynomials lead to distinct matrices.

There are qn2
suc h p olynomials and qn2

di�eren t matrices, th us there is a

bijection b et w een the p olynomial

P n� 1
i =0 ai xqi

and matrices in M n (Fq) .

R emark. Giv en a linear mapping M = ( mi;j )1� i;j � n , w e can �nd the

co e�cien ts ai in time roughly O(n5) .



Let � � 1ai = ( ai; 1; � � � ; ai;n ) 2 Fn
q , then :

� (
n� 1X

i =0

ai xqi
) =

0

B
@

P1((ai;j )1� i;j � n ; (x i )1� i � n )
.

.

.

Pn ((ai;j )1� i;j � n ; (x i )1� i � n )

1

C
A =

0

B
@

P n
i =1 m1;j x j

.

.

.P n
i =1 mn;j x j

1

C
A

Where the Pi 's are linear p olynomial in b oth the ai;j 's and the x i 's. W e

lo ok at the Pi 's as p olynomials with only the x i 's as unkno wn, w e group

the x i 's terms together, this leads for eac h Pi to n linear equations b et w een

the mi;j 's and the ai;j 's. Using linear algebra algorithms w e reco v er the ai;j 's.

No w, w e can state an ev en stronger result. Indeed, using the previous

theorem, one can sho w that an y system of n equations in n v ariables o v er

Fq, has an �equiv alen t� p olynomial in Fqn [X ] of a sp ecial shap e.

The pro of of the next theorem also pro vides a metho d for building suc h

an �equiv alen t� p olynomial (in Fqn [X ]).

Theorem 3.2.2 (Kipnis, Shamir 99) L et P1(x1; � � � ; xn ); � � � ; Pn (x1; � � � ; xn )
b e any set of n multivariate p olynomials in n variables over Fq . Then, ther e

ar e c o e�cients a1; � � � ; aqn
in Fqn

such that for any two n tuples (x1; � � � ; xn )
and (y1; � � � ; yn ) in (Fq)n

, yj = Pj (x1; � � � ; xn ) for al l 1 � j � n if and only

if y =
P qn

i =1 ai x i
(wher e x =

P n� 1
i =0 x i � i and y =

P n
i =1 yi � i ar e the elements

of Fqn
which c orr esp ond to the two ve ctors over Fq ).

Pro of The mapping � 1;i : (x1; � � � ; xn ) ! (x i ; 0; � � � ; 0) is Fq-linear.

Th us, the �rst theorem sho ws that there exists a p olynomial P1;i 2 Fqn [X ]
so that P1;i (x) = � 1;i (�x) 2

.

T o represen t the mapping (x1; � � � ; xn ) ! (
Q k

i =1 xci
i ; 0; � � � ; 0) w e m ultiply

the p olynomials P1;i corresp onding to eac h linear transformation.

The p olynomial corresp onding to the follo wing mapping, (x1; � � � ; xn ) !

(0; � � � ; 0;
kY

i =1

xci
i

| {z }
jthcomponent

; 0; � � � ; 0) is simply the pro duct of all the p olynomials

P ci
1;i ( i = 1 ; � � � ; n ) m ultiplied with � � 1

1 � j .

This pro of leads to the follo wing lemma:

Lemma 4 L et C b e any c ol le ction of n homo gene ous multivariate p olyno-

mials of de gr e e d in n variables over Fq. The only p owers of x which c an

o c cur with non-zer o c o e�cients in its univariate p olynomial r epr esentation

G(x) over Fqn
ar e sums of exactly d (not ne c essarily distinct) p owers of q

2

Remem b er that the notation P1;i (x ) stands for � � 1P1;i (� �x)
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: qi 1 + qi 2 + � � � + qi n
. If d is a c onstant, then G(x) is sp arse

3

, and its

c o e�cients c an b e found in p olynomial time.

R emark. Giv en a system of n p olynomials (in n v ariables) of maxim um

total degree d o v er Fq, w e can �nd the co e�cien ts of the corresp onding

p olynomial o v er Fqn
in p olynomial time. Indeed, one can compute all the

p olynomials P1;i ( i = 1 ; � � � ; n ) and then compute their pro duct (as men tio-

ned in the later pro of ). Another strategy is to use an in terp olation tec hnique

based on su�cien tly man y input/output pairs.

3.2.3 Application of the theorems

A ccording to the latter theorem, it is p ossible to �nd the p olynomial S in

Fqn [X ] so that � � 1 �S(� x) = ( P1(x1; � � � ; xn ); � � � ; Pn (x1; � � � ; xn )) 4

.

Moreo v er, there exist PA (resp. PB ) suc h that PA (x) =
P n� 1

i =0 ai xqi
2

Fqn [X ] (resp. PB (x) =
P n� 1

i =0 b i xqi
) v erifying the follo wing equation:

S(x) = PB (S
0
(PA (x)))

W e rewrite this equation in a more con v enien t w a y . If the priv ate matrix

B is nonsingular, according to theorem 3.2.1 the p olynomial PB is in v ertible

and PB
� 1 = PB � 1 .

Giv en S, the attac k of Kipnis and Shamir consists in reco v ering the p o-

lynomials PB � 1 and PA suc h that :

PB � 1 (S(x)) = S
0
(PA (x))

�
�

�
�3.1

3.2.4 Second Step : Linearization A ttac k

The quadratic function S
0

is priv ate, so the attac k er do esn't kno w the righ t

side of equation 3.1. Ho w ev er, he kno ws that S
0

has a degree d whic h is m uc h

smaller than qn
(the highest p ossible degree for an y p olynomial in Fqn [X ]).

Ho w to exploit this prop ert y ?

Let S
0
(PA (x)) =

P
i;j u i ;j (

P n � 1
t = 0 at xq t

)qi + qj

S
0

has v ery few quadratic terms (of the form xqi + qj
), but the comp ositi-

on results in a p olynomial S
0
(PA (x)) with man y quadratic terms. Lo oking

merely at the p olynomial comp osition do es not seem to help.

3

Sparsit y is a measure of the ratio b et w een the n um b er of non-zero terms and the

degree of the p olynomial. Roughly , a p olynomial is sparse if only few terms are non-zero.

4

Recall that the P1 ; � � � Pn are the public p olynomials.



Kipnis and Shamir noticed that the lo w degree of S
0

is exploitable, when

the attac k er lo oks at the p olynomials as some non-standard quadratic forms.

Quadratic F orms.

Recall that a quadratic form o v er a �eld F is a homogeneous quadratic

p olynomial in n v ariables : G(x1; � � � ; xn ) =
P

1� i;j � n gi;j x i x j .

It is sometime con v enien t when w orking with quadratic form to use ma-

trix notation. Giv en a p olynomial G(x1; � � � ; xn ) , there are (square) matrices

G = ( gi;j ) suc h that �x t G�x = G(x1; � � � ; xn ) .

The matrix G is not unique, for instance

G(x1; x2) = 4 x2
1+6x1x2+ x2

2 =
�

x1 x2
�

�
4 6
0 1

� �
x1

x2

�
=

�
x1 x2

�
�

4 3
3 1

� �
x1

x2

�

If the �eld's c haracteristic is not 2, it is ob vious that there is a unique

symmetric G : G =

0

B
B
B
B
@

g1;1
g1;2+ g2;1

2 � � � g1;n + gn; 1
2

g1;2+ g2;1
2

.

.

. � � � g2;n + gn; 2
2

.

.

.

.

.

.

.

.

.

g1;n + gn; 1
2 � � � gn;n

1

C
C
C
C
A

In �elds of c haracteristic 2, unicit y can b e obtained b y requiring the ma-

trix to b e upp er triangular

5

.

Recall equation 3.1:

PB � 1 (S(x)) = S
0
(PA (x))

This equation can b e seen as an equalit y b et w een non standard qua-

dratic form. Indeed, one writes PB � 1 (S(x)) = �x t (PB � 1 � S)�x where �x =

(xq0
; xq1

; � � � ; xqn � 1
) and PB � 1 � S is a matrix represen tation of the p oly-

nomial PB � 1 (S(x)) .

It is not a � true� quadratic form as de�ned b elo w. Ho w ev er, the unicit y of

matrix represen tation seen in the last paragraph still holds.

Th us, equation 3.1 leads the follo wing matrix equalit y

6

:

5

Note that getting unicit y b y requiring the matrix to b e triangular can also b e used in

c haracteristic 6= 2 , but the a v eraging metho d is more �standard�

6

When w e require that b oth matrix are symmetric or upp er triangular.
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PB � 1 � S = S
0
� PA

�
�

�
�3.2

The fact that S
0

has a lo w degree can b e exploited in equation 3.2,

due to the sp eci�c shap e of these matrices. The follo wing theorem explicits

these shap es. Recall that PA (x) =
P n� 1

i =0 ai xqi
2 Fqn [X ] and PB � 1 (x) =

P n� 1
k=0 pB � 1 ;k xqk

Theorem 3.2.3 The matrix of the quadr atic form in �x which r epr esents the

p olynomial c omp osition PB � 1 (S(x)) is

P n� 1
k=0 pB � 1 ;k S�

k wher e S�
k is obtaine d

fr om the n � n matrix r epr esentation of S by r aising e ach one of its entries

to the p ower qk
in Fqn

, and cyclic al ly r otating forwar ds by k steps b oth the

r ows and the c olumns of the r esult. The matrix of the quadr atic form in �x
which r epr esents the p olynomial c omp osition S

0
(PA (x)) is P �

A
tS

0
P �

A in which

P �
A =

�
p �

i ;j

�
is an n � n matrix de�ne d by p �

i ;j = ( aj � i )q i
, wher e j � i is

c ompute d mo dulo n .

Pro of

The p olynomial represen tation of PB � 1 (x) is

P n� 1
k=0 pB � 1 ;k xqk

and the

p olynomial represen tation of S(x) is

P n� 1
i;j =0 si ;j xqi + qj

. Their p olynomial com-

p osition can b e ev aluated using the fact that raising sums to the p o w er qi
is

a linear op eration:

PB � 1 (S(x)) =
n� 1X

k=0

pB � 1 ;k (
n� 1X

i;j =0

si ;j xqi + qj
)qk

=
n� 1X

k=0

pB � 1 ;k (
n� 1X

i;j =0

(si ;j )qk
xqi + k + qj + k

)

The exp onen ts of q can b e reduced mo dulo n since xqn
= x . F rom no w on,

let all the indices in the sum b e computed mo dulo n .

n� 1X

k=0

pB � 1 ;k (
n� 1X

i;j =0

(si ;j )qk
xqi + k + qj + k

) =
n� 1X

k=0

pB � 1 ;k (
n� 1X

i =0

n� 1X

j =0

(si � k ;j � k )qk
xqi + qj

)

The matrix (of the quadratic form) represen tation of this p olynomial in terms

of �x is:

PB � 1 � S =
n� 1X

k=0

pB � 1 ;k S�
k , the (i; j ) -th en try of S�

k is (si � k ;j � k )qk

The pro of of the other comp osition is similar:



S
0
(PA (x)) =

n� 1X

i =0

n� 1X

j =0

u i ;j (
nX

t = 0

at xq t
)qi + qj

=
n� 1X

i =0

n� 1X

j =0

u i ;j (
nX

t = 0

at xq t
)qi

(
nX

v = 0

av xqv
)qj

Again w e use linearit y and cyclic index shifting to ev aluate S
0
(PA (x))

as :

n� 1X

i =0

n� 1X

j =0

u i ;j (
nX

t = 0

aq i

t xq t + i
)(

nX

v = 0

aq j

v xqv + j
)

After rearranging w e get:

S
0
(PA (x)) =

n� 1X

t=0

n� 1X

i =0

n� 1X

j =0

n� 1X

v=0

xqu
aq i

t � i u i ;j a
q j

v � j x
qv

= �x t P �
A

t S
0
P �

A �x

where P �
A is the matrix sp eci�ed in the theorem. �

Imp ortant R emark.

As already men tioned, the matrix represen tation for quadratic form is

not unique in general, but is unique as long as one requires the matrix to

b e triangular or symmetric. Here S�
k , P �

A and S
0

are the unique triangu-

lar (or symmetric) represen tation of S�
k , P �

A and S
0

. In order to translate

the p olynomial equation 3.2 to a matrix equation, w e ha v e to v erify thatP n� 1
k=0 pB � 1 ;k S�

k and P �
A

tS
0
P �

A are also triangular (or symmetric) matrices.

� If S�
k ; S

0
and P �

A are upp er triangular, then b oth

P n� 1
k=0 pB � 1 ;k S�

k and

P �
A

t S
0
P �

A are also triangular.

� If the matrices are symmetrics

7

:

� If S
0

is the symmetric matrix corresp onding to the �quadratic

form� S
0

, the matrices S�
k are also symmetric

8

, so

P n� 1
k=0 pB � 1 ;k S�

k
is also symmetric.

� Let S
0

= ( s
0

ij ) and P �
A = ( p ij ) .

Then S
0
P �

A = ( cij ) and cij =
P n

k=1 s
0

ik pkj .

P �
A

t S
0
P �

A = ( d ij ) and dij =
P n

t=1 p ti ctj =
P n

t=1 p ti (
P n

k=1 s
0

tk pkj ) =
P n

t=1
P n

k=1 p ti s
0

tk pkj , so dij = dj i .

7

whic h is the one the authors suggested

8

Rotating k ro ws and columns do es not c hange the symmetric prop ert y .
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Both matrices giv en b y the theorem are symmetric, th us the quadratic

form equalit y translates to the equalit y of the t w o matrices.

3.2.5 Reco v ering The priv ate matrix B

The MinRank Problem

F rom theorem 3.2.2 w e kno w that it is p ossible to compute (in p olynomial

time) S�
k for k 2 [0; n � 1], suc h that :

n� 1X

k=0

pB � 1 ;k S�
k = P �

A
t S

0
P �

A

�
�

�
�3.3

for some pB � 1 ;k in Fqn
.

The righ t side of equation 3.3 is unkno wn to the attac k er, but he still

kno ws something ab out S
0

. It is the matrix corresp onding to the �quadratic

form� S
0
(x) =

P
i;j u i ;j xq� i;j + q� i;j

whic h has a lo w degree.

Lo w degree means also few non zero terms, so the matrix S
0

con tains a

lot of zero columns. More precisely , if � i;j , � i;j � r , the matrix represen tation

S
0

has its non-zero elemen ts only in the upp er left blo c k of size r � r . Indeed,

the (i; j ) -th elemen t of S
0

is the co e�cien t corresonding to the term xq i + q j

of the p olynomial S
0
(x) .

Moreo v er, rank (P �
A

t S
0
P �

A ) � rank (S
0
) , th us rank (P �

A
t S

0
P �

A ) � r .

As a conclusion, the co e�cien t pB � 1 ;k can b e computed (therefore also

the priv ate matrix B , according to theorem 3.2.1) if w e �nd an algorithm to

solv e the follo wing problem :

The MinRank Problem

� Given n squar e matric es of dimension n : S�
0 ; � � � ; S�

n� 1
de�ne d over Fqn

and an inte ger r .

� �nd p0; � � � ; pn� 1 in Fqn
such that

P n� 1
i =0 pi S�

i has r ank

e qual or less than r .

T o the b est of our kno wledge, the MinRank problem �rst app eared in

093.

Copp ersmith et al. [9, 10] solv ed an instance of this problem to attac k the



birational p erm utation signature sc hemes. A generalized v ersion [34 ] of this

problem w as in tro duced in 1996 and w as pro v ed NP-hard.

In

001 N. Courtois published an authen tication sc heme [13] based on this

problem.

Sev eral di�eren t metho ds exist to solv e the MinRank problem, dep ending

on the size of the di�eren t parameters.

If r is �small� the problem ma y not b e hard. Separately , Copp ersmith et al.

[9, 10 ] and Kipnis et al. dev elopp ed heuristic algorithms to solv e it.

First, Copp ersmith algorithm will b e sk etc hed. Then, the metho d of Kip-

nis and Shamir will b e detailed.

R emark.

Notice that w e supp ose that giv en S�
0 ; � � � ; S�

n� 1 , r is so small that

pB � 1 ;1 ; � � � ; pB � 1 ;n is the only solution to the problem. This heuristic seems

in tuitiv ely correct b ecause the S�
i 's are someho w random and so should ha v e

rank n . The linear com binations of the S�
i 's should also ha v e rank n or close

to n .

Copp ersmith Algorithm

The sum

P n� 1
i =0 pi S�

i can b e seen as one matrix con taining the v ariables pi .

If this matrix has rank less than r , ev ery submatrix of dimension (r +1) � (r +
1) m ust ha v e a v anishing determinan t. There are

� n
r +1

� 2
suc h submatrices,

leading to the same amoun t of p olynomials of degree (r +1) in Fqn [p1; � � � ; pn ].

Moreo v er, eac h of these p olynomials con tains

n r +1

(r +1)! di�eren t terms, th us

b y replacing in eac h p olynomial eac h term pi 1
1 � � � pi n

n b y an unkno wn x i 1 ;��� ;i n ,

w e get a system of

� n
r +1

� 2
linear equations in

n r +1

(r +1)! v ariables.

Hop efully

n r +1

(r +1)! of the

� n
r +1

� 2
equations are linearly indep enden t, then

solving the system requires roughly n3r + o(1)
steps.

Once the linear system (with unkno wns the x i 1 ;��� ;i n ) has b een solv ed, it

is easy to compute the solution in term of the orginal unkno wns p1; � � � ; pn .

Notice that the time complexit y is p olynomial for �xed r . In practice, it

can w ork as long as r is small.
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Kipnis-Shamir Algorithm

This algorithm w orks in the same w a y the previous one do es. It �nds man y

non-linear equations, and uses an heuristic argumen t to linearize them and

to obtain a square linear system. The solutions are found b y in v erting this

system.

� Finding the (over de�ne d) non-line ar system.

It is p ossible to deriv e a system of quadratic equations from the rank

condition.

As ab o v e, consider the sum

P n� 1
i =0 pi S�

i as a square matrix con taining

n v ariables (the pi ) whose rank m ust b e less than or equal to r .

The k ernel of this matrix

9

is a v ector space of dimension at least (n� r ) .

It follo ws that there exists (n � r ) v ectors �x i = ( x i 1 ; � � � ; x i n ) 2 (Fqn )n

whose m ultiplication with the matrix giv es the zero v ector.

In other w ords, �x j (
P n� 1

i =0 pi S�
i ) = (0) n

for all j in [1; n � r ]. Th us w e

get n(n � r ) quadratic equations in n(n � r )+ n v ariables (the x i j with

(i; j ) 2 [1; n � r ] � [1; n]) o v er Fqn
.

If r is small the n um b er of equations is O(n2) , roughly the same as

the n um b er of v ariables. This quadratic system is not y et o v erde�ned.

F ortunately there is an easy argumen t to turn it in to an o v erde�ned

system.

The v ectors �x i 's whic h form the k ernel v ector space of dimension (n� r )
are con tained in the am bian t space of dimension n .

A basis of this k ernel can b e written as a (n � r ) � n matrix.

�x1
.

.

.

�xn� r

0

B
@

x1;1 x1;2 � � � x1;n

x2;1
.

.

.

.

.

.

xn� r; 1 � � � xn� r;n

1

C
A

This is not a square matrix. W e can m ultiply it b y an in v ertible trans-

formation leading to another basis ( �x1
0
; � � � ; �xn

0
) with the follo wing

shap e :

�x1
0

.

.

.

�xn� r
0

0

B
B
B
@

1 0 0 � � � 0 x
0

1;n� r � � � x
0

1;n

0 1 0 � � � 0 x
0

2;n� r � � � x
0

2;n
.

.

.

.

.

.

.

.

.

.

.

.

0 0 � � � 0 1 x
0

n� r;n � r � � � x
0

n� r;n

1

C
C
C
A

9 �x suc h that �x(
P n � 1

i =0 pi S�
i ) = 0 .



In this last matrix, there are only r � (n � r ) unkno wns.

On the other hand, �x j
0
(
P n� 1

i =0 pi S�
i ) = 0 holds.

Th us w e get a system of n � (n � r ) quadratic equations and r � (n � r )
unkno wns.

If r � n this system is o v erde�ned.

� The r eline arization te chnique.

In this section, w e are in terested in solving an o v erde�ned system of

quadratic equations in some �nite �eld.

F or greater generalit y , let us sa y that this system has m v ariables, and

man y more equations, for instance �m 2
with � > 0 . Kipnis and Sha-

mir ga v e an algorithm [35] to solv e this system, when � is not to o small.

First, if � & 1
2 it is p ossible to solv e the problem. Indeed, set new v aria-

bles yij = x i x j where i � j . The equations b ecome linear in the � m2

2
v ariables yij . When � & 1

2 , there are more equations than v ariables, so

this can b e solv ed using linear algebra.

R emark. This metho d is only heuristic b ecause w e assume that all (or

most) of the linearized equations are linearly indep enden t. This should

b e the case as long as the equations are su�cien tly �random�.

Moreo v er, w e assume that if the n um b er of equations is (m uc h) larger

than

m2

2 there will only b e v ery few parasitic solutions for the yi;j .

P arasitic solutions are solutions for yi;j whic h do not translate in to

solutions for the x i 's. In [11], the authors ha v e conducted extensiv e

exp erimen ts in the same con text, and this heuristic alw a ys turned out

to b e righ t.

Essen tially , if � < 1
2 w e set the new v ariables yij , but there are few er

(linear) equations than v ariables. The set of solutions is a v ector space

of dimension roughly

10 ( 1
2 � � )m2

.

It is easy to �nd a basis (b1; � � � ; b( 1
2 � � )m2 ) for this space. Suc h a basis

allo ws to reduce the n um b er of unkno wns. Indeed, the solution w e are

lo oking for is somewhere in the previously computed k ernel. It corre-

sp onds to a v ector of the form (y11; � � � ; ymm ) =
P ( 1

2 � � )m2

i =1 zi bi where

the v ectors bi are kno wn but the co e�cien ts zi 2 Fq are unkno wns.

In ev ery equation w e replace the yij with this linear com bination, this

10

Here again, w e assumed that most of the equations are linearly indep enden t.
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decreases the n um b er of v ariables from O( m2

2 ) to O(( 1
2 � � )m2) .

Notice that the linearization step also pro duces new equations :

(xaxb)(xcxd) = ( xaxc)(xbxd) = ( xaxd)(xcxb) ) yabycd = yacybd = yadybc

F or eac h sorted list (a; b; c; d) w e get 2 equations (for simplicit y w e

neglect the case where a; b; c; d are not distinct). There are � m4

12 new

quadratic equations in yij , leading to the same amoun t of quadratic

equations in the zi .

These quadratic equations (in the ( 1
2 � � )m2

v ariables zk ) are linearized

again to get

m4

12 linear equations in

(( 1
2 � � )m2 )2

2 v ariables.

This system is solv able if there are more equations than v ariables, so

if

m4

12 �
(( 1

2 � � )m2 )2

2 whic h corresp onds to � & 0:1.

Therefore, if � & 0:1, it is p ossible to solv e the problem in p olynomial

time. F or a detailed and precise analysis of the algorithm, see [40]. Of

course, the metho d presen ted ab o v e can b e generalised in man y w a ys

[35 ]. In [12] it is sho wn that the heuristical argumen t w orks w ell �in

practice�, moreo v er, they conjectured that one can solv e the system for

ev ery � > 0 in time nO( 1p
�
)

. Th us, ev en for � smaller than 0:1 this t yp e

of metho d migh t w ork.

Let us apply the previous metho d to the concrete instance of the Min-

Rank problem exhibited b y the attac k.

The n um b er of equations is n(n� r ) and the n um b er of v ariables is r (n� r )+ n .

In this case, � = 1
1+ 1

r � r
n

� 1
1+ r � r 2

n

. If r is small and r � n then � > 0:1, the

metho d w orks. Moreo v er if r is a constan t in regard to n , it w orks in time

p olynomial in n .

As a conclusion, assuming that the heuristic is correct, the attac k er can

reco v er the pB � 1 ;k from equation 3.3. Therefore, he can reco v er the priv ate

matrix B .

On the c orr e ctness of the heuristic. The heuristic used here is v ery gene-

ral. They w ork for su�cien tly random system of equations, that w as exp eri-

men ted in [12].

3.2.6 Reco v ering The (priv ate) A Matrix

Ha ving reco v ered the matrix B , the matrix

P n� 1
k=0 pB � 1 ;k S�

k is also fully

kno wn. The problem is no w to reco v er the matrix P �
A = ( PA

�
i ;j )1� i;j � n from



:

n� 1X

k=0

pB � 1 ;k S�
k = P �

A
t S

0
P �

A

Whic h leads to the matrix A .

As men tioned b efore, if the p olynomial S
0

has degree r , the matrix S
0

has a rank at most r .

First, supp ose that S
0

has rank exactly r and that the matrix P �
A is full

rank, ie n .

No w the matrix P �
A

t S
0
P �

A is kno wn, so one can compute its (left) k ernel,

whose dimension is n � r .

Besides, P �
A is in v ertible, so this k ernel is also the k ernel of P �

A
t S

0
. Let

(b1 ; � � � ; bn � r ) in (Fqn )(n� r )
b e a basis of the computed k ernel. It follo ws

that b1P �
A

t ; � � � ; bn � r P �
A

t
is a basis of Kern (S

0
) .

Moreo v er, all v ectors of Kern (S
0
) ha v e the follo wing form (0; � � � ; 0

| {z }
r

; � ; � � � ; � ) .

Indeed, if some of the �rst co ordinates w ere not zero, that w ould means that

a linear com bination of the �rst r ro ws of S
0

leads to the zero v ectors. Con-

tradicting the fact that S
0

has rank r and is of the follo wing form :

S
0

=

0

B
B
B
B
B
B
B
B
B
B
B
@

u1;1 � � � � � � u1;r 0 � � � 0

0 u2;2 � � � u2;r
.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

0 � � � 0 u r ;r 0 � � � 0
0 : : : � � � 0 0 � � � 0

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

0 : : : � � � 0 0 : : : 0

1

C
C
C
C
C
C
C
C
C
C
C
A

2 (Fqn )n� n

This implies that b i P �
A

t = (

r
z }| {
0; � � � ; 0; � � � ) holds for all i 2 [1; n � r ]. This

pro vides r (n � r ) linear equations (o v er Fqn
) in the n2

unkno wn co e�cien ts

pA
�
i ;j of P �

A
t

.

F rom theorem 3.2.3, pA
�
i ;j = aj � i

qi
(where the aj � i are the co e�cien t of

PA (x) ) whic h reduces the n um b er of unkno wns to n , but these equations in

the aj � i 's are not linear.

Ho w ev er, due to the form of the p �
i ;j (= aj � i

qi
) it is p ossible to get li-

near equations, considering the latter as equations o v er Fq instead of Fqn
.

at =
P n

j =1 at;j � j , and at
qi

=
P n

j =1 at;j � qi

j =
P n

j =1 at;j (
P n

r =1 l r;i;j � r ) for
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whic h the comp onen t along ev ery basis elemen t is linear in the at;j .

Therefore, the condition x i P �
A

t = (

r
z }| {
0; � � � ; 0; � � � ) pro vides nr (n � r ) linear

equations o v er Fq in n2
unkno wns (the ai;j ). F or an y r the system is greatly

o v erde�ned. Th us one can in v ert it,

11

, and reco v er the priv ate matrix A .

In the case where S
0

(resp. P �
A ) do es not ha v e rank r (resp. n ), the k ernel

of the matrix is bigger whic h leads to more equations. On the other hand

the condition x i P �
A

t = (

r
z }| {
0; � � � ; 0; � � � ) ma y not alw a ys hold.

An yw a y , they are man y more equations than unkno wns. It is alw a ys p ossible

to dismiss some of the equations. Moreo v er, the rank of S
0

(resp. P �
A ) should

b e close to r (resp. n ).

3.2.7 Reco v ering the (priv ate) P olynomial S
0

Once the matrices A and B ha v e b een found, it is easy to �nd the P olynomial

S
0
(x) . Indeed, w e no w ha v e PB � 1 (x ) , PA (x) , S(x) , and equation 3.1 holds :

PB � 1 (S(x)) = S
0
(PA (x))

The left part of the latter equation is a p olynomial whic h is fully kno wn.

On the righ t side w e ha v e the follo wing comp osition :

S
0
(PA (x)) =

X

u;v

s
0

u;v (
n� 1X

i =0

ai xqi
)u(

n� 1X

i =0

ai xqi
)v

where the s
0

u;v 's are unkno wns. If w e expand this last expression, w e see

that eac h term xqt
xqr

has a linear com bination of the s
0

u;v as co e�cien ts.

Moreo v er this linear com bination is equal to the (b ekno wn) co e�cien t of the

same term xqt
xqr

in the left part of equation 3.1. This w a y w e get

n(n+1)
2

linear equations, whic h is enough to �nd the few s
0

u;v
12

.

3.2.8 Conclusion

A ttac king the non simpli�ed HFE sc heme

Recall that in 3.2.1 a simpli�ed v ersion of HFE w as in tro duced in whic h the

function S
0

con tains only quadratic terms and no longer linear and constan t

11

Notice that here again w e assume that there w on't b e to o m uc h linear dep endan t

equations

12

Remem b er that the p olynomial S
0
(x ) has a v ery small degree, so v ery few non zero

terms, see section 3.1.2.



terms as sp eci�ed in the (general) sc heme (see 3.1.2).

The attac k presen ted ab o v e w orks on this simpli�ed v ersion of HFE ,

where S
0

con tains no linear and constan t terms.

This �simpli�ed v ersion� w as in tro duced only for clarit y reasons. It is ea-

sy to transp ose the attac k to the general v ersion.

Let S
0
(x) =

P
i;j u i ;j xq� i;j + q� i;j +

P
i v i xq� i + w0 .

The public k ey is the sum of terms coming from the quadratic part of S
0

and other coming from the linear and constan t part. Moreo v er these parts

can b e iden ti�ed in the public k ey b ecause of the linearit y of � � 1
and B :

�c = B� � 1[S
0
(� (A �m))] = B� � 1[S

0

quadratic (� (A �m))] + B� � 1[S
0

lin + const (� (A �m))]

B� � 1[S
0
(� (A �m))] = �cquadratic + �clin + const

The quadratic terms in the public k ey comes from the term B� � 1[S
0

quadratic (� (A �x))]
whic h is exactly the simpli�ed v ersion of HFE studied so far.

Considering only the quadratic part to b e the public k ey , allo ws to reco-

v er A , B (and S
0
quadratic ).

Once A and B ha v e b een found, S
0

= S
0
quadratic + S

0
lin + const can b e

computed b y iden ti�cation from PB � 1 (S(x)) = S
0
(PA (x)) .

Time complexit y of the attac k

First, the attac k er uses theorem 3.2.2 and the univ ariate p olynomial o v er

Fqn
whic h corresp onds to S

0
.

Then he �nds B via the re-linearization metho d. Finally , he reco v ers A b y

solving a linear system.

The time complexit y of the attac k is the sum of the time complexit y of all

these steps.

� A ccording to lemma 4 (section 3.2.2), c hanging the framew ork from

a system of quadratic m ultiv ariate p olynomials in a small �eld to a

univ ariate p olynomial in a big �eld, has a p olynomial complexit y .

� Reco v ering the matrix B is p olynomial time (in n ) as long as r is

constan t. It has b een discussed when the Kipnis-Shamir algorithm is

used. It is also true if the copp ersmith algorithm is used instead. On

the other hand, if r = O(n) (or ev en r = O(log n) ) the time complexit y

b ecomes exp onen tial.
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� The matrix A is computed b y a simple Gaussian reduction of a system

of p olynomial size in n , its complexit y is th us p olynomial.

3.3 Why the Kipnis-Shamir A ttack do es not w o rk

In 2007, a hole has b een found in the Kipnis-Shamir attac k [51]. It is v ery

surprising that suc h a long time w as needed to disco v er the problem. It is

actually quite frigh tening considering that HFE w as for man y y ears among

the few �extensiv ely studied� cryptosystems.

In their attac k, Kipnis and Shamir assumed the equiv alence b et w een

the reco v ery of the priv ate matrix B and the solutions pB � 1 ;k 1� k� n of the

MinRank problem whic h arise from :

n� 1X

k=0

pB � 1 ;k S�
k = P �

A
t S

0
P �

A

They argued that, for an y other co e�cien t than the pB � 1 ;k , the matrix

formed b y the linear com bination of the S�
k is of rank n (or close to n ) with

v ery high probabilit y , th us the pB � 1 ;k 's form the only solution.

Under this assumption, they sho w ed that the solution can b e found b y sol-

ving an o v erde�ned system of quadratic equations.

This whole metho d w orks only if there is a unique (or a v ery small n um-

b er of ) solution to the MQ instance whic h app ears in the attac k. Indeed, all

these solutions are also solutions of the last linear system pro duced at the

end of the re-linearization metho d. The attac k er has to go through the who-

le k ernel of this system to �nd the righ t pB � 1 ;k 1� k� n . Moreo v er, the more

solutions of MQ instance, the more parasitic solutions ma y app ear during

the re-linearization.

In [51], the authors sho w ed that the instances of the MinRank problem

whic h app ear in the attac k ha v e man y di�eren t solutions. Moreo v er, they

seem to create more parasitic solutions during the re-linearization pro cess.

As a consequence, the linearization pro cess do es not w ork in practice.

The re-linearization metho d do es not w ork in the presen t case. But there

exist other metho ds to solv e systems of quadratic equations, these metho ds

ma y tak e adv an tage of the fact that the system is o v erde�ned.

The authors of [51 ] tried to solv e the o v erde�ned quadratic system (from

the MinRank problem) with the help of Gröbner basis algorithms. Their

conclusion is that it has exp onen tial complexit y .



The next theorem states that there are man y di�eren t solutions of the

MinRank instance whic h app ears during the attac k.

The idea b ehind is that, if

S
0
(PA (x)) = �x t P �

A
t S

0
P �

A �x and P �
A

t S
0
P �

A has rank at most r , then the

matrix corresp onding to S
0
(PA (x))qi

should ha v e the same rank (at least,

not a bigger one). Indeed, putting the p olynomial to the p o w er qi
do es not

add more terms to the p olynomial.

Theorem 3.3.1 L et the notation PB � 1 , S , S
0

, PA , S�
k b e de�ne d as b efor e

(se c. 3.2.4); L et (p0 ; � � � ; pn � 1) b e a solution of the MinR ank pr oblem (ie.

such that

P n� 1
i =0 p i S�

i has r ank e qual or less than r ) with r ank r1 . Then, for

every l 2 [1; n], the r ank of the matrix

P n� 1
i =0 p i � l

ql
S�

i is r1 (wher e the i � l
is c ompute d mo dulo n ).

Pro of

Raise b oth sides of the follo wing equation to the p o w er ql
:

PB � 1 (S(x)) = S
0
(PA (x))

� On the left side :

(PB � 1 (S(x))) ql
=

P n� 1
k=0 pB � 1 ;k

ql
(
P n� 1

i;j =0 si ;j xqi + qj
)qk + l

=
P n� 1

k=0 pB � 1 ;k
ql

(
P n� 1

i;j =0 si � l � k ;j � l � k
qk + l

xqi + qj
)

The matrix of the quadratic form is:

(PB � 1 � S)ql
=

P n� 1
k=0 pB � 1 ;k

ql
S�

k+ l =
P n� 1

i =0 pB � 1 ;i � l
ql

S�
i .

� On the righ t side :

(S
0
(PA (x))) ql

=
P n� 1

i =0
P n� 1

j =0 u i ;j
ql

(
P n � 1

t = 0 at xq t
)qi + l + qj + l

(S
0
(PA (x))) ql

=
P n� 1

i =0
P n� 1

j =0 u i ;j
ql

(
P n � 1

t = 0 at
q i + l

xq t + i + l
)(

P n � 1
v = 0 av

q j + l
xqv + j + l

)

(S
0
(PA (x))) ql

=
P n� 1

i =0
P n� 1

j =0 u i ;j
ql

(
P n � 1

t 0= 0
at 0� i � l

q i + l
xq t

0

)(
P n � 1

v 0= 0
av 0� j � l

q j + l
xqv

0

)

So the matrix of the quadratic form is :

(S
0
� PA )ql

= P � 0

A
t
S

00
P � 0

A
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in whic h P � 0

A =
�

an � l � i+ j
ql + i

�

0� i;j � n� 1
and S

00
=

�
u i ;j

ql
�

0� i;j � n� 1

R e c al l that the or em 3.2.3 shows that S
0

� PA = P �
A

t S
0
P �

A wher e S
0

= ( u i ; j )0� i;j � n � 1

and P �
A =

�
aj � i

q i
�

0� i;j � n � 1
.

W e w an t to argue that the rank of (S
0
� PA ) is the same as the rank of

(S
0
� PA )ql

. W e sho w that the rank of P �
A and P � 0

A is the same, as w ell

as the rank of S
0

and S
00

.

� Supp ose that the rank of S
0

and S
00

is not the same. Sa y S
0

has

a smaller rank r2 . There exists � 0; � � � ; � n 2 Fqn
with at most r2

nonzero v alues, suc h that for all i in [0; n � 1]
P n� 1

j =0 � j ui;j = 0 . it

follo ws that 8l (
P n� 1

j =0 � j ui;j )ql
=

P n� 1
j =0 � ql

j uql

i;j = 0 .

This means that there is a linear dep endan t family of r2 columns

in S
00

, in con tradiction with the assumption.

The assumption rank (S
0
) > rank (S

00
) is similar.

The same idea applies if w e supp ose that S
0

has a bigger rank

than S
00

.

� P � 0

A =
�

an � l � i+ j
ql + i

�

0� i;j � n� 1
can b e seen as the matrix P �

A =
�

aj � i
q i

�

0� i;j � n� 1
whose columns ha v e b een rotated eac h of n � l

p ositions. Ob viously , P � 0

A and P �
A ha v e the same rank.

As a conclusion, the matrix

P n� 1
i =0 pB � 1 ;i � l

ql
S�

i has rank r1 and th us

(pB � 1 ;i � l )1� i � n� 1 is also a solution to the MinRank problem. �

Last theorem states that if (p0 ; � � � ; pn � 1) is a solution of the MinRank

problem, then so is (pn � l
ql

; � � � ; pn � l � 1
ql

) for l 2 [1; n � 1]. No w, to b e

rigourous, w e pro v e that these n � 1 solutions are di�eren t, at least with

o v erwhelming probabilit y .

Lemma 5 L et the matrix B � 1
b e a r andomly chosen tr ansformation over

(Fq)n
and (p0 ; � � � ; pn � 1) a solution of the MinR ank pr oblem c orr esp onding

to B � 1
(as in the last the or em). Set (� l

0; � � � ; � l
n� 1) = ( pn � l

ql
; � � � ; pn � l � 1

ql
) ,

0 � l � n � 1. Then

Prob(� j
i = � k

i : j 6= k; 0 � i; j; k � n � 1) � O(n2q� n)

Pro of.

Since B � 1
is randomly c hosen (meaning ev ery en try is unformly and inde-

p enden tly c hosen in Fq ), the v ector (p0 ; � � � ; pn � 1) is also random in (Fqn )n
.



Hence: Prob[� j
i = � k

i : j 6= k; 0 � i; j; k � n � 1] � 1 � (1 � nq� n )n
and

� 1 � (1 � nq� n)n ) � O(n2q� n ) . �

The last theorem pro v ed that there are least n di�eren t solutions to the

MinRank problem instance whic h app ears in the A ttac k of Kipnis Shamir.

Jiang and Ding implemen ted the Kipnis-Shamir attac k on HFE . Already for

small v alues of r ( r = 2 ; 3) and n ( n = 5 ; � � � ; 10), the attac k did not w ork.

In [51], the authors also tried to solv e the o v erde�ned quadratic system,

with the help of the Gröbner bases algorithm dev elopp ed b y F augere. The

follo wing �gures sho w the time and memory consumption of this algorithm.

As can b e seen on the �gure, the running time as w ell as the memo-

ry needed b y the attac k using Gröbner basis is exp onen tial in the securit y

parameter n .
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3.4 Conclusion

In this c hapter the HFE cryptosystem has b een presen ted as w ell as an at-

tac k from Kipnis and Shamir. The attac k do es not w ork as w ell as claimed,

and is certainly not practicable for the parameter v alues recommended b y

the author of the cipher.

Th us, strictly sp eaking, breaking HFE is still an op en problem

13

. Ho w e-

v er, another p o w erful attac k against this cryptosystem exists, it relies on

Gröbner basis. F augere et al. w ere able to break the �rst c hallenge with it.

They also ga v e evidences that Gröbner basis algorithms p erform b etter in

this case than in general. More precisely , that its complexit y ma y b e rather

quasip olynomial

14

than exp onen tial.

Our feeling is that those t w o attac ks, ev en if they don't theoretically

break HFE , giv e lo w con�dence in its securit y . This view is shared b y most

exp erts in this �eld.

On the other hand, attac king HFE is still w orth while. Indeed, as men tioned

in the in tro duction, QUAR TZ , the v ery in teresting and still un brok en sys-

tem, is the signature v ersion of HFE .

In the next c hapter the 2R cryptosystem will b e detailled along with

some cryptanalytical w ork. P articularly , one cryptanalysis whic h will b e ex-

plained strongly relies on Kipnis and Shamir attac k of HFE .

13

By that w e means to �nd a p olynomial time algorithm whic h break it.

14

b y quasip olynomial they mean sub exp onen tial complexit y but where the hidden con-

stan t are smaller than in the case of factoring algorithms, see [37 ].



4
The Double Round Quadratic

Cryptosystem

One y ear after HFE , P atarin et al. published t w o new prop osals of m ultiv a-

riate cryptographic sc hemes [27, 26 ] .

Ev en though no attac ks w ere kno wn against HFE at that time, its de-

cryption pro cess is m uc h slo w er than in the Imai-Matsumoto cryptosystem.

Th us p eople w ere still lo oking for more e�cien t Imai-lik e cryptosystems.

P atarin's t w o prop osals tried to ful�ll these wishes.

In the �rst part of [27 , 26 ], a sligh t mo di�cation of the Imai cryptosys-

tem, named D �
, is prop osed. Unfortunately , the mo di�ed system is w eak.

P atarin then prop osed to re-enforce the securit y b y using some ideas tak en

from priv ate k ey cryptograph y .

The �rst idea is to rep eat the public k ey creation pro cess sev eral times. The-

se new rounds ma y impro v e securit y , as they do in priv ate k ey cryptograph y .

A second idea is to replace the quadratic function b y a Sb o x, whic h is a

Bo olean function, describ e as a matrix, commonly used in priv ate k ey cryp-

tosystem suc h as DES or AES.

F rom these new ideas, t w o cryptosystems w ere created :

� The �rst one is a v arian t of the Imai sc heme, whic h follo ws the general

frame to construct m ultiv ariate sc hemes, but with t w o rounds in the

creation of the public k ey . This sc heme w as named D ��
in [26 ], w e

name it �Double Round Quadratic Cryptosystem�, whic h is the name

used in [36] to refer to D ��
.

� A second sc heme, whic h didn't really had a name, con tains Sb o x to

replace quadratic functions and is also t w o rounds. Eli Biham ga v e a

cryptanalysis of this sc heme [5].

In this c hapter, w e will fo cus on the �Double Round Quadratic Crypto-

system�
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The �rst section is dedicated to D �
and its cryptanalysis. This attac k is

in teresting for t w o reasons :

� On the one hand, b ecause it motiv ates the in tro duction of a second

round in the k ey creation to blo c k this attac k.

� On the other hand, b ecause the cryptanalysis of the t w o round v ersion

will use this attac k.

The next section describ es the �Double Round Quadratic Cryptosystem�.

The third section con tains a cryptanalysis due Ding-F eng et al. The last

section is dev oted to our cryptanalysis of this same sc heme.

4.1 The D �
Cryptosystem

In [26], P atarin et al. aimed to create a secure cryptosystem as e�cien t as the

one of Imai-Matsumoto. They prop osed D �
and in the v ery same article ga v e

a cryptanalysis of it. Although this system w as instan taneously brok en, it

led to the Double-Round Quadratic cryptosystem, whic h has resisted sev eral

y ears.

4.1.1 D �
: Ho w do es it w orks ?

D �
strictly follo ws the framew ork in tro duced in 1.1. One has only to sp ecify

the quadratic function b eing used in the creation of the public k ey .

The F unction S�

The quadratic function is :

S
0

: Fpn �! Fpn ; p = 3 mod 4
x �! x2

Remarks.

� S
0

is not a bijection, b ecause the preimage of x0
2

can either b e x0

or � x0 . Recall that no other ro ots are p ossible. Indeed a degree d
p olynomial, de�ned o v er a �eld, has at most d ro ots in this �eld.

� Giv en a w a y to kno w whether the solution w e are lo oking for is x0 or

� x0 , S
0

can easily b e �in v erted�, indeed:

(x0
2)

pn +1
4 = x0

pn � 1
2 x0 = � x0



1. F or all x0 2 Fpn
, x0

pn � 1 = 1 , so x0
pn � 1

2 = � 1.

2. As p satis�es: p = 3 mod 4 ,

pn +1
4 2 Z , th us one can compute

(x0
2)

pn +1
4

.

� A sp ecially designed padding sc heme can help recognize whic h of x0 or

� x0 is the pre-image w e are lo oking for. Th us, the quadratic function

can b e made bijectiv e, and the cryptosystem can w ork.

� Man y suc h padding sc hemes can b e found. F or instance, the follo wing

one will do the job.

Let M b e the set of authorised plain texts :

M = f �m = ( m1; � � � ; mn ) 2 (Fp)n ; (9k; 1 � k � n; 1 � mk �
p � 1

2
) and (8i < k; m i = 0) g

Ob viously either m 2 M or � m 2 M . Hence, if
�m = (0 ; � � � ; 0; mk ; mk+1 ; � � � ; mn )

and mk � p� 1
2 , then

�� m = (0 ; � � � ; 0; � mk ; � mk+1 ; � � � ; � mn ) und

� mk = n � mq � p� 1
2 .

If the padding sc heme ensures that the plain texts are in M , there will

not b e an y am biguit y while decrypting the ciphertext. Indeed, in v erting

S
0

giv es x0 or � x0 (where x0 is the ro ot whic h leads to the correct

plain text). The last step in decryption is applying the linear fonction

A . Th us w e get either A �x0 = �m or A(� �x0) = � A �x0 = � �m . It is easy

to determine whic h is the correct one.

A p ossibilit y to implemen t this padding in practice is to set messages

in blo c k of length n � 1, and to add one blo c k at the b eginning with

a constan t v alue less than

p� 1
2 . F or instance m = (1 ; m1; � � � ; mn� 1) 2

(Fq)n
.

4.1.2 D �
: A complete description

Keys of the cryptosystem

Public Private

n; p 2 N , Matrices A; B 2 M n (Fq)
p = 3 mod 4 nonsingular

S

8
><

>:

P1(x1; � � � ; xn )
.

.

.

Pn (x1; � � � ; xn )

S
0
(x) = x2
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F undamen tal equation of the cryptosystem

S(x) = �A� � 1S
0
(�B� � 1x)

Encryption/Decryption:

Encryption

L et �m = ( m1; � � � ; mn ) 2 (Fq)n
b e the (alr e ady p adde d) plaintext.

The ciphertext is

�c = ( c1; � � � ; cn ) = ( P1(m1; � � � ; mn ); � � � ; Pn (m1; � � � ; mn )) = S( �m) .

De cryption

�m = ( m1; � � � ; mn ) = A � 1� � 1[� (B � 1�c)
qn +1

4 ].

Practical Asp ects.

P atarin suggested in [26] the parameters p = 251 , n = 9 .

It easy to see that the complexit y of encryption is O(n3(log p)2) . A subtle

y et easy analysis can sho w that the decryption complexit y is O(n2(log p +
logn)(log p)2) .

4.1.3 Cryptanalysis of D �

The attac k describ ed here is not only v ery elegan t, but pa v es the w a y for di�e-

ren tial cryptanalysis attac k in m ultiv ariate cryptograph y . This t yp e of attac k

culminated with the dev astating cryptanalysis of Dub ois against SFLASH .

First, to facilitate the presen tation, let us in tro duce some new notations.

Let a and b b e the follo wing functions:

a : (Fp)n �! Fpn

�x �! � (A �x)

b : Fpn �! (Fp)n

x �! B �x



Encryption can b e describ ed as follo ws:

F (m) = �c = b(a( �m)2)

The decryption corresp onds to :

F � 1(c) = �m = a� 1(b� 1(�c)
qn +1

4 ) = a� 1((b� 1(�c):b� 1(�c) � � � b� 1(�c)
| {z }

qn +1
4 times

)
�
�

�
�4.1

Equation 4.1 means that there exists a linear equalit y b et w een the plain-

text and the terms

Q
1� i 1 ;��� ;i qn +1

4
� n ci 1 � � � ci qn +1

4

. Unfortunately , this linear

relation is useless to the attac k er b ecause the n um b er of terms that it con-

tains is roughly qn
whic h is at least sup erior to 280

to prev en t brute force

attac k.

1

The �rst idea of the attac k is to get rid of the quadratic part b y linea-

rizing the system, computing some sort of di�eren tial. The public quadratic

functions consist only of squaring, the �rst idea that comes to mind should

b e to compute F (m + m
0
) � F (m � m

0
) .

Using the linearit y of a and b, one gets:

F (m + m
0
) = b(a(m + m

0
)
2
) = b(a(m)2) + b(a(m

0
)
2
) + 2 b(a(m):a(m

0
))

F (m � m
0
) = b(a(m)2) + b(a(m

0
)
2
) � 2b(a(m):a(m

0
))

Th us �( m; m
0
) =

F (m + m
0
) � F (m � m

0
)

4
= b(a(m):a(m

0
))

The function � is easily computable, symmetric and bilinear.

Ha ving a bilinear function, w e lo ok for classical computable quan tities

whic h are connected to it.

F or instance the pair (D; E ) of linear function in the follo wing set :

V = f (E; D ) : (L ((Fq)n ); L ((Fq)n )) / E(�( m; m
0
)) = �( D (m); m

0
)g

V is a v ector space.

Notice that if D � (�x) = a� 1(�a (�x)) for an y � in Fqn
:

�( D (m); m
0
) = b(�a (m)a(m

0
)) = b(a(a� 1(�a (m))) a(m

0
)) = b(�a (m)a(m

0
)) =

1

Notice though that computing an elemen t to the p o w er

qn +1
4 is easy , for instance using

the square and m ultiply metho d whic h runs roughly in O(n log q) .
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E � (�( m; m
0
)) where E � (�x) = b(�:b � 1(�x)) .

F or all � 2 Fqn
the pairs (a� 1(�a (�x)) ; b(�:b � 1(�x))) are in V .

Therefore V has dimension at least n , b ecause all the pairs (a� 1(� i a(�x)) ; b(� i :b� 1(�x)))
2

are linearly indep enden t, as a and b are linear of rank n .

Moreo v er, the constrain ts on E; D b eing quite strong, w e can hop e that

elemen t in V of other form are marginal. Th us in practice, V should ha v e

dimension exactly (or close to) n . This fact has b een con�rmed exp erimen-

tally according to the authors of [44].

No w, supp ose that for an y � , w e can compute the function D � and E � .

3

There is a simple y et clev er idea using E � to e�cien tly compute equation 4.1.

Indeed, giv en a ciphertext �c0 , if w e could compute:

�c1 = Eb� 1 ( �c0) ( �c0) = b(b� 1( �c0):b� 1( �c0))

Equation 4.1 b ecomes :

F � 1(c) = �m = a� 1((b� 1( �c1): b� 1( �c0) � � � b� 1( �c0)
| {z }

qn +1
4 � 2 times

)

Then w e compute c2 as :

�c2 = Eb� 1 ( �c1 ) ( �c1) = b(b� 1( �c1):b� 1( �c1)) = b(b� 1( �c0):b� 1( �c0)b� 1( �c0):b� 1( �c0))

And 4.1 b ecomes :

F � 1(c) = �m = a� 1((b� 1( �c2): b� 1( �c0) � � � b� 1( �c0)
| {z }

qn +1
4 � 4 times

)

Rep eat this pro cess i times :

�ci = Eb� 1 ( �ci � 1 )( �ci � 1) = b(b� 1( �ci � 1):b� 1( �ci � 1)) = b(b� 1( �c0) � � � (b� 1( �c0))
| {z }

2i
times

)

4.1 b ecomes :

F � 1(c) = �m = a� 1((b� 1( �ci ): b� 1( �c0) � � � b� 1( �c0)
| {z }

qn +1
4 � 2i

times

)

2

Recall that (� 1 ; � � � ; � n ) is a basis of Fqn
.

3

withouth necessarily kno wing the actual v alue of �



If w e can also compute Db� 1 ( �ci ) ( �cj ) for j � i :

F � 1(c) = �m = a� 1((b� 1( �ci ):b� 1( �ci 0)
| {z }

b� 1 (D b( ci ) (ci 0))

: b� 1( �c0) � � � b� 1( �c0)
| {z }
qn +1

4 � 2i � 2i 0
times

)

Th us:

F � 1(c) = �m = a� 1(b� 1( �ci 00): b� 1( �c0) � � � b� 1( �c0)
| {z }
qn +1

4 � 2i � 2i 0
times

)

Applying carefully the iteration, one can end up after io iterations with

the follo wing:

F � 1(c) = �m = a� 1((b� 1( �ci o ))
�
�

�
�4.2

In equation 4.2, �ci 0 is kno wn, and a� 1
, b� 1

are unkno wn. Ho w ev er, a and

b are linear functions, so there is a matrix M suc h that �m = M �ci 0 . Using

m ultiple plain text/ciphertext pairs, this matrix can b e reco v ered.

T o summerize, w e assumed that w e w ere able, for a giv en �c, to compute

Eb� 1 (c)(�x) for ev ery �x in (Fq)n
. Under this assumption it is p ossible to moun t

a p olynomial time attac k whic h breaks the sc heme.

More precisely , using a p olynomial n um b er of plain texts m0 , the attac k er

can compute the corresp onding ciphertexts c0 (with the public k ey). F or eac h

di�eren t c0 he can compute the corresp onding ci 0 .

This p olynomial n um b er of couples (m0; ci 0 ) enables the attac k er to disco v er

the matrix M . Once M is kno wn, the attac k er can decrypt an y ciphertext

b y computing the corresp onding ci 0 and m ultiplying this v ector with M .

The question whic h remains is : ho w to compute Eb� 1 (c)(�x) for an y giv en

c and �x ?

1. First, w e kno w that V is a v ector space, and E � (resp. D � ) is a

linear function, so there exists a matrix M E � (resp. M D � ) so that

E � (�x) = M E � �x (resp. D � (�x) = M D � �x ) . Finding E � and D � amoun t

to �nding these matrix.

�( �m; �m0) is kno wn so the equalit y M E � �( �m; �m0) = �( M D � �m; �m0) pro-

vides us with O(n3) linear equations

4

that the 2n2
unkno wns (the

4

Eac h of the n co ordinates of this v ectorial equation m ust ha v e eac h of its O(n2) terms

whic h matc h.
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matrix co e�cien ts) m ust satifsfy . W e kno w that the set of solutions is

a v ector space of dimension (at least) n . Th us, out of the O(n3) equa-

tions, a maxim um of 2n2 � n can b e linearly indep enden t.

Note that b y rearranging the unkno wns, the space of solutions can b e

seen as a k ernel of a giv en matrix, whic h can b e e�cien tly computed.

In the follo wing w e assume that V con tains only pair of the form

(a� 1(� i a(�x)) ; b(� i :b� 1(�x))) , and so is of dimension n . An y basis (E i ; D i )1� i � n

of suc h v ector space has the form (a� 1(� i a(�x)) ; b(� i :b� 1(�x))) 1� i � n whe-

re (� 1; � � � ; � n ) is a basis of Fqn
.

So far, w e can compute a basis (E i ; D i )1� i � n , but w e cannot y et com-

pute E � =
P n

i =1 t i E i for a giv en � in Fqn
. W e don't kno w from whic h

basis (� 1; � � � ; � n ) of V the (E i ; D i )1� i � n are built.

5

, th us w e don't

kno w ho w to c ho ose the t i 's.

2. No w assume w e ha v e a basis (E i ; D i )1� i � n of V , it means w e ha v e n
pairs (M D i ; M E i ) , let us lo ok for a w a y to compute the t i 's, for a giv en

� , so that E � =
P n

i =1 t i E i .

� W e w an t to learn the follo wing function :

f : (Fp)n �! (Fp)n

�� �! (t1; � � � ; tn ) such that E � (�x) =
P n

i =1 t i E i (�x)
F ortunately , the function f is linear. Therefore, �nding f amoun t

to �nd a matrix M f suc h that E � (�x) =
P n

i =1 (M f
�� ) i E i (�x) where

(M f
�� ) i denotes the i -th comp onen t of the v ector (M f

�� ) i .

� In order to iden tify M f w e need to �nd another equalit y matc hing

with E � (x) = b(�:b � 1(�x)) for an y x and � . W e do not kno w if it

is p ossible to �nd suc h an equalit y in the general case. But re-

mem b er that to p erform the attac k, w e only need to b e able to

compute Eb� 1 (�x) for an y �x .

The k ey p oin t is to notice that :

Eb� 1 (�x) (�x
0
) = b(b� 1(�x):b� 1(�x

0
)) = b(b� 1(�x

0
):b� 1(�x)) = Eb� 1 (�x0) (�x)

Let us re-write these t w o equalities in term of matrices

M Eb� 1 (�x )
�x0 =

nX

i =1

(M f b� 1(�x)) i M E i (
�x0) = M E

b� 1 (�x
0
)
�x =

nX

i =1

(M f b� 1(�x0)) i M E i (�x)

5

W e also don't kno w ho w the indices matc h.



b(x) = B �x is bijectiv e, th us b� 1(�x) = B � 1 �x .

Replace b� 1
in the last equalit y :

nX

i =1

(M f B � 1 �x) i M E i (
�x0) =

nX

i =1

(M f B � 1 �x
0
) i M E i (�x)

The last equation holds for all �x and

�x0
, and the unkno wns are

M f and B � 1 . The t w o matrices app ear only as a pro duct, it can

b e seen as a unique unkno wn matrice M fB � 1 satisfying:

nX

i =1

(M fB � 1 �x) i M E i (
�x0) =

nX

i =1

(M fB � 1 �x
0
) i M E i (�x)

�
�

�
�4.3

Cho osing �x (resp.

�x0
) as the r -th (resp. t -th) canonical basis v ector

(for all r; t in [1; n]) pro vides a linear system of O(n3) equations

6

, in the n2
unkno wns co e�cien ts. The matrix M fB � 1 can b e re-

co v ered.

After this last step, the attac k er is no w able to compute for an y

�x , �y :

EB � 1 �x (�y) =
nX

i =1

(M fB � 1 �x) i E i (�y)

This enables the attac k er to decrypt an y ciphertext he w an ts.

4.2 The Double-Round Quadratic Cryptosystem

In the v ery same article in whic h they cryptanalysed D �
, the authors pro-

p osed a mo di�cation whic h, hop efully , prev en ts the previous attac k. They

�rst named the new sc heme D ��
, it w as later renamed the �Double-Round

Quadratic Cryptosystem�.

The idea of the mo di�cation is that the public system of equations is

pro duced b y t wice computing the pro cess whic h leads to the public k ey in

D �
.

The public k ey is obtained after t w o �rounds� instead of one.

6

F or eac h r , t the v ector equation holds, ie it pro vides n equations o v er Fq .
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4.2.1 Description of the Double-Round Quadratic Cipher

Keys of the cryptosystem

Public Private

n; p 2 N , Matrices A; B; C 2 M n (Fq)
p = 3 mod 4 nonsingular

S

8
><

>:

P1(x1; � � � ; xn )
.

.

.

Pn (x1; � � � ; xn )

Encryption/Decryption:

Encryption

L et �m = ( m1; � � � ; mn ) 2 (Fq)n
b e the (alr e ady p adde d) plaintext.

The ciphertext is :

�c = ( c1; � � � ; cn ) = ( P1(m1; � � � ; mn ); � � � ; Pn (m1; � � � ; mn )) = S( �m) .

De cryption

�m = ( m1; � � � ; mn ) = A � 1� � 1[�B � 1� � 1[� (C � 1�c)]
qn +1

4 ]
qn +1

4
.



Creation of the public k ey

�x = ( x1; � � � ; xn )

�x
0
= A: �x linear with matrix A (Priv ate)

�x
0

= (
P n

j =1 a1j x j ; � � � ;
P n

j =1 anj x j )
+

�x
00

= x
02

nonlinear in v ersible (Public)

�x
00

= (
P n

i;j =1 r1ij x i x j ; � � � ;
P n

i;j =1 rnij x i x j ) quadratic

+

�y = B: �x
00

linear with matrix B (Priv ate)

�y = (
P n

i;j =1 s1ij x i x j ; � � � ;
P n

i;j =1 snij x i x j )
+

�y
0
= y2

nonlinear in v ersible (Public)

�y
0

= (
P n

i;j =1 u1ij x i x j ; � � � ;
P n

i;j =1 unij x i x j ) quadratic

+

�y
00

= C:�y
0

linear with matrix C (Priv ate)

�y
00

= (
P n

i;j =1 v1ij x i x j ; � � � ;
P n

i;j =1 vnij x i x j )
+

y
00

1 = P1(x1; � � � ; xn)
.

.

. Public
y

00

n = Pn(x1; � � � ; xn)

Abbildung 4.1: Construction of the 2R public k ey
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Practical Asp ects.

Because t w o rounds are applied, the public k ey consists of a system of p o-

lynomials of degree 4, whic h mak es it bigger than in the other m ultiv ariate

sc hemes. Ho w ev er a small computation with the recommended parameter

( q = 251 , n = 9 ) sho ws that the public k ey is around 6 Kbits whereas it is

around 1 to 2 Kbits for RSA.

On the other hand, the authors claim that a careful study sho ws that the

secret k ey computation amoun ts to less than 50 m ultiplications of n um b ers

of lengths less than 72 bits. F or a standard RSA k ey it requires roughly 1000
m ultiplications with n um b ers of 1000 bits .

Hence, ev en if the Double-Round Quadratic cipher has a bigger k ey size

than the other m ulti-v ariate cryptosystems it sta ys v ery comp etetiv e in fron t

of RSA whic h remains the most widely used cryptosystem.

4.3 An attack of the Double-Round Quadratic ci-

pher from Crypto'99

A t the Crypto' 99 conference, Y. Ding-F eng, L. K w ok-Y an and D. Zong-Duo

presen ted an attac k [17 ] whic h allo ws, under v arious heuristics, to reco v er

the priv ate parameters.

Their aim is to �nd the comp osition of the t w o quadratic p olynomials

whic h leads to the public system of p olynomials of degree 4.

If w e write g(x1; � � � ; xn ) for the quadratic mapping (from ( (Fq)n
to

(Fq)n
) whic h corresp onds to �y in �gure 4.1.

g(x1; � � � ; xn ) = ( g1(x1; � � � ; xn ); � � � ; gn (x1; � � � ; xn )) .

W e ha v e g(x1; � � � ; xn ) = (
P n

i;j =1 s1ij x i x j ; � � � ;
P n

j =1 snj x i x j ) .

Let f b e the quadratic mapping (from ( (Fq)n
to (Fq)n

) whic h corresp onds

to a square transformation in Fqn
follo w ed b y a linear transformation with

matrix C . F ormally f (�y1; � � � ; �yn) = C� � 1(y2) .

The public k ey corresp onds to the follo wing comp osition :

f � g = ( f 1(g1; � � � ; gn ); � � � ; f n (g1; � � � ; gn ))

� First, notice that if f and g are kno wn to the attac k er, he can break

the system, applying the one round attac k whic h w as discussed in 4.1.3

to b oth f and g. Using this attac k, he can compute f � 1(�c) and g� 1(�c)
for all �c. Then, giv en a ciphertext, he �rst decrypts it with f � 1

, the



decrypted text corresp onds to the ciphertext output b y g, it is also

decrypted, leading to the plain text of f � g.

� No w, supp ose that the attac k er only kno ws the quadratic system of

equations g = ( g1; � � � ; gn ) , it is easy to deduce from it the quadratic

system f = (
P n

i;j =1 f 1ij x i x j ; � � � ;
P n

i;j =1 f nij x i x j ) . Indeed, he compu-

tes f � g = (
P n

i;j =1 f 1ij gi gj ; � � � ;
P n

i;j =1 f nij gi gj ) and compares it with

the public k ey h = (
P n

i;j;k;l =1 h1ijkl x i x j xkx l ; � � � ;
P n

i;j;k;l =1 hnijkl x i x j xkx l ) .

He �nds a system of O(n5) linear equations that the O(n3) v alues f kij

m ust satisfy . Solving this system allo ws to reco v er f .

� Notice that for this to w ork, it is not necessary to �exactly� kno w

g(x1; � � � ; xn ) = ( g1(x1; � � � ; xn ); � � � ; gn (x1; � � � ; xn )) = C� � 1[� (A �x)2].

A linear com bination of the gi w ould b e su�cien t.

ie a v ector

0

B
@

g
0

1
.

.

.

g
0

n

1

C
A = M

0

B
@

g1
.

.

.

gn

1

C
A

Indeed, suc h a linear com bination translates to a matrix m ultiplication

g
0
(x1; � � � ; xn ) = MC� � 1[� (A �x)2] for a matrix M . If the attac k er gets

this mo di�ed g, he can still �nd a f
0

b y iden ti�cation, and in this case

f
0

will v erify: f (�y1; � � � ; �yn ) = C� � 1[� (M � 1 �y)2].

The attac k on eac h round still w orks, with an y suc h f
0

, g
0

instead of

f , and g.

Therefore, the goal of the attac k is to �nd suc h a linear com bination of

the gi 's, or equiv alen tly , to �nd an elemen t in the linear class of g, de�ned

as follo ws :

f m � gj for all linear bijection mg

R emarks.

A �rst assumption has b een made.

The decomp osition of the degree 4 p olynomial, in t w o quadratic transfor-

mations in the linear class of g (and of f 7

) has to b e unique. Otherwise

the hidden quadratic transformation in f and g ma y not b e the squaring

function.

In this case, the attac k on the one round v ersion seen in the previous section

w ould not w ork an y more.

4.3.1 First step

The main idea of the attac k is that it ma y b e p ossible to gain kno wledge

of the linear class of g, while lo oking at the partial deriv ativ es of the public

7

The linear class of f is f f � mj for all linear bijection mg.
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system of p olynomials.

If gi (x1; � � � ; xn ) =
P n

s;t=1 gs;t;i xsx t and f i (x1; � � � ; xn ) =
P n

u;v=1 f u;v;i xuxv ,

the partial deriv ativ es of f � g giv e linear com binations of the x j gi (x1; � � � ; xn ) 's.

T o see this clearly , w e tak e an example in whic h f i has only one term.

Let f i 0 (x1; � � � ; xn ) = f u0 ;v0 ;i xu0 xv0 .

f i 0 (g1; � � � ; gn ) = f u0 ;v0 ;i gu0 (x1; � � � ; xn )gv0 (x1; � � � ; xn )

@fi 0 (g1; � � � ; gn )
@x1

= f u0 ;v0 ;i
@gu0 (x1; � � � ; xn )

@x1
gv0 (x1; � � � ; xn )

+ f u0 ;v0 ;i
@gv0 (x1; � � � ; xn )

@x1
gu0 (x1; � � � ; xn )

@fi 0 (g1; � � � ; gn )
@x1

= f u0 ;v0 ;i (
nX

s=1

gs;1;u0 xs)gv0 (x1; � � � ; xn )

+ f u0 ;v0 ;i (
nX

s=1

gs;1;u0 xs)gu0 (x1; � � � ; xn )

@fi 0 (g1; � � � ; gn )
@x1

=
nX

s=1

xs( line ar c ombination of gu0 and gv0 )

This can b e generalised for ev ery i , k and f :

@fi (g1; � � � ; gn )
@xk

=
nX

s=1

xs( line ar c ombination of g1; � � � ; gn )
�
�

�
�4.4

Recall that w e are lo oking for an y elemen t in f m� gj for all linear bijections mg.

Whic h, in terms of v ector space, means to ha v e an y basis of the Fq -linear

space :

W = span(g1; � � � ; gn )

The partial deriv ativ es do not lead to linear com binations of the gi 's. In

equation 4.4, the gi 's are presen t, but hidden b ehind the x i 's. Someone who

computes the deriv ativ e, sees a cubic equation in whic h he cannot distinguish

the x i 's coming from the gi 's and the other.

On the other hand it is reasonable to think that su�cien tly man y partial

deriv ativ es will ev en tually lead to a basis of the follo wing v ector space:



V =
nX

i =1

x i W
�
�

�
�4.5

V has dimension at most n2
(b ecause W has dimension at most n ) and

there are n2
partial deriv ativ es, this means n2

elemen ts of V .

If w e supp ose that eac h of the n2
partial deriv ativ es are random elemen ts

in V , the probabilit y that they form a basis of V is

Q n� 1
i =1 (1 � 1

qi ) 8

, whic h is

roughly (1 � 1
q) when q is big.

If dim(V ) < n 2
a basis is found in the follo wing w a y : write eac h partial

deriv ativ e as a v ector with

� n
3

�
co ordinates whic h corresp ond to the co e�-

cien ts of all the p ossible terms x i x j xk . Then, run the Gaussian algorithm on

the matrix to �nd a linear indep enden t family .

Ha ving found a basis for V , the next question whic h arises to ful�ll the

attac k is:

is it p ossible to get a b asis of W out of a b asis of V ?

4.3.2 Last step

Notice that if a quadratic p olynomial r is in W , then for ev ery linear space L
generated b y x1; � � � ; xn the p olynomial r L will b e in V . It ma y b e p ossible

that the con v erse also holds.

F ormally , for an y subspace L 0
of the linear space L generated b y x1; � � � ; xn ,

let

�
V : L 0� = f r 2 Fq[x1; � � � ; xn ] : r L 0 � Vg

�
�

�
�4.6

� First, notice that (V : L 0) is easy to compute for an y L 0
.

Indeed, ev ery cubic p olynomial can b e represen ted via a v ector in

(Fq)
n ( n � 1)( n � 2)

6 9

. Let r i;j b e the co e�cien ts of the quadratic p olynomial

r , then r L 0
is represen ted via a v ector of dimension

n(n� 1)(n� 2)
6 whic h

con tains linear com binations of the r i;j .

r L 0 � V means that the v ector r L 0
is equal to a linear com bination of

the basis v ectors of V , whic h con tains at most n2
elemen ts.

Considering the co e�cien ts of the linear com bination as unkno wns,

this system has

� n
3

�
linear equations and

� n
2

�
+ n2

unkno wns. Therefore

it is p ossible to �nd a basis of (V : L 0) with linear algebra.

8

b ecause ha ving already a familiy of i linear indep enden t elemen ts, the probabilit y that

the i + 1 th is linear indep enden t of the �rst i elemen t is

qn � qi

qn .

9

where eac h co ordinate corresp onds to the co e�cien t of a cubic term.
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� It is ob vious that W � (V : L 0) . F urthermore, the authors of the attac k

conjectured that (V : L 0) � W . Under this h yp othesis, for an y L 0
:

(V : L 0) = W

Th us, the computed basis of (V : L 0) is also a basis of W = vect(g1; � � � ; gn )
whic h is an elemen t of the linear class of g w e are lo oking for. As explai-

ned in the previous paragraphs, once a basis for (g1; � � � ; gn ) has b een

found, it is p ossible to ev en tually break the system. This concludes the

attac k.

Ab out the conjecture

The whole attac k is based on the supp osed equalit y of a giv en v ector space,

with another, easy computable, space. The authors could not pro v e this

equalit y but tried to giv e a �mathematical explanation� wh y the conjecture

should w ork.

This argumen tation con tains mistak es whic h are explained in the follo wing.

The conjecture migh t or migh t not hold. A ccording to us, none of the giv en

theoretical explanations leads to rather one or the other p ossibilit y .

Conjecture. Notations and assumptions as ab ove, then for a r andomly

chosen W , the pr ob ability � that (V : L ) = W is very close to 1 when n > 2.

The argumen tation is based on some lemma from linear algebra. In their

articles the authors stated the lemma without an y pro of or reference. W e

detail them, b ecause, according to us, the second lemma is false.

� Lemma 6 The numb er of subsp ac es of dimension k in a sp ac e of di-

mension n > k is :

� (k; n) =
kY

i =0

(qn � qi )=
kY

i =0

(qk � qi ) t q(n� k)k

Pro of. Let us �rst coun t the n um b er of p ossible c hoices to construct a

k -dimensional subspace basis. F or the �rst v ector the c hoice is among

qn � 1 v ectors. F or the second there are :

qn � 1� �All the linear com binations of the �rst v ector� = qn � 1� (q�
1).

More generally , the c hoice for the i th v ector is among :

qn � 1 � �All the linear com binations of the �rst i � 1 th v ectors� =
qn � 1 � (qi � 1 � 1). As a conclusion there are

Q r � 1
i =0 (qn � qi ) p ossi-

bilities to c ho ose the basis of a r -dimensional v ector space.



Ho w ev er, di�eren t basis can lead to the same v ector space, w e coun t

them. Let us write b1; � � � ; bk the r v ectors that ha v e b een pic k ed in

the selection pro cess. As the �rst v ector of our equiv alen t space w e can

c ho ose an y linear com bination of the b1; � � � ; bk , there are th us qk � 1
p ossibilities. the second v ector can b e an y v ector from span(b1; � � � ; bk )
whic h is not a linear com bination of the �rst c hosen v ector. There

are qk � q p ossibilities. Ob viously the i th c hosen v ector can b e an y

v ector of the qk � 1 whic h is not a linear com bination of the i � 1th

already c hosen (there are qi � 1� 1 suc h v ectors). There are

Q k� 1
i =0 (qk � qi )

di�eren t w a ys to build an equiv alen t subspace. Th us they are

Q k
i =0 (qn �

qi )=
Q k

i =0 (qk � qi ) di�eren t subspaces of dimension k in a space of

dimension n .

Lemma 7 The pr ob ability that the interse ction of two r andom sub-

sp ac es S1 and S2 of dimension n1 , n2 in a sp ac e of dimension n has

dimension n1 + n2 � n + � for a � � 0 is

� (n � n2 � �; 2n � n1 � n2 � � )� (n � n1 � �; 2n � n1 � n2 � � )

� (n1 + n2 � n + �; n )� (n1; n)� (n2; n) � q� � (n1+ n2 � n+ � )

�
�

�
�4.7

Thus with high pr ob ability the interse ction has dimension n1 + n2 � n .

Equation 4.7 is incorrect, w e will explain wh y .

First, for clarit y reasons, write u = n1 + n2 � n + � . The equation 4.7

b ecomes:

� (n1 � u; n � u)� (n2 � u; n � u)

� (u; n)� (n1; n)� (n2; n)

�
�

�
�4.8

It corresp onds to the probabilit y that a random subspace S1 and a

random subspace S2 ha v e an in tersection of dimension u , according to

the authors of the attac k.

Let us try to understand where this equation comes from.

Let U b e a �xed subspace of dimension u , the probabilit y that a random

space of dimension n1 con tains U is :

n b of space of dimension n1 con taining U
n b of space of dimension n1

=

n b of w a y to complete U in a n1 dimension space

n b of space of dimension n1
=

� (n1 � u; n � u)
� (n1; n) �

�
�
�4.9
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The authors put the equations together in the follo wing fashion:

The probabilit y that the in tersection is of dimension u is

=
X

all space of dim u

Pr ( the random space S1 con tains U )

� P r ( the random space S2 con tains U )

= � (u; n)� (n1 � u; n � u)� (n2 � u; n � u)� (n1; n)� (n2; n)

�
�

�
�4.10

What is computed is the probabilit y that the in tersection has dimen-

sion u or higher.

T o get the probabilit y that the in tersection has dimension exactly u ,

w e ha v e to tak e care that for the giv en subspaces U and S1 (where U
is con tained in S1 ) the random subspace S2 of dimension n2 do es not

in tersect S1 except for U . The probabilit y for this ev en t is

� (n2 � u;n � n1)
� (n2 ;n) .

Th us the probabilit y that the in tersection of S1 and S2 has dimension

u is:

� (u; n)� (n1 � u; n � u)� (n2 � u; n � n1)� (n1; n)� (n2; n)

In the last equation it is di�cult to giv e a nice estimate of the dimensi-

on whic h has the highest probabilit y . Neither to sa y if it is actually close

to n1 + n2 � n the estimation giv en b y the authors. On the other hand

if n1 , n2 are v ery close to n , the in tersection will also ha v e a dimension

close to n , so the estimate of the authors ma y w ork in this precise case.

Lemmas 6 and 7 help the authors to argumen t that (V : L ) = W . Mo-

re sp eci�cally , they w an t to argue that the dimension of the v ector space

(V : L )=W is v ery small.

Their argumen tation is done in 3 steps:

� First notice that L is the v ector space generated b y the X 1; � � � ; X n so

(V : L ) = \ i (V : X i ) and th us (V : L )=W = \ i ((V : X i )=W) .

� Think of the (V : X i )=W as random indep enden t v ariables. The dimen-

sion of their in tersection relies on the dimension of eac h (V : X i )=W
in an indep enden t manner.



� T o estimate the dimension of (V : X i )=W , they notice that eac h ele-

men t of this space has the form

P
j 6= i X j wj

X i
+ wi .

Let (g1; � � � ; gn ) b e a basis of W , w e can re-write the elemen t in the

follo wing w a y

P
j gj F j

X i
where Fj are linear form in X 1; � � � ; X n .

Moreo v er

P
gi (X 1; � � � ; X i ; 0; X i +1 ; X n )Fi = 0 10

, so the Fi are in the

k ernel of the follo wing linear map :

� : (F1; � � � ; Fn ) �!
X

gi (X 1; � � � ; X i ; 0; X i +1 ; � � � ; X n )Fi

It follo ws that dim((V : X i )=W) � dim(ker(� )) . No w if w e lo ok at

� as a random linear mapping (b et w een space of dimensions n(n � 1)
and (n � 1)n(n + 1) =6) this k ernel should b e of v ery small dimension

11

.

As a conclusion dim((V : X i )=W) should also b e v ery small, concluding

the argumen tation.

The biggest problem in this argumen tation is that not ev erything can

b e random

12

at the same time, as the authors claim. If the v ector space

(V : X i )=W is randomly c hosen in the bigger space of dimension

n(n+1)
2 � n ,

its dimension tends to b e

n(n+1)
2 � n . No w, this random space (as an y other

random space) can b e seen as the k ernel of some linear application, but sa y-

ing that it is pro duced as the k ernel of some random linear function, leads

to the fact that this space has a v ery small dimension

13

. In other w ords, ge-

nerating a random v ector space via random basis elemen ts, do esn't giv e the

same kind of space as generating it via the k ernel of some random function.

As a matter of fact, w e could use the same argumen tation as the authors,

but stop after the second steps. W e could sa y that (V : X i )=W should b eha v e

lik e a random space whic h means it has dimension close to the one of the

am bien t space, so \ i ((V : X i )=W) = ( V : L )=W has also a rather big

dimension whic h sho ws that (V : L ) 6= W .

4.3.3 Conclusion

This attac k con tains v ery in teresting ideas. It is the �rst time that some

kind of di�eren tial equations are used in m ulti-v ariate cryptograph y . Later,

10

Recall that eac h elemen t el of (V : X i )=W satis�e X i el =
P

j X j wj =P
j gj F j (X 1 ; � � � ; X n )

11

Because the dimension of the image space is bigger than the dimension of the pre-

image space

12

Here random is not clearly de�ned, it is to b e understo o d as some kind of uniform

distribution.

13

It is w ell kno wn that �random� linear function tend to ha v e small k ernel.
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Dub ois and Stern pushed these ideas further to break SFLASH .

On the other hand, their metho d has no pro of. They claimed that exp e-

rimen ts con�rmed their conjecture, but it is v ery hard to understand wh y

the conjecture actually w orks, and what the precise heuristics are.

In the next section w e sho w another heuristic metho d to break the 2R

cryptosystem. The adv an tage of this new metho d is that it is more general,

and the heuristic is easier to understand and to agree with.

4.4 Another Cryptanalysis of the 2-Round Quadratic

Cipher

In this Chapter w e presen t our con tribution [47] to the �eld.

Our attac k do es not rely on new or uncon v en tional �tric ks�. Rather, w e

sho w that some of the ideas dev elopp ed for the attac k of HFE (see c hapter

3) apply to the 2R sc heme. The attac k w e are able to moun t is heuristic, lik e

all other attac ks in the �eld. Ho w ev er, con trary to the attac k of F eng-Y an-

Duo, the heuristic w e use is v ery general and �w ell de�ned�, it inspires more

con�dence.

More than that, w e feel that our con tribution is to sho w that the w a y m ulti-

v ariate sc heme are presen ted so far, ma y not b e the b est, in that it mak es

things lo ok harder than they really are.

W e use another, more appropriate, formalism to presen t the 2R sc heme.

In this new formalism attac king the sc heme is an easy task. More imp ortan tly

it will b e clear that this formalism allo ws to break most of the cryptosystem

in the �eld, and particularly , all the sc hemes in tro duced in the thesis so far.

4.4.1 The Kipnis-Shamir F ormalism

Here w e men tion the theorems and lemmas that w e will use, whic h w ere

pro v ed in section 3.2.2.

Theorem 4.4.1 (Kipnis, Shamir 99) L et M b e a line ar mapping fr om n -

tuples to n -tuples of values in Fq . Then ther e ar e c o e�cients a1; � � � ; an in

Fqn
such that for any two n -tuples over Fq, (x1; � � � ; xn ) (which r epr esents

x =
P n

i =1 x i � i in Fqn
) and (y1; � � � ; yn ) (which r epr esents y =

P n
i =1 yi � i in

Fqn
), (y1; � � � ; yn ) = M (x1; � � � ; xn ) if and only if y =

P n
i =1 ai xqi

.

Theorem 4.4.2 (Kipnis, Shamir 99) L et P1(x1; � � � ; xn ); � � � ; Pn (x1; � � � ; xn )
b e any set of n multivariate p olynomials in n variables over Fq . Then, ther e

ar e c o e�cients a1; � � � ; aqn
in Fqn

such that for any two n tuples (x1; � � � ; xn )



and (y1; � � � ; yn ) in (Fq)n
, yj = Pj (x1; � � � ; xn ) for al l 1 � j � n if and only

if y =
P qn

i =1 ai x i
(wher e x =

P n
i =1 x i � i and y =

P n
i =1 yi � i ar e the elements

of Fqn
which c orr esp ond to the two ve ctors over Fq ).

Lemma 8 L et C b e any c ol le ction of n homo gene ous multivariate p olynomi-

als of de gr e e d in n variables over Fq . Then, the only p owers of x which c an

o c cur with non-zer o c o e�cients in its univariate p olynomial r epr esentation

G(x) over Fqn
ar e sums of exactly d (not ne c essarily distinct) p owers of q :

qi 1 + qi 2 + � � � + qi n
. If d is a c onstant, then G(x) is sp arse, and its c o e�cients

c an b e found in p olynomial time.

4.4.2 Relinearization T ec hnique

Recall that in section 3.2.5, w e discussed a metho d to solv e a system of �m 2

quadratic equations and m v ariables when � is at least sup erior to 0:1.

4.4.3 Cryptanalysis

In this section w e pro v e the follo wing theorem :

Theorem 4.4.3 Under the heuristic of the r eline arization te chnique (fr om

3.2.5) it is p ossible to r e c over the private key ( A , B and C ) of the 2R cryp-

tosystem in p olynomial time.

Reco v ering the C matrix

Theorems 5 and 6 enable us to presen t the Double-Round Quadratic cryp-

tosystem in a uni�ed framew ork.

The priv ate v alues (the matrix A; B and C ) are no w the p olynomials PA ; PB ; PC

in Fqn [X ].

PA =
P n� 1

i =0 ai xqi
, PB =

P n� 1
i =0 bi xqi

, PC =
P n� 1

i =0 ci xqi
.

The public system of equations is also represen ted b y a p olynomial Ppublic (x)
in Fqn [X ] and satis�es :

PC (PB (PA (x)2)2) = Ppublic (x)
�
�

�
�4.11

Moreo v er, w e see from the shap e of PA ; PB ; Pc that Ppublic has the form.

Ppublic =
X

0� i 1 � i 2 � i 3 � i 4 � n� 1

pi 1 ;i 2 ;i 3 ;i 4 xqi 1 + qi 2 + qi 3 + qi 4

The shap e of the public p olynomial in Fqn [X ] can also b e view ed as a

direct consequence of lemma 8.

The co e�cien ts pi 1 ;i 2 ;i 3 ;i 4 can b e found b y the constructiv e metho d presen ted
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in the pro of of this theorem.

As PC is the p olynomial corresp onding to the linear transformation with

matrix C , it follo ws that (PC )� 1
corresp onds to the linear transformation

with matrix C � 1
. F rom the �rst theorem w e kno w that (PC )� 1

is of the form:

(PC )� 1 =
n� 1X

t=0

c
0

t x
qt

W e can write the equation (4.11) in the follo wing w a y:

PB (PA (x)2)2 = ( PC )� 1(Ppublic (x)) =
n � 1X

t = 0

X

0� i 1 � i 2 � i 3 � i 4 � n � 1

c
0

t p
q t

i 1 ;i 2 ;i 3 ;i 4
xq i 1 + t + q i 2 + t + q i 3 + t + q i 4 + t

�
�

�
�4.12

Moreo v er PA (x) =
P n� 1

i =0 ai xqi
) (PA (x))2 =

P n� 1
0� i � j � n a

0

i;j xqi + qj

so PB (PA (x)2) =
P n� 1

k=0 bk [
P n� 1

0� i � j � n a
0

i;j xqi + qj
]q

k

It follo ws that there exists bi;j in Fqn
so that PB (PA (x)2) satis�es:

PB (PA (x)2) =
X

0� i 1 � i 2 � n� 1

bi 1 ;i 2 xqi 1 + qi 2
�
�

�
�4.13

Whic h means that the follo wing equation m ust hold:

(
X

0� i 1 � i 2 � n� 1

bi 1 i 2 xqi 1 + qi 2 )2 =
n� 1X

t=0

X

0� i 1 ;i 2 ;i 3 ;i 4 � n� 1

c
0

t p
qt

i 1 ;i 2 ;i 3 ;i 4
xqi 1 + t + qi 2 + t + qi 3 + t + qi 4 + t

�
�

�
�4.14

W e get an equalit y b et w een t w o p olynomials, whic h leads to as man y

equations as the n um b er of di�eren t terms in the p olynomials. All the terms

of the form xqi 1 + qi 2 + qi 3 + qi 4
with 0 � i1; i2; i3; i4 � n � 1 are presen t.

And clearly if (i1; i2; i3; i4) (with i1 � i2 � i3 � i4 ), and (i
0

1; i
0

2; i
0

3; i
0

4) (with

i
0

1 � i
0

2 � i
0

3 � i
0

4 ) are di�eren t, then qi 1 + qi 2 + qi 3 + qi 4 6= qi
0
1 + qi

0
2 + qi

0
3 + qi

0
4

.

So the n um b er of di�eren t terms is

� n+3
4

�
= 1

24n4 + o(n4) , and the n um b er

of unkno wns (the bij and c
0

k ) is

n(n+1)
2 + n .

W e obtain another system of quadratic equations, but instead of ha ving

n equations in n unkno wns (o v er Fq ) there are � 1
24n4

equations, in � n2

2
v ariables (o v er Fqn

). Using the relinearization tec hnique, w e solv e this sys-

tem, b ecause � � 4
24 = 1

6 > 0:1. W e reco v er the matrix C
0

via the co e�cien ts

c
0

i , and w e can compute C = ( C
0
)� 1

.



R emarks.

� It mak es sense to lo ok at the asymptotical v alues for n , b ecause it is

the securit y parameter. n is the parameter to b e increased if one w an ts

to k eep the o v erall securit y as regards to the increase of computational

p o w er to p erform attac ks.

Hence the system is theoretically brok en, if it is brok en for n ! 1 .

In practice, the prop osed v alues w ere q = 251 and n = 9 , an exact

computation leads to � = 0 :17 whic h means that the system is also

practically solv able for an y v alues of n (as � increases with n ).

� Notice also that con trary to the attac k of Kipnis and Shamir, here,

there is a unique solution to the system of quadratic equations. The

problem whic h app eared in the cryptanalysis of HFE , and detailed in

3.3, do es not o ccur in our case.

Reco v ering the B and A matrices

The co e�cien ts bi;j whic h w ere found in the previous paragraph lead us to

the p olynomials Q(x) with:

Q(x) = PB (PA (x)2) =
P

0� i 1 � i 2 � n� 1 bi 1 i 2 xqi 1 + qi 2
.

No w w e can use exactly the same metho d as ab o v e to �nd the matrices

B and A .

W e kno w that PB (x) =
P n� 1

i =0 bi xqi
, Hence P � 1

B (x) =
P n� 1

i =0 b
0

i x
qi

.

PA (x)2 = P � 1
B (Q(x)) .

Hence, w e get (remem b er PA (x) =
P n� 1

i =0 ai xqi
):

(
n� 1X

i =0

ai xqi
)2 =

n� 1X

i =0

bi (Q(x))qi

W e ha v e a quadratic system of 2n v ariables and

� n+2
2

�
= n2

2 + o(n2) equa-

tions o v er Fqn
. In this case � = 1

8 > 0:1, w e �nd the v ariables (so also the

matrices A and B ) with the relinearization tec hnique.

As for the reco v ering of C , the attac k w orks also in practice, as for n = 9 w e

�nd � = 0 :17.

The A�ne Case

It is common in Multiv ariate Cryptograph y that the priv ate transformations

are c hosen to b e a�ne (and not linear), b ecause it do es not cost more (at

least asymptotically), and ma y enhance the securit y of the sc heme. Instead

of only using the matrices A; B and C , w e w ould also ha v e v ectors A
0
; B

0
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and C
0

to mak e these three transformations a�ne.

It is easy to see that ev en when the transformations are a�ne, the same

cryptanalysis w ould w ork. Indeed, in the Shamir-Kipnis formalism the only

c hange w ould b e to add a constan t term to PA ; PB and PC .

So w e w ould ha v e PA (x) =
P n� 1

i =0 ai xqi
+ ac , PB (x) =

P n� 1
i =0 bi xqi

+ bc and

PC (x) =
P n� 1

i =0 ci xqi
+ cc .

If w e use the same tec hnique as ab o v e, the n um b er of unkno wns and the

n um b er of equations c hanges. Ob viously , w e ha v e 3 more unkno wns (in Fqn
)

in the a�ne case. On the other hand w e ha v e man y more equations to b e

completed. In the linear case eac h equation corresp onded to one monom of

the form xqi 1 + qi 2 + qi 3 + qi 4
, whereas in the a�ne case w e also ha v e to tak e

in to accoun t all the monoms of the form xqi 1 + qi 2 + qi 3
, xqi 1 + qi 2

, xqi 1
and the

constan t term.

Ov erall, there are man y new equations and only 3 new v ariables, so the same

tec hnique (as in the linear case) will also w ork.

Complexit y Analysis

The relinearization tec hnique has p olynomial time complexit y . W e use it for

quadratic systems of O(n2) v ariables, where n is our securit y parameter.

Hence, our attac k is clearly p olynomial time, so the system is theoretically

brok en.

Let us tak e a deep er lo ok at the actual complexit y . It is kno wn that one

can solv e a linear system of dimension m o v er a �nite �eld using Copp ers-

mith/Winograd metho d in O(m2:4) . The relinearization seeks to solv e a sys-

tem of dimension roughly m4
so an o v erall complexit y of O(m10) .

In the cryptanalysis w e use the relinearization with m = n2
, hence ha ving a

complexit y of roughly O(n20) . The prop osed v alue w as n = 9 , the attac k is

practically feasible.



T eil I I

Commitmen t Range Proto cols
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5
In tro duction

In this (short) second part, w e presen t our w ork, still unpublished, in the

area of zero-kno wledge pro of of kno wledge.

Basically , a �zer o-know le dge pr o of of know le dge� is a proto col b et w een a

p erson called the pr over , and another one called the veri�er . By this proto-

col, the pr over pro v es to the veri�er that he kno ws a secret v alue, without

rev ealing it.

The term �zer o-know le dge� means that the v eri�er do es not gain an y infor-

mation ab out the secret v alue during the proto col, although, in the end, he

is con vinced of the pro v er's kno wledge of this v alue.

These pro ofs app ear extremely useful. They are irreplaceable elemen ts to

enable a secure use of cryptographic proto cols.

Man y cryptographic proto cols use suc h pro ofs.

Among some applications : iden ti�cation, authen tication, m ulti-part y com-

putation, electronic v oting, electronic cash systems, publicly v eri�able secret

sharing...

Our con tribution to this �eld is an impro v ed commitmen t range pro of.

A commitmen t range pro of is a zer o-know le dge pr o of of know le dge , where

the pro v er do es not only con vince the v eri�er that he kno ws a secret v alue,

but also that this v alue (e.g n um b er) b elongs to a certain in terv al I .

A t the end of the proto col, the v eri�er learn t nothing ab out the secret

v alue although he is con vinced that the pro v er kno ws it, and that it lies in

the in terv al I .

Organisation of the c hapter.

First, w e in tro duce the necessary concepts, de�nitions and proto cols that

are to b e used. Then w e concen trate on the most e�cien t commitmen t range

pro of kno wn so far. Finally , w e impro v e this pro of substan tially .
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5.1 Intro duction to Zero-Kno wledge Pro of of Kno w-

ledge

5.1.1 De�nition

A pro of of kno wledge is a proto col b et w een a pro v er (also called Alice) who

claims to kno w a secret v alue x , and a v eri�er (also called Bob) who do es

not kno w x .

The goal is for the pro v er to con vince the v eri�er that he kno ws x without

rev ealing it.

T o b e secure, suc h a proto col m ust prev en t the existence of c heating pro v ers

and v eri�ers. A pro v er c heats if he do es not kno w x but succeed in con vincing

the v eri�er that he kno ws it. A v eri�er can c heat in that he uses the proto col

to get x or an y information ab out x suc h as its parit y or an in terv al in whic h

lies x or more generally an y (mathematical) statemen t ab out x .

In order to b e a zer o-know le dge pr o of of know le dge , the proto col m ust

ha v e the follo wing prop erties :

1. Completeness. If the pro v er has x , then b y the proto col the v eri�er

gets con vinced that x is kno wn to the pro v er, w e sa y that the v eri�er

accept the pro of.

2. Soundness. If the pro v er do es not kno w x , then, at the end of the

proto col, the v eri�er do es not accept.

3. Zer o-know le dge. During the proto col, the v eri�er learns nothing ab out

x .

Remarks.

� The c ompleteness and soundness prop erties basically sa y that the v e-

ri�er is con vinced if and only if the pro v er has x (is not a c heater).

� The last prop ert y ensures that neither the v eri�er nor an y one who has

access to the exc hanged data can learn extra information ab out the

secret x .

� These 3 prop erties are often relaxed in v arious w a ys in order to stic k

with the proto cols used in practice. F or instance, soundness can b e

de�ned in di�eren t w a ys. On the one hand, soundness prop ert y can

traduce the fact that a v eri�er nev er accepts if the pro v er is a c heater

(and do es not kno w x ). On the other hand, soundness de�nition could

allo w the v eri�er to ha v e a negligible probabilit y of accepting while the

pro v er is c heating. This c hange in the de�nition do es not a�ect the

essence of the soundness prop ert y .



Sev eral accurate mathematical de�nitions exist for these prop erties,

but they are not relev an t in this thesis.

5.1.2 The discrete logarithm problem

In zer o-know le dge pr o of of know le dge the pro v er pro v es to the v eri�er that

he kno ws the solution of an instance of a hard problem.

In this paragraph w e formally de�ne the discrete logarithm problem.

Discrete Logarithm Problem in ( Zn )

� Given n 2 Z and g; h 2 Z �
n with h 2< g > .

� �nd x such that h = gx mod n

Remarks.

� The discr ete lo garitm pr oblem is har d to solve.

If a pro v er w an ts to mak e a zero-kno wledge pro of of kno wledge that he

has a discrete logarithm, the most basic assumption is that the discrete

logarithm problem is hard.

It lies in the complexit y class NP \ CoNP whic h allegedly con tains no

NP -hard problem, and indeed there exist sub-exp onen tial algorithms

whic h solv e the discrete logarithm problem. Ho w ev er for su�cien tly

large N (sev eral h undreds bits), no practical algorithm can solv e the

problem in a reasonable amoun t of time.

More imp ortan tly , this problem is among the t w o most studied pro-

blems in cryptograph y (the other b eing the factorization problem). W e

can b e prett y con�den t that there will not b e a ma jor breakthrough

whic h allo ws to e�cien tly solv e it, at least un til quan tum computers

b ecome a realit y .

� When using the discrete logarithm problem, the pro v er c ho oses x , n
and g, he computes g and h = gx mod n . Then he mak es n; g; h pu-

blic to the pro v er. Finally , he mak es a (zero-kno wledge) pro of that he

kno ws x .

� Note that suc h a pro of iden ti�es the pro v er uniquely , indeed he is the

only one who kno ws x . Nob o dy else can compute x , either from the

public parameter h; g; n (b ecause the problem is hard to solv e) or b y

using extra information gain during the proto col (b ecause of the zero-

kno wledge prop ert y). Th us nob o dy else can mak e a pro of of kno wledge

of x on this precise instance, for this reason suc h pro ofs are used for

electronic iden ti�cation.

85



5.1.3 The Strong RSA Problem

Some pro ofs of kno wledge rely not only on the discrete logarithm problem,

but also on the so called �Strong RSA Problem�.

Strong RSA Problem

� Given a RSA-mo dulus n of unknown factorization and

v 2 Z �
n .

� �nd u 2 Z �
n and e > 1 so that v = ue mod n .

F or the pro ofs based on the latter problem, the follo wing assumption is

made. Strong RSA Assumption :

There is a probabilistic p olynomial time Algorithm A whic h on input 1jnj

outputs v 2 G . All probabilistic p olynomial time algorithms ha v e negligible

probabilit y of solving the Strong RSA Problem on the latter instance.

Remarks.

� The famous RSA problem asks to �nd the e-th ro ot of a giv en elemen t

(in Z �
n ) for a sp eci�c e, whereas in the strong RSA problem an y ro ot

is a solution.

The strong RSA problem ma y b e easier to solv e than the RSA problem,

ho w ev er it w as in tro duced more than 10 y ears ago in [4] and used in

man y cryptographic constructions since then. There are still no b etter

algorithms to solv e the strong RSA problem than the RSA problem.

Th us one can b e con�den t of the di�cult y of this problem.

5.1.4 A pro of of kno wledge of a discrete logarithm in a group

of kno wn order

In this subsection, w e presen t a concrete example of pro of of kno wledge (ba-

sed on the discrete logarithm problem) whic h w as in tro duced in the seminal

w ork of Sc hnorr [48 ]. All the pro ofs whic h will follo w are based on this one.

Note that w e sp eak of pr o of of know le dge instead of zer o-know le dge pr o of

of know le dge b ecause the next proto col is not kno wn to b e zero-kno wledge.

Still, in practice, no information ab out the secret are leak ed during the exe-

cution of the proto col, this will b e explained later.

Note that there exist zer o-know le dge pr o of of know le dge based on n ume-

rous other problems, but most of the adv anced cryptographic proto col uses

the discrete logarithm problem, b ecause of its e�ciency and attractiv e ma-

thematical prop erties.



In Sc hnorr's pro of the secret v alue is a n um b er x , the public ones are g
and h suc h that h = gx

. All the op erations o ccur in the subgroup < g > of

Z �
n of prime order p.

A lic e (the pr over) kno ws p; n 2 Z , h; g 2 Z �
p and x < p .

Bob (the veri�er) kno ws p; n; h; g.

Sc hnorr's Pro of of kno wledge of a discrete logarithm

Alice Bob

Cho oses w uniformly in [1; p]
a = gw a�!

Cho oses c uniformly in f 0; 1gk

c �

Computes r = w + x � c mod p V eri�es that gr = a � hc

r�! If so, Bob is con vinced.

W e sk etc h that this proto col is c omplete and sound .

� Completeness. If Alice has x she can compute the correct r . Bob is

con vinced.

� Soundness. First, notice that Alice can c heat with probabilit y at least

2� k
. Indeed, without kno wing x , she �rst mak es a guess at the v a-

lue c0 that Bob will send her. Then she c ho oses an y r0 and computes

a0 = gr 0 h� c0
. Finally she starts the proto col and sends a0 to Bob. If

Bob sends c0 , she replies with r0 and Bob is con vinced b ecause the

equation is satis�ed.

On the other hand, Alice cannot c heat with probabilit y greater than

2:2� k
. Otherwise it is p ossible to sho w that for some a she can answ er

at least t w o di�eren t c hallenges sen t b y Bob.

Supp ose she sends a and can reply correctly to b oth c0 and c1 . It means

she can compute r0 (in reply to c0 ) so that gr 0 = a � hc0
, and she can

compute r1 (in reply to c1 ) suc h that gr 1 = a � hc1
. Let us divide the

t w o equations, gr 1 � r 0 = hc1 � c0
, moreo v er c0 6= c1 mod p so c1 � c0 is

in v ertible mo dulo the prime p. Th us g
r 1 � r 0
c1 � c0 = h = gx

so x = r 1 � r 0
c1 � c0

mod p.

After Alice has answ ered these t w o c hallenges c0; c1 sen t b y Bob, she
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can easily compute the secret v alue x .

In order to turn the last paragraph in to a full pro of, the remaining

problem is to estimate the time sp en t b y Alice un til she is ask ed to

answ er to suc h t w o c hallenges.

F ormally , it is p ossible to pro v e that if Alice can c heat with probabilit y

� > 2� k+1
, after running the proto col

4
� times (on a v erage), she is able

to compute x the discrete logarithm of h .

W e assumed at the b eginning that the discrete logarithm problem is

hard to solv e. A ccording to the last theorem, if there is no algorithm

whic h solv e the discrete logarithm in less than 280
steps, then there

is no c heater with probabilit y bigger than 4:cst:2� 80
where cst is the

time needed to run the proto col one time.

As a conclusion, the soundness prop ert y holds.

� Zer o-Know le dge. T o pro v e the zero-kno wledge prop ert y of a proto col

in general, w e sho w that Bob is able to pro duce (in p olynomial time)

on his o wn the same triplets (a; c; r) as the ones he w ould exc hange

with Alice if he runs the pro of.

Th us b y running the proto col, Bob learns nothing more than what he

w as able to learn on his o wn, using only the public k ey .

Note that the triplets are randomized v ariables, based on the distribu-

tion that Alice and Bob resp ectiv ely c hose to pro duce b oth a and c.

So sa ying that Bob is able to pro duce the same triplets actually means

that he is able to pro duce triplets with the same distibution.

It is imp ortan t to notice that Bob could b eha v e according to the plan

and c ho ose c uniformly in f 0; 1gk
, but he could also b e dishonest and

c ho ose c with another distribution. Indeed, if it w as p ossible for him to

learn something ab out the secret x b y c hanging the w a y he pro duces

c, he w ould certainly use this opp ortunit y .

The distribution of c, c hosen b y Bob, has incidence on the one of r ,

so in order to pro v e the Zero-Kno wledge prop ert y , Bob m ust b e able

to pro duce, on his o wn, v alid (a; c; r) triplets, and p eculiarly for an y

p ossible distribution of c in f 0; 1gk
.

Notice also that Alice has no in terest in b eing dishonest and not to

c ho ose w with uniform distribution.

W e sho w that Sc hnorr's proto col is Zero-Kno wledge if Bob is honest,

this prop ert y is also kno wn as honest veri�er zer o-know le dge .

Bob sim ulates v alid triples as follo ws : he c ho oses uniformly r 2 [1; p]



and c 2 f 0; 1gk
, then computes a = gr h� c

(whic h clearly has uniform

distribution in < g > ). Ob viously the triplet (a; c; r) is v alid and has

the same distribution as in a normal execution of the proto col, in whic h

Bob pic k ed uniformly distributed c.

Besides this pro of, it is still unkno wn if Sc hnorr's proto col is Zero-

Kno wledge also when Bob is dishonest (and the in terv al [0; 2t ] is big

enough, meaning it has a size whic h is exp onen tial in the input length).

This is due to the fact that in the real proto col, Bob could c ho ose c
according to the v alue of a that he has just receiv ed from Alice. W e

don't kno w if Bob can sim ulates this b eha vior, b ecause in the metho d

used ab o v e to sim ulate v alid triples he m ust c ho ose c b efore ha ving a.

Honest v eri�er zero-kno wledge migh t sound lik e a v ery w eak securit y

prop ert y . Indeed, pro ving securit y only when the participan ts are ho-

nest is not v ery satisfying. Ho w ev er, in practice, the proto col is used

in a non-in teractiv e fashion in whic h the v alue c is not c hosen b y Bob.

Th us Bob cannot b e dishonest on this matter, the honest v eri�er zero-

kno wledge prop ert y sho ws that in this case Bob cannot learn an ything

ab out the secret.

5.1.5 Non-in teractiv e zero-kno wledge pro ofs : The Fiat-Shamir

paradigm

In Sc hnorr's proto col, Alice and Bob m ust b oth b e online, in order to run the

pro of. In practice, Alice and Bob are t w o computers in a net w ork, and Bob

asks Alice to run the pro of in order to iden tify herself. Th us Alice m ust b e al-

w a ys turned on, moreo v er, eac h iden ti�cation requires Alice non-negligeable

computations pa yload.

In practice, there is a w a y to o v ercome this problem, in tro duced b y Fiat

and Shamir [2 ]. Remem b er that in the soundness pro of of section 5.1.4, it

w as established, that if Alice can foresee the c hallenge c b efore ha ving c hosen

a, she can c heat. On the other hand, if she cannot foresee c she cannot c heat.

Therefore, what is imp ortan t is to prev en t Alice to kno w the c hallenge b efore

she c ho oses a w . In Sc hnorr's proto col, this happ ens b ecause c is c hosen b y

Bob after Alice has sen t him a.

Fiat and Shamir prop osed a w a y for Alice to compute herself the c hallenge

c but without p ossibly foreseeing it b efore w w as c hosen.

Let us supp ose that Alice has a hash function H as an elemen t of the

public k ey . In the pro of, instead of receiving c, she computes it herself as

c = H(gw) . If the hash function has the desired prop erties, Alice cannot

predict c or c ho ose it b efore computing c = H(gw) . Th us she can not c heat.

She then publishes the pro of an ywhere as the follo wing sequence :
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n; p; H ; h; g;(a; r )

Notice that Alice do es not need an y one else to run the proto col whic h is

then non in teractiv e. Moreo v er, she do es not need to run it sev eral times.

In practice, she publishes the result of the proto col, and an y one who w an ts to

b e con vinced that Alice kno ws x tak es (a; r ) and v eri�es that a = gr h�H (a)
.

The published set of v alues is then really a �pro of �, in the mathematical

sense, that Alice kno ws x .

The Fiat-Shamir paradigm w orks as long as the hash function has some

�ideal� securit y prop erties. F or suc h a hash function, called a �random oracle�

one can pro v e that the non-in teractiv e pro of is a �zero kno wledge pro of of

kno wledge�. Notice, ho w ev er, that the hash used in practice are not �random

oracles� but only assumed to b e ones.

In practice, all the pro ofs of kno wledge, and particularly the ones whic h

will b e describ ed later, are used in a non-in teractiv e fashion.

Ho w ev er, in this thesis, w e will alw a ys describ e them as in teractiv e, b e-

cause it is easier to understand. An yw a y , turning these in teractiv e pro ofs

non-in teractiv e is ob vious.

5.1.6 A pro of of kno wledge in a group of unkno wn order

F or some applications, suc h as commitmen t range pro of, it is necessary that

the order of the group in whic h the discrete logarithm pro of is made remains

un b ekno wn to the pro v er.

In practice, one uses the group ZN where N is the pro duct of t w o big

primes un b ekno wn to b oth the pro v er and the v eri�er. The pro v er is also

giv en an elemen t g of �high order�. Di�eren t tec hniques exist to pro vide the

pro v er and the v eri�er with suc h parameters, the most common is to ask a

trusted third part y to generate them.

In suc h a setting the pro v er c ho oses a priv ate x and computes the public

v alue h = gx mod n . Next, w e sho w ho w the pro v er can mak e a pro of of

kno wledge of x . This pro of is similar to the one in groups of kno wn order,

ho w ev er its securit y relies on the Strong RSA assumption.

W e supp ose that b oth the pro v er and the v eri�er kno w the bitlength of

the group order of < g > , noted lg . Moreo v er w e use securit y parameters

� > 1 and k > 1.



Proto col

Alice (pr over) Bob (veri�er)

Kno ws n; g; h; lg; x Kno ws n; g; h; lg

Cho oses w uniformly in f 0; 1g� (lg + k)

a = gw a�!

Cho oses c uniformly in f 0; 1gk

c �

Computes r = w + x � c V eri�es gr = a � hc

r�!

� Completeness. It is clear that if Alice kno ws x and runs the proto col

prop erly , then Bob can v erify the v alidit y of the equation.

� Soundness. The pro of is similar to the case where the group order is

kno wn, ho w ev er the Strong RSA assumption is needed.

The sk etc h of pro of is as follo ws. If for a v alue of w Alice can answ er

correctly to t w o di�eren t v alues c and c
0

(leading to r and r
0

), then

gr � r
0

= hc� c
0

. Let d = gcd(r � r
0
; c� c

0
) , there exist ( t; s ) so that t c� c

0

d +

s r � r
0

d = 1 , then (gt hs)
c� c

0

d = g1� s r � r
0

d (hc� c
0

)
s
d = g1� s r � r

0

d (gr � r
0

)
s
d = g.

If d < c � c
0

, then

c� c
0

d 2 Z and

c� c
0

d > 1, whic h con tradicts the Strong-

RSA assumption. Therefore d = c� c
0

and it follo ws that c� c
0

divides

r � r
0

, so the secret x = r � r
0

c� c0 can b e computed, whic h solv e the discrete

logarithm problem.

� Honest V eri�er Zer o-Know le dge. As in the case where the group order

is kno wn, if Bob b eha v es as exp ected in the proto col then w e ha v e

Zero-Kno wledge prop ert y .

A sim ulator is created in the same w a y as in the previous pro of. Note

ho w ev er that, as the group order is not kno wn, there is no mo dular

reduction when computing r , whic h clearly leaks information ab out

the secret x . F or this reason, the co e�cien t w has to b e c hosen in a

bigger in terv al (whose size is �xed b y the new v ariable � ) in order to

hide x correctly .

The bitlength of the group order is kno wn, so it is p ossible to �x � so

that gw
is close enough to uniform distribution. See [30] for details.

Remarks.

The proto col will b e turned non-in teractiv e. There is no need for stronger
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zero-kno wledge prop ert y , since when using the Fiat-Shamir heuristic, it is

assumed that w e are in the honest v eri�er case.

5.1.7 F ujisaki-Ok amoto Commitmen t Sc heme

Because of the zero-kno wledge prop ert y , no one can learn an ything new ab out

the secret x (in the last t w o pro ofs of kno wledge) b y seeing the pro of.

It do es not mean that it is imp ossible to learn something ab out x . More pre-

cisely , the public k ey itself h migh t leak information ab out x . F or instance

it is w ell kno wn that giv en h = gx mod p the parit y of x is computable

in p olynomial time (via the computation of h
p� 1

2 mod p). It means that in

Sc hnorr's pro of, an y one can learn the parit y of the secret x .

In order for the iden ti�cation sc heme to b e secure, it is then v ery im-

p ortan t that neither the pro of (of kno wledge) nor the public parameters leak

information ab out the secret.

In the case of the discrete logarithm problem, if the group order is kno wn,

as w e men tioned ab o v e, the public k ey leaks at least the parit y of x . If the

group order is unkno wn, and more sp eci�cally if the parameters are c hosen

as in section 5.1.6, w e don't kno w if the public parameter h = gx mod n
leaks information on x or not.

T o a v oid the p ossible securit y problem whic h migh t o ccur b y using h = gx

mod n as the public parameters, it is p ossible to use the so-called F ujisaki-

Ok amoto commitmen t sc heme [19 ] instead.

In practice, in suc h sc heme, Alice and Bob are giv en g1 and g2 b y the third

part y whic h has alread giv en them the mo dulus n . Moreo v er g2 2< g1 > and

Alice do es not kno w the discrete logarithm of g2 in basis g1 .

Then Alice c ho oses in addition to x a secret (random) r and computes

E(x; r ) = gx
1 gr

2 mod n . The public parameter is then E(x; r ) .

In this setting it can b e pro v ed that without the factorisation of n , and the

v alue of logg1 (g2) , it is not p ossible to compute x1; x2; r1; r2 (where x1 6= x2 )

so that E(x1; r1) = E(x2; r2) , th us the pro v er can not pretend to kno w ano-

ther secret.

F ujisaki and Ok amoto also sho w ed that E(x; r ) rev eals no information ab out

x .

It is not di�cult to adapt all the pro ofs of kno wledge a la Sc hnorr in

order to use the F ujisaki-Ok amoto (priv ate/public) k ey pair. In suc h a pro of,

w e are sure that no one can learn an ything ab out the secret at all, this is

the one used in practice.

Ho w ev er, as in the case of non-in teractiv e pro ofs, pro of of kno wledge of a



discrete logarithm are easier to presen t and to understand when the public

k ey is h = gx mod n , instead of the F ujisaki Ok amoto commitmen t. Th us,

in what follo ws w e stic k to h = gx mod n as the public parameter.

An yw a y , it is not di�cult to c hange all the coming pro ofs in order for them

to use the F ujisaki Ok amoto commitmen t.

5.1.8 Pro of of kno wledge that t w o discrete logarithms are

equal

W e brie�y remind the proto col used b y Alice to pro v e that she kno ws x , the

discrete logarithm of u (with u = gx
) in basis g, and that it is equal to the

discrete logarithm of v in basis h ( v = hx
).

This kind of pro of �rst app eared in [15], for group of kno wn order.

In our case, it is crucial that Alice do es not kno w the group order. Ho w to

build suc h a pro of is detailed in [30], here w e simply giv e a sk etc h of it.

As in the previous pro of, the bitlength lg of the group order is kno wn.

� > 1 and k > 1 are securit y parameters.

Proto col

Alice (pr over) Bob (veri�er)

Kno ws g; u; v; h; x Kno ws g; u; v; h

Cho oses w uniformly in f 0; 1g� (lg + k)

(a; b) = ( gw ; hw)
(a;b)
���!

Cho oses c uniformly in f 0; 1gk

c �

Computes r = w + x � c V eri�es gr = a � uc

r�! and hr = b� vc

� Note that Bob uses the same r to c hec k b oth equations, in the last

step. This pro v es that x is the discrete logarithm of b oth u (in basis

g) and v (in basis h ).

� The completeness, soundness and zero-kno wledge prop erties are pro v ed

in the same w a y as in the pro of of kno wledge of section 5.1.6.

Characteristics of the pro of

Alice needs to do 2 exp onen tations, and Bob needs 4. Moreo v er, if w e use

standard securit y v alues, the mo dulus is a 1024 bit n um b er and the securit y

parameters of the pro of are set so that the probabilit y of a c heater to succeed
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is 2� 80
. With suc h v alues, the length of the non-in teractiv e v ersion of this

pro of is a few thousand bits, according to [6].

5.1.9 Pro of that a discrete logarithm is a square

Supp ose that Alice kno ws x so that y = gx2
, and Bob kno ws y and u (suc h

that u = gx
). Alice w an ts to pro v e to Bob that y hides the square of the

discrete logarithm of u .

Using the latter proto col, she can pro v e that logu(y) = logg(u) . This con vin-

ces Bob that y hides a square (in basis g) of the discrete logarithm of u .

The c haracteristics of this pro of are iden tical (n um b er of exp onan tiations and

length) to the c haracteristics of the pro of of equalit y of discrete logarithms.

5.2 Commitment Range Pro of

Iden ti�cation relies on zero-kno wledge pro of of kno wledge of a secret n um-

b er, b eing able to pro v e at the same time that this n um b er lies in a certain

in terv al, is a v ery general and natural problem. Suc h pro ofs are called Com-

mitmen t Range Pro of or also Range Bounded Commitmen t.

So far, they ha v e b een used in a large v ariet y of proto cols, suc h as electro-

nic cash systems [1], group signatures ([22 ] or [23]), and some zero-kno wledge

pro ofs [19].

This section b egins with a �rst e�cien t commitmen t range pro of [1 ], cal-

led CFT pro of

1

. Then w e construct the most e�cien t pro of to date, due to

Boudot [6 ].

Finally w e sho w ho w to mo dify Boudot's pro of to get a shorter, more e�cien t

and more general pro of.

5.2.1 CFT Pro of

In this section w e presen t a �rst pro of sho wing that a discrete logarithm lies

in an in terv al.

This pro of enables Alice, who has an in teger x in [0; b], to pro v e to Bob (who

kno ws only h = gx
) that x lies in [� �b; �b ]. � is called the expansion rate.

On the one hand this pro of is v ery c heap, it is v ery short and requires only 3
mo dular exp onen tiations. On the other hand, as w e will see in the next pa-

ragraphs, Alice can only pro v e (formally) that x is in [� �b; �b ]. F or standard

parameter v alues, � is 2120
.

1

named after its authors : Chan, F rank el and T siounis.



So Alice can only pro v e the con tainmen t of x in a m uc h wider in terv al.

W e stress again that, to mak e the pro of w ork, Alice m ust kno w x 2 [0; b],

but Bob can only b e con vinced that jxj is not sup erior to �b .

As in the last section settings, w e supp ose that b oth the pro v er and the

v eri�er kno w the bitlength lg of the group order. The proto col is similar to

all discrete logarithm proto cols, suc h as the one presen ted in section 5.1.8.

Indeed, Alice will pro v e that she kno ws the discrete logarithm of h = gx
.

First, she c ho oses w in an in terv al and sends u = gw
to Bob. Then Bob sends

a c hallenge c to Alice who will reply with r = w + xc. The only additional

requiremen t (compared to the standard pro of ) is that Bob c hec ks the range

of r .

The idea is that if Bob lo oks at the v alue of r , he can kno w something on

the in terv al con taining x . If the v alue of r is �small� then x should also b e

�small�, on the other hand if x is �large� so should b e r .

Note that if the group order w as kno wn b y Alice, she could c heat and reduce

r mo dulo the group order b efore sending it. Then, the in terv al con taining r
w ould giv e false information on the in terv al in whic h x lies.

Proto col

Alice (pr over) Bob (veri�er)

Kno ws g;0 < x � b; h(= gx ); � Kno ws g; h; �; b

Cho oses w random in [0; �b]
Computes a = gw a�!

Cho oses c at random in [0; 2t ], satisfying t � lg
c �

Computes r = w + x � c V eri�es gr h� c = a
r�! and that r is in [2t b; �b]

The idea of the pro of is the follo wing :

� This is a pro of a la Sc hnorr, so in order for Bob to accept, Alice m ust

kno w x . Ho w ev er, w e ha v e to pro v e that Alice can not c heat in regard

to the in terv al in whic h x lies.

� On the one hand if Alice is dishonest and x > �b , once w has b een

c hosen (to whatev er v alue, ev en negativ e as Alice is dishonest) there is

at most one p ossible v alue for c in [0; 2t ] so that r (= w + xc) � �b .

Indeed, for t w o di�eren t c hallenges c0 , c1 then r0(= w + xc0) and

r1(= w + xc1) v erify jr1 � r0j > �b . So if Alice is dishonest and jxj > �b
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then with probabilit y bigger than 1 � 1
2t w e ha v e r < 0 or r > �b .

� On the other hand, w is there to hide the v alue of x (remem b er that

there is no mo dular reduction of r ), so should b e c hosen in an in terv al

at least as large as the one in whic h x could b e (from the adv ersary

p oin t of view).

Secondly , w e w an t to ha v e r � �b , but as w has to b e c hosen in the same

in terv al ( [0; �b]), w e will ha v e r (= w + xc) � �b with high probabilit y

only if x is actually m uc h smaller than �b (actually in [0; b]).

A precise computation of the later condition will determine whic h v alue

has to b e tak en for � , so that with high probabilit y r � �b .

W e are no w ready to translate the last argumen ts in to a formal pro of that

the latter proto col is an honest veri�er zer o-know le dge pr o of of know le dge of

a discrete logarithm in an in terv al.

� Completeness. It is clear that if Alice kno ws x , she can compute

r = w + cx and Bob will v erify that gr h� c = a. No w if x [0; b] w e

ha v e to sho w that r 2 [2t b; �b] with high probabilit y . Indeed for a giv en

x 2 [0; b], let P = Prw;cf w + xc < �b g. Clearly P > Pr w f w < �b �
2t bg = �b � 2t b

�b = 1 � 2t

� . Hence taking � = 2 40+ t
w e ha v e P > 1 � 2� 40

.

The ev en t r < 2t b clearly happ en with v ery lo w probabilit y . Indeed

the probabilit y on w and c so that r = w + xc > 2t b is less than the

probabilit y that r > 2t b. And Pr f r < 2t bg < 2t b
�b = 2 � 40

.

As a conclusion the proto col is complete.

� Soundness. It is w ell kno wn that when Bob c hec ks the equalit y gr =
a � hc

, Alice m ust kno w the secret x , so w e already kno w that Alice

cannot b e dishonest on this.

Can she b e dishonest as regard to the in terv al con taining x ? Let's

supp ose that r is in [0; �b] and Alice is dishonest (ie jxj > �b ), she can

con vince Bob with a probabilit y at most 2� t
. Indeed, if jxj > �b , once

w has b een �xed b y Alice, Bob will send the c hallenge c 2 [0; 2t ], and

there is only one v alue of c so that w + x � c 2 [0; �b].

Hence b y taking t = 80 , w e ac hiev e soundness prop ert y . This imp oses

� = 2 120
.

� Honest V eri�er Zero-Kno wledge W e ha v e to sho w that the exc han-

ged v alues can b e sim ulated, if Bob is honest. This is indeed p ossible

when � = 2 120
and t = 80 .

1. As � = 2 120
it mak es sense to sa y that �b � 2lg

, b ecause, a ran-

dom x has a bitlength lg (and so has b). Therefore u is uniformly



distributed among the group elemen ts.

2. If Bob is honest, he c ho oses c uniformly in his in terv al.

3. F or a �xed x 2 [0; b], when w ( 2 [0; �b]) and c ( 2 [0; 2t ]) are uni-

formly distributed, and r is in [0; �b], r is clearly uniformly distri-

buted in [2t b; �b]. The distribution of r in [0; 2t b], on the con trary ,

is not uniform and dep ends on x . Th us this ev en t can not b e si-

m ulated, this is precisely wh y the v eri�er c hec k that r 2 [2t b; �b]
and not r 2 [0; �b].

Moreo v er when r is uniformly distributed in [cb; �b], as (at least

for a random x ) �b � cb � 2lg
, the v alue gr

will b e uniformly

distributed among group elemen ts.

As a conclusion, one can c ho ose c uniformly in [0; 2t ], r uniformly in

[2t b; �b] and compute a as a = gr h� c
, As gr

is uniformly distributed

among the group elemen ts, so is a. The triple (r; c; a) is v alid and has

the same distribution as during a real execution of the proto col.

Non-in teractiv e v ersion

W e sho w ho w to turn the pro of non-in teractiv e using a secure hash function

whic h outputs t bit strings, t b eing the same securit y parameter as in the

in teractiv e pro of.

� Bob c ho oses w randomly and computes c = H (gw) and r = w + xc.

Finally he sends (c; r) .

� Alice v eri�es that r < �b and c = H (gr � h� c) .

In conclusion, this proto col enables Alice to pro v e to Bob that x 2
[� 2120b;2120b].

Characteristics of the pro of

Alice has to compute one exp onen tiation, whereas Bob needs t w o. The pro of

made out of a t -bit n um b er, and of a j�bj -bit n um b er.

5.2.2 Boudot's Metho d

In this section, w e presen t the commitmen t range pro of giv en b y Boudot in

[6].

It enables Alice who has h(= gx ) and x , to pro v e to Bob that she kno ws the

discrete logarithm of h and that a < x < b .
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T o pro v e that x < b , Boudot sho ws that x
0

= b� x is p ositiv e. The same

metho d is used to sho w that a < x .

Conceptually , the pro of that x
0

= b� x is p ositiv e is done in t w o steps :

� �rst w e sho w (using [1]) that x
0

lies in [q2 � � ; q2 + �] for a certain

square n um b er q2
and in teger � .

� The second idea is to use a scaling tric k, to reduce the size of the

in terv al (still cen tered around q2
) b y reducing � . In the end, it is

pro v ed that x
0

lies in [q2 � � ; q2 + �] with � < 1, this is an in terv al

of length less than 2 cen tered around a square, therefore x
0

> 0.

Apply the CFT pro of on smaller n um b ers.

Alice w an ts to pro v e that x
0
(= b � x) is p ositiv e. She decomp oses x

0
=

q2 + � , then she sends v(= g� ) and u(= gq2
) to Bob, along with a pro of that

u hides a square (in basis g) and a CFT pro of on v .

Bob can compute gx
0

from gx
, he c hec ks that uv = gx

0

whic h con vinces

him that x
0

= log g(u) + log g(v) .

F rom the pro of that v hides a square Bob is con vinced that logg(v) = q2

for an unkno wn q, and from the CFT pro of he is con vinced that � � <
logg(u) < � . Th us he kno ws that q2 � � < x

0
< q 2 + � . Bob is then con-

vinced that x b elongs to a certain in terv al, cen tered around a square n um b er.

In practice the proto col is the follo wing :

1. Alice computes q = b
p

x0c and � so that x
0

= q2 + � .

2. Alice sends Bob u = gq2
and v = g�

along with a pro of that logg(u) is

a square.

3. Bob v eri�es that gx
0

= u � v and is con vinced that logg(z) hides a

square.

� Instead of pro ving that x
0

lies in an in terv al, Alice will pro v e to Bob

that � lies in an in terv al (whic h is smaller).

� W e kno w that � = x
0

� (b
p

x0c)2
, hence � � 2

p
x0 = 2

p
b� x <

2
p

b� a.

� With the CFT pro of, Alice is able to pro v e to Bob that v = g�
is a

commitmen t of an in teger in the in terv al [� 2120
p

b� a;2120
p

b� a].

� So Alice can pro v e to Bob that x
0

2 [q2 � 2120
p

b� a; q2 + 2 120
p

b� a]
for a certain q, unkno wn to him.



Scaling tric k.

Using the latter pro of with square decomp osition, one can notice t w o

things :

� The v alue of q2
is roughly prop ortional to x

0
.

� The v alue of the expansion rate � is roughly prop ortional only to

p
x0

.

This leads to the follo wing idea.

Let x
00

= 2 T x
0

for some T whic h will b e �xed later. There exist q
0

and �
0

suc h that x
00

= q
02

+ �
0

.

Alice can pro v e to Bob that x
00

2 [q
02

� �
0
; q

02
+ �

0
] where q

0
= b

p
2T x0c

and �
0

= 2 120
p

2T (b� a) = 2 T=2� .

This is equiv alen t to x
0

2 [q
02

2T � �
0

2T ; q
02

2T + �
0

2T ].

The factor

�
0

2T = 2120
p

b� a
2T= 2 can b e �xed to an y arbitrary v alues (less than 1).

If T is c hosen suc h that

�
0

2T < 1 then the pro of that 2T x
0

2 [q
02

� �
0
; q

02
+

�
0
]

pro v es that x
0

2 [ q2

2T � �
0

2T ; q2

2T + �
0

2T ] (with

�
0

2T � 1), consequen tly x is a

p ositiv e (or n ull) n um b er.

How to cho ose the p ar ameter T

W e w an t to ha v e

�
0

2T = 2120
p

b� a
2T= 2 = 1 , it implies T = 240 + log 2(b� a) .

Boudot Sc heme

Figure 5.1 represen ts Boudot's pro of that b� x is p ositiv e.

Sc hematically it is p erformed in 3 phases, ev en though in real life all are

sen t at the same time.

5.2.3 Characteristics of the pro of

In the latter proto col, Alice m ust compute 6 exp onen tiations ( 1 for CFT

pro of, 2 in order to pro v e that a v alue hides a square, and the computation

of gq
, gq2

and g�
), whereas Bob has 7 exp onen tiations to p erform.

T o pro v e b oth x > a and x < b , the pro of of �gure 5.1 has to b e p erformed

t wice, requiring a total of 26 exp onen tiations. A ctually , only 25 exp onen tia-

tions are really needed, b ecause Bob can scale x (to 2T x ) once, instead of

scaling x
0

for b oth x > a and x < b .
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Proto col

Alice Bob

Kno ws z = gx
0

; x
0

= 2 T x; a; b; T Kno ws z; a; b; T

Computes Computes

T = 240 + 1
2 log2(b� a) T = 240 + 1

2 log2(b� a)
and y = z2T

Finds q; � so that

u= gq2
;v= g� ;P roofD

�������������! )
q = b

p
2T x0c, � = x

0
� q2

wher e ProofD is V eri�es that z = u � v
a pr o of that logg(v) and is con vinced b y ProofD
is a squar e

Mak es the pro of that

� 2 [� 2120+ T
2

p
b� a;2120+ T

2
p

(b� a)]
P roof
����! Is con vinced b y Proof .

(cf. 5.2.1)

Abbildung 5.1: Boudot's pro of that x < b

The length of the pro of is the sum of the length of :

� T wice the length of the pro of that a discrete log is a square.

� T wice the length of the CFT pro of.

� The length of 4 n um b ers in Zn .

5.2.4 Conclusion

Compared to the CFT metho d, Boudot's pro of allo ws to pro v e exact con-

tainmen t of the committed n um b er in an in terv al, but at the cost of more

computation on b oth sides. The �nal pro of is also longer, due to the other

pro of (than CFT) that has to b e done, and that the whole sc heme has to b e

p erformed t wice.

W e also stress that all the pro ofs ha v e b een presen ted using simple ex-

p onen tiation as commitmen t. In practice, one uses the F ujisaki-Ok amoto

([19 ]) commitmen t sc heme instead, the computational (and length) cost will

roughly double.

Ev en if in Boudot's pro of the n um b er of exp onen tiations to b e p erfor-

med is a few dozen, in most discrete logarithm based proto cols this n um b er is

m uc h smaller (generally only a few exp onan tiations are needed). This is a re-

ason wh y some authors, lik e [8 ] still prefer to use CFT pro of, in en vironmen ts

where e�ciency is crucial.



Remarks. It is also ob vious that the length (and computation) of the me-

tho d is prop ortional to the size of the in terv al. Hence the larger the in terv al,

the more computations.

A ctually , this is problematic if one w an ts to pro v e that the committed n um-

b er is in an in terv al [a;+ 1 [, b ecause the scaling factor T go es to in�nit y .

5.3 New Scheme

In tro duction W e presen t an impro v emen t to Boudot's pro of. The impro-

v emen t factor is ab out

1
4 b oth in term of computation and length of the

pro of. Boudot's pro of roughly needs 5 pro ofs of kno wledge a la Sc hnorr,

whereas our pro of requires ab out 3. W e get v ery close to the limit (whic h

ma y or ma y not b e reac hed) of committmen t range pro of with only one pro of

of kno wledge.

Moreo v er this (new) pro of is a general pro of that t w o discrete logarithms

ha v e di�eren t signs, and hence can b e used in a more general setting than

in terv al con tainmen t.

In section 5.2.1, w e ha v e presen ted the CFT pro of, in whic h Alice, for

x 2 [0; b] can pro duce v ery fast ( 3 mo dular exp onen tiations), a v ery short

pro of that x 2 [� �b; �b ] where � = 2 120
. In section 5.2.2, w e sho w ed ho w

Boudot uses this CFT pro of, to pro v e exact con tainmen t of x in [a; b].

This pro of is roughly 9 times more costly (than CFT ). T o sho w x 2 [a; b],

Alice pro v es that x > a b y sho wing that (x � a)2T
is in an in terv al of length

2T +1
cen tered around a p ositiv e n um b er. This last assertion is done with

the help of a CFT pro of and a pro of that t w o discrete logarithms are equal.

Once x > a has b een pro v ed, Alice do es the same for x < b .

Our pro of is more e�cien t, b ecause instead of pro ving that x > a and x < b ,

w e sho w that a < x < b in one single step.

5.3.1 Idea

1. Notice that pro ving that a < x < b is equiv alen t to pro ving that (x � a)
and (x � b) ha v e di�eren t signs.

2. Sho wing that X a = x � a and X b = x � b ha v e di�eren t signs, is

equiv alen t to sho wing that their pro duct is a negativ e n um b er.

5.3.2 Proto col

� Alice kno ws X a = x � a > 0 and X b = x � b < 0, she computes

z = gX a X b
, along with a pro of P1 that the discrete logarithm of z in

basis gX a
is the same as the discrete logarithm of gX b

in basis g.
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� Alice pro duces a pro of that the discrete logarithm of z in basis g is a

negativ e n um b er, she can do it the same w a y as Boudot, e.g she de-

comp oses X aX b = � (q2 + r ) and do es a pro of that a discrete logarithm

is a square, and a CFT pro of.

� Bob v eri�es the three pro ofs, and is con vinced that X aX b is a negativ e

n um b er whic h is equiv alen t to x 2 [a; b].

5.3.3 Characteristics of the pro of

If w e lo ok at the sc heme, w e notice that Alice has to pro duce t w o pro ofs of

equalit y of discrete logarithm, and one CFT pro of, so 3 pro of a la Sc hnorr

whereas Boudot's pro of requires 4.

The length (and computational cost) of the new pro of is roughly t wice

smaller than in Boudot's pro of.

By a careful coun ting, w e can see that Alice m ust do 5 exp onen tiations

while Bob m ust p erform 8, this means that o v erall 13 exp onen tiations ha v e

to b e done.

Remark. It mak es sense to compare the n um b er of exp onen tiation b et-

w een our pro of and the one in [6], b ecause in b oth pro ofs the exp onen ts to

compute ha v e roughly the same size, whic h is directly prop ortional to the

size of the in terv al.

5.4 Pro of that x 62[a; b]

There can b e cases where w e need to pro v e that x is not in an in terv al.

Boudot's pro of do es not allo ws to do that directly , ho w ev er it is p ossible to

pro v e that x 2] � 1 ; a] (with Boudot's pro of ) or x 2 [b;1 [, using standard

OR pro of (see [16 ] for instance).

The �nal pro of length is t wice as long as the original of Boudot.

On the other hand, it is v ery easy to use our sc heme to pro v e that x 62[a; b].

This is equiv alen t to pro ving that (x � a) and (x � b) ha v e the same sign.

So, in order to con vince Bob, Alice can pro v e that (x � a) and (b� x) ha v e

di�eren t signs. This pro of has the same length and same computational cost

as the pro of that x 2 [a; b].



5.5 Commitment Range Pro of in Groups of kno wn

o rder.

The sc hemes presen ted so far pro v e the con tainmen t of the committed n um-

b er in an in terv al only under the condition that the group order (along with

the order of the basis elemen t) is unkno wn.

An in teresting question (whic h is also v ery relev an t in practice) is to build

suc h con tainmen t pro ofs for group of kno wn order.

It is indeed p ossible to build suc h a pro of, with roughly 2 pro of of kno wledge

(roughly t wice as when the order is unkno wn).

The k ey idea is to transfer the commited v alue from a group with kno wn

order to a group of unk o wn order. Once this has b een done, w e use our

metho d (or an y other commitmen t range pro of ) to pro v e the con tainmen t of

the committed v alue in the in terv al.

Let's sa y an elemen t g1 generates a group G1 = < g1 > of kno wn order.

The v alue h = gx
1 is public, while x is k ept priv ate.

No w supp ose Alice has also N of unkno wn (to her) factorisation along with

an elemen t g of �big� unkno wn (to her) order pro ducing the group G = < g > .

Alice can compute y = gx
and run the pro of of section 5.1.8 to sho w that

logg1
(h) = logg(y) . Clearly the securit y pro of still holds ev en if one of the

group has a kno wn order. Hence, at the end, Bob is con vinced that the se-

cret has b een transferred from one group to another. Thereafter, Alice can

p erform the commitmen t range pro of on x in the group G .

W e see that for this metho d to w ork, it is crucial that Alice is giv en a

group G of unkno wn order.

There are mainly three approac hes to pro vide Alice with this v alues:

1. Alice can b e giv en the n um b er N (of unkno wn factorization) along

with an elemen t g (of big unkno wn order) b y an y trust part y . It is

often the case in adv anced cryptographic proto col that eac h user (or a

trust part y) compute suc h public v alues in adv ance.

2. Alice and Bob can use one of the existing sc hemes to pro duce a shared

RSA mo dule whose factorization is unkno wn to Bob and Alice, see [25]

and [14].

3. Alice can pro duce N and g herself in a w a y that Bob is con vinced that

she neither kno ws the factorisation of N nor the order of g. This will

b e the case if she c ho oses N �randomly�, to prev en t her from lying w e

can ask that the computation mak es use of hashing function. In this

w a y Bob is con vinced that Alice has not pro duced N b y m ultiplying

together the (then kno wn) prime factors.

W e argue that if N is big enough it w on't b e smo oth with v ery high
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probabilit y , hence Alice w on't b e able to factor it, moreo v er 2 is an

elemen t with big order in Zn with high probabilit y . These claims are

w ell kno wn in cryptographie and formal (asymptotic) pro of can b e

found in [7].
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T eil I I I

Zusammenfassung
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Diese Arb eit widmet sic h der ausführlic hen Besc hreibung zw eier Ergeb-

nisse, die ic h w ährend meiner Zeit in F rankfurt gefunden hab e. Im Anhang

A und B w erden die Ergebnisse aus folgenden Artik eln zusammengefasst :

� Der erste Artik el stamm t aus dem Bereic h den �Multiv ariate Krypto-

graphie�. Er liefert eine Kryptanalyse eines Kryptosystems. Mein Ar-

tik el �A Cryptanalysis of the Double-Round Quadratic Cryptosystem�

[47] wurde in der K onferenz ICISC'07 v erö�en tlic h t.

� Der zw eite T eil der Arb eit ist ein Beitrag zum Bereic h �Zero-Kno wledge

Pro of of Kno wledge�. In dem no c h nic h t v erö�en tlic h ten Artik el �Impro-

v ed Commitmen t Range Pro of � v erb essere ic h die E�zienz des �Com-

mitmen t Range Pro ofs�.
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A
Eine Kryptanalyse des 2R Kryptosc hemas

Seit der Er�ndung asymmetric her Kryptographie, wurde v ersuc h t, Krypto-

sc hemata zu en t wic k eln, deren Sic herheit nic h t auf der F aktorisierung ganzer

Zahlen o der dem diskreten Logarithm us Problem b eruh t, sondern auf ande-

ren sc h wierigen Problemen.

Als 1995 gezeigt wurde, dass die F aktorisierung und der diskrete Logarith-

m us mit Hilfe v on Quan tencomputern einfac h zu b erec hnen sind, wurden

solc he Alternativ en immer dringender.

Die �Multiv ariate Cryptograph y� v ersuc h t Kryptosc hemata zu en t wic k eln,

die auf dem folgenden NP -harten Problem b eruhen :

� Ge geb en ein end licher Körp er Fq , n; m 2 Z und Poly-

nome Pi 2 Fq[X 1; � � � ; X n ] mit 1 � i � m , von totalem

Gr ad gr öÿer als 2.

� Finde (x1; � � � ; xn ) in (Fq)n
, so dass :

8
><

>:

P1(x1; � � � ; xn ) = 0
.

.

.

.

.

.

Pm (x1; � � � ; xn ) = 0

Das 2R Kryptosc hema

Das 2R Kryptosc hemata, auc h �Double-Round Quadratic Cryptosystem�

gennan t, wurde 1997 v on P atarin erfunden [26 ]. Es funktioniert wie folgt :
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� Privat : Drei in v ertierbare Matrizen A; B; C in

(Fp)n� n
.

� Ö�entlich :

� Die Primzahl p mit p = 3 mod 4 , und n 2 N .

� Eine �in v ertierbare� quadratisc he F unktion

f : Fpn �! Fpn

x �! x2

� P olynome P1; � � � ; Pn in Fp[x1; � � � ; xn ], so dass :

(P1; � � � ; Pn ) = � � 1f (� (B� � 1f (� (A(x1; � � � ; xn ))))�
�

�
�A.1

Dab ei ist � der (V ektorraum) Isomorphism us :

� : (Fp )n �! Fpn

�x = ( x1 ; � � � ; xn ) �! x =
P n

i =1 x i � i
(� 1 ; � � � ; � n ) ist eine Basis v on Fpn

als Fp -V ektor Raum.

� V erschlüsselung : Sei �m = ( m1; � � � ; mn ) 2 (Fp)n
ein

Klartext. Der zugehörige Zi�ertext ist :

�c = ( P1(m1; � � � ; mn ); � � � ; Pn (m1; � � � ; mn )) .

� Entschlüsselung : Mit dem priv aten Sc hlüssel b erec hnet

man :

�m = A � 1� � 1f � 1(�B � 1� � 1f � 1(� (C � 1�c)))

Abbildung A.1: 2R Kryptosc hema

Bemerkungen.

� Die zw eimalige Quadrierung wurde eingeführt, in der Ho�n ung, dass

dies die Sic herheit früherer Kryptosystem mit einmaliger Quadrierung

v erb essert.

� Die Pi sind P olynome v on totalem Grad 4 in den V ariablen x1; � � � ; xn .

Denn, die F unktion S
0

ist die Pro jektion v on f üb er (Fp)n
, sie ist qua-

dratisc h in den V ariablen x1; � � � ; xn .

S
0
(�x) = � � 1(f (� (�x))) o der anders gesc hrieb en,

S
0

: (Fp)n �! (Fp)n

(x1; � � � ; xn ) �!
P n

i;j =1 si;j x i x j

Die si;j sind aus den � i leic h t zu b erec hnen.



� Die F unktion f (x) = x2
ist k ein Isomorphism us v on Fpn

. Ab er es gilt

: f � 1(x) = � x
pn +1

4
, w egen (x2)

pn +1
4 = x

pn � 1
2 x = � x . Eine geeignete

F ormatierung der Nac hric h ten �m erlaubt es, b ei der En tsc hlüsselung

das ric h tige V orzeic hen der W urzel zu w ählen.

� In solc hen Kryptosystemen, k ann ein Angreifer einen Zi�ertext �c en t-

zi�ern, indem er das P olynomiale Gleic h ungsystem

�c = ( P1(x1; � � � ; xn ); � � � ; Pn (x1; � � � ; xn )) löst. Dieses Problem ist für

b eliebige P olynome NP -hart.

Im F all v on P olynomen der F orm wie in A.1, k ann die Sc h wierigk eit

des Problems n ur v erm utet w erden.

Diese Situation ist ähnlic h b ei RSA w o die Ä quiv alenz �RSA zu bre-

c hen� und die Zerlegung des RSA-mo dulus ist nic h t b ewiesen.

Eine Kryptanalyse v on 2R

1999 wurde eine erste heuristisc he Kryptanalyse v erö�en tlic h t [17]. Wir

b esc hreib en in unserer Arb eit diese Kryptanalyse ausführlic h. Insb esondere,

b esc hreib en wir die �exotisc he� Heuristisk die b en utzt wird, und wir erklären,

dass einige Argumen te unklar sind. Unsere Analyse ist klarer, sie b en utzt n ur

eine ausgewiesene Heuristik.

Unsere Kryptanalyse läuft wie folgt :

1. Aus der Gleic h ung A.1 k ann man b emerk en, dass die ö�en tlic he P oly-

nome P1; � � � ; Pn durc h alternierende T ransformationen zwisc hen (Fp)n

und Fpn
en tstehen.

Diese Alternierung löst unnötige Sc h wierigk eiten aus. Wir harmonisie-

ren die Besc hreibung des Kryptosystems mit Hilfe eines Theorems aus

[35] :

Theorem A.0.1 (Kipnis, Shamir 99) Sei M : (Fp)n �! (Fp)n
ei-

ne line ar e F unktion. Es existier en a1; � � � ; an in Fpn
, so dass �y = M �x

genau dann wenn y =
P n

i =1 ai xpi
, für x = � (�x) und y = � (�y) .

Das Theorem sagt, dass PA ; PB ; PC in Fpn [X ] existiern, mit PA =
P n� 1

i =0 ai xqi
, PB =

P n� 1
i =0 bi xqi

, PC =
P n� 1

i =0 ci xqi
, ai ; bi ; ci 2 Fpn

.

So dass die folgende Gleic h ung gilt

1

:

PC (PB (PA (x)2)2) = � (P1(� � 1x); � � � ; Pn (� � 1x)))
�
�

�
�A.2

1

Wir ersetzen in Gleic h ung A.1, A �x (resp. B �x und C �x ) durc h � � 1PA (� �x) (resp.

� � 1PB (� �x) und � � 1PC (� �x) ) .
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Zudem zeigt der Bew eis des letzten Theorems folgendes : gegeb en PA

(resp. die Matrix A ) ist es möglic h die Matrix A (resp. das P olynom

PA ) in p olynomieller Zeit zu b erec hnen. Das selb e gilt auc h für B und

C .

Wir kryptanalysieren 2R dadurc h, dass wir die P olynome PA ; PB ; PC

in p olynomieller Zeit b erec hnen.

2. Die rec h te Seite der Gleic h ung A.2 ist der ö�en tlic he Sc hlüssel. Es gibt

pi 1 ;i 2 ;i 3 ;i 4 2 Fpn
so dass :

� (P1(� � 1x); � � � ; Pn (� � 1x)) =
X

0� i 1 � i 2 � i 3 � i 4 � n� 1

pi 1 ;i 2 ;i 3 ;i 4 xpi 1 + pi 2 + pi 3 + pi 4

Der Angreifer k ann die pi 1 ;i 2 ;i 3 ;i 4 in p olynomieller Zeit b erec hnen.

Wir w andeln die Gleic h ung A.2 um :

PB (PA (x)2)2 = ( PC )� 1(Ppublic (x)) =
n� 1X

t=0

X

0� i 1 � i 2 � i 3 � i 4 � n� 1

c
0

t p
pt

i 1 ;i 2 ;i 3 ;i 4
xpi 1 + t + pi 2+ t + pi 3+ t + pi 4 + t �

�
�
�A.3

w ob ei (PC )� 1 =
P n� 1

t=0 c
0

t x
pt

(F olge des Theorems).

Aus der obigen F orm für PA ; PB folgt die Existenz v on bi;j in Fpn
, so

dass :

PB (PA (x)2) =
X

0� i 1 � i 2 � n� 1

bi 1 ;i 2 xpi 1 + pi 2
�
�

�
�A.4

Also gilt die folgende Gleic h ung :

(
X

0� i 1 � i 2 � n� 1

bi 1 i 2 xpi 1 + pi 2 )2 =

n� 1X

t=0

X

0� i 1 ;i 2 ;i 3 ;i 4 � n� 1

c
0

t p
pt

i 1 ;i 2 ;i 3 ;i 4
xpi 1 + t + pi 2+ t + pi 3+ t + pi 4 + t �

�
�
�A.5

3. Die Gleic h ung A.5 drüc kt die Gleic hheit zw eier P olynome in der V aria-

blen x (mit den bi;j und c
0

t als Un b ek ann ten) aus. Das b edeutet, dass

alle Monome xpi 1 + t + pi 2+ t + pi 3+ t + pi 4+ t
links und rec h ts gleic h sind.

Das liefert dem Angreifer ein System v on O(n4) quadratisc hen Glei-

c h ungen üb er Fpn
in O(n2) Un b ek ann ten ( bi;j und c

0

t ).



Wic h tig ist, dass es viel mehr quadratisc he Gleic h ungen als Un b ek ann te

gibt.

Es wurde un ter standard Heuristik b ewiesen [35 ], dass es möglic h ist,

ein System v on �m 2
quadratisc hen Gleic h ungen und m Un b ek ann ten

(in p olynomieller Zeit) zu lösen, solange � gröÿer als 0:1 ist.

In unserem F all zeigt eine präsize Berec hn ung, dass � = 0 ; 17.

Das heisst, der Angreifer k ann die bi;j und c
0

t b erec hnen. Danac h k ann

er aus den c
0

t die K o e�zien ten ci des P olynoms PC b erec hnen und

daraus die Matrix C .

4. Mit der Matrix C k ann man nac h derselb en Metho de die Matrizen A
und B b erec hnen, und somit den priv aten Sc hlüssel rek onstruiren.
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B
Eine v erb esserte �Commitmen t Range

Pro of �

Ein �zer o-know le dge pr o of of know le dge� ist ein Protok oll zwisc hen einem

Pro v er und einem V eri�er. Durc h das Protok oll, zeigt der Pro v er dem V e-

ri�er, dass er einen geheimen W ert k enn t, ohne Informationen üb er diesen

W ert preiszugeb en.

Die b ek ann testen und am meisten b en utzten �zer o-know le dge pr o of of

know le dge� b eruhen auf dem diskreten Logarithm us Problem. T ypisc herw ei-

se, w ählt der Pro v er eine grosse Primzahl q, und ein Elemen t g in Z �
q mit

groÿer Ordn ung. Dann, w ählt der Pro v er ein x und b erec hnet h = gx mod q.

Somit ist x der diskrete Logarithm us v on h zur Basis g.

1

Der Pro v er üb ermittelt dem V eri�er g; h; q und b eginn t das Protok oll. Am

Ende, ist der V eri�er üb erzeugt, dass der Pro v er x k enn t.

Ein solc hes Protok oll ermöglic h t dem V eri�er sic h elektronisc h zu iden ti-

�zieren. Denn, das Problem aus gegeb enen h; g; q, x zu �nden ist sc h wierig.

F erner liefern die im Protok oll üb ertragene Daten k eine Informationen üb er

x .

In manc hen kryptographisc hen Protok ollen (electronic cash systems, group

signature, v eri�able secret sharing, und andere zero-kno wledge pro ofs) m uss

der Pro v er nic h t n ur b ew eisen, dass er den diskreten Logarithm us x k enn t,

sondern auc h, dass x in einen b estimm ten In terv all [a; b] liegt.

Es soll also der V eri�er da v on üb erzeugt w erden, dass der Pro v er x k enn t,

und dass x 2 [a; b], ohne w eitere Informationen üb er x preiszugeb en. Solc he

Protok olle heiÿen �Commitmen t Rang Pro of � o der �Range Bounded Com-

mitmen t�.

Der bis jetzt e�zien teste �Commitmen t Range Pro of �, stamm t v on Bou-

dot [6 ].

1

Im diskreten Logarithm us Problem suc h t man zu gegeb enen h; g; q eine Lösung x 2 Z
der Gleic h ung h = gx mod q
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In Boudots Metho de, b erec hnet der V eri�er gx� a mod q (er ist in der

Lage dies zu mac hen, da er gx ; a; q k enn t).

Der Pro v er üb erzeugt ihn, dass x > a indem er zeigt, dass der diskrete Lo-

garithm us v on gx� a
(zur Basis g) p ositiv ist.

Danac h, zeigt der Pro v er dem V eri�er mit der selb en Metho de, dass x < b .

Diese Metho de erfor det, dass die Or dnung von < g > dem Pr over unb ekannt

bleibt. Es existier en mehr er e Metho den, um diese V or aussetzung zu erfül len.

Unsere neue Metho de basiert auf der v on Boudot. Anstatt zuerst x > a
und danac h x < b zu b ew eisen, zeigen wir in einem Sc hritt, dass x 2 [a; b].

Daraus folgt eine v erb esserte E�zienz, angesic h ts der Anzahl der Op eratio-

nen (Multiplik ationen in Zq) im Protok oll und der Gröÿe der ausgetausc h ten

Zahlen.

Die Ideen, die wir b en utzen sind folgenden : sei a < b ,

� Es gilt x > a und x < b genau dann, w enn die V orzeic hen v on x � a
und x � b v ersc hieden sind.

� Die V orzeic hen v on x � a und x � b sind v ersc hieden genau dann, w enn

das Pro dukt (x � a)(x � b) negativ ist.

Nun also zu b ew eisen, dass a < x < b gilt, b ew eist der Pro v er, dass

(x � a)(x � b) < 0.

Dazu, sc hic kt der Pro v er dem V eri�er h
0

= g� (x � a)( x � b) mod q. Mit

Boudots Metho de b ew eist er, dass der diskrete Logarithm us zur Basis g v on

g� (x � a)( x � b) mod q p ositiv ist.

Absc hlieÿend m uÿ der Pro v er dem V eri�er zeigen, dass der gesendete

W ert h
0

wirklic h g� (x � a)( x � b) mod q en tspric h t, denn, der V eri�er k enn t n ur

ga = gx� a mod q und gb = gx� b mod q, und k ann nic h t selbst g� (x � a)( x � b)

mod q b erec hnen. Zudem darf er nic h t einfac h dem Pro v er v ertrauen, dass

h
0

k orrekt ist.

Dazu, m uss der Pro v er dem V eri�er üb erzeugen, dass die folgende Glei-

c h ung gilt :

� logga
(h

0
) = log g(gb)

Ein Protok oll für einen solc hen Bew eis existiert und wurde sc hon in [30 ]

v erö�en tlic h t.

Nac h präzisen Berec hn ungen stellen wir fest, dass die neue Metho de un-

gefähr 25% e�zien ter ist, als die v on Boudot. Zudem k ann man mit diesem



Protok oll b ew eisen, dass x nic h t in einem In terv all liegt, w as mit Boudots

Metho de nic h t möglic h ist.

121


